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Malware Working Group Goals

Address concerns of potentially
malicious code throughout the
system lifecycle

Develop a consensus on software
that behaves in potentially

2

malicious ways, to Threats  MAEC  Dpetection
Facilitate detection, analysis, /
response @
Incorporate understanding of ) Y1y,
malware in threat and vulnerability ; 7%’?’
analysis and risk assessment for Vulnerabilities A %\@
system development and =
operational deployment | Response

Platforms

Enable users to make informed
decisions about software
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Malware Attribute Enumeration and
Characterization (MAEC)

Schema Cluster
Namespaces <element 1> <element 2>
Relationships </element 1> </element 2>

Properties

(Output Format)
(Grammar)
Enumerations

High-level Taxonomy

Mid-level Behaviors

Low-level Attributes
Metadata
(Vocabulary)
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Current MAEC Overview

High-level
Taxonomy/Mechanisms
7} :
: e.g. Persistence
Mid-level H
Behaviors
o
- e.g. Malicious Binary Instantiation
Low-level
Abstracted Actions
Semantics
Implementation Models |---- Execution Models |---- Specific Actions
Syntactics e.g. Win32 AP Call: CreateFile(xyz.dll,...}
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MAEC Action Model

»|  Object(s)

!

Action Implementation

T T T
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Action Example

> File Object: xyz.dll

Action:

. —»| Effect: File Created xyz.dll
Create File

!

Action Implementation

API Call: CreateFile

Library: Address: Return Value:
Kernel32.dll Ox481ffd HANDLE: 0123

Parameters: (xyz.dll, GENERIC_WRITE,...)
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MAEC Behavior Model

Behavior »|  Effect(s)

Implemented Through

Action 1 o Actionn
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Basic Behavior Example

Behavior: Disable Effect: wscsvc service is
. . ) » stoppedand prevented
Security Service from restarting

Implemented Through

Action 1. | OpenServiceControlManager

Action 2. OpenService

Action 3. GetServiceStatus

Action 4. ModifyServiceStatus

Action 5. ModifyServiceStartupType
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More Complex Behavior Example

Harvest Email Addresses from Local Disks

Scan Local Machine for Disks

Enumerate Local Drives

Get Drive Type

2) Find Files with Specific Extensions
Find File
3) Examine Files for Specific Strings

Behavior Map File into Memory

Action Collection

Search File for String
Action
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MAEC Schema Overview — Initial Release

ActionType

] attributes

il

Action_Type

Type

Mame

restriction of "xs:string'

Type x=string

ordinal_position

Type x=positivelnteger

Successiul

Type xzhoolean

Description ®
Type  Structured_Text_Type

Action_Inttistor |

Action_Implementation
Type  Action_mplementationType

Discovery_Method
Type Discovery_hethod

Timestamp

Type  xstime
Ohjects |®
Effects |3

Relsted_Actions |&®

MITRE

BehaviorType

©

—

attributes

il

ordinal_position

Successiul

Purpose |

Triggers
Type  TriggerType

Description
Type Structured_Text_Type

Dizcovery _Method
Type Discovery _hethod

Actions |E
Related_Behaviors |3
Effectz |®

Felated_Aftack Pstterns |3

ObjectType

o attributes

il

Ohject_Type

—

—@)e

Type  xsstring

Permanernt

Type xs:hoolean

Marme

Type xs:istring

Size

Type extension of "xs:string

Date-Timestamgp
Type =sdateTime

Clazsifications |®

Aszocisted_Code |3

Aszocisted_Actions |®

Azzocisted_Ohjects &

File_System_Chject Aftributes |3

GUI_Ohject_Aftributes |5
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Dynamic Malware Analysis <-> MAEC

APICall
. g MAEC: API Call
Dynamic |

Malware I I

Analysis
Engine

_____ Optional

Process

1} An APl call is captured by the analysis engine and mapped to MAEC’s enumeration of AP
calls.

2} The MAEC enumerated call is mapped to its corresponding action.

3} The MAEC defined action is mapped to a corresponding MAEC effect (as necessary), which
is populated by the parameters of the call.

4} The MAEC effectis linked to a MAEC object {as necessary).

5} Any extra data output (e.g. file attributes, network capture, etc.) from the analysis engine
is mapped to its corresponding object (as necessary).
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PIL:
PIL:
PIL:
PID:
PID:
FID:
FID:
FID:
FID:
FID:
FIL:
FIL:
FIL:
FIL:
PIL:
FIL:
PIL:
PIL:

Test Case: CWSandbox Output

1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:
1080, TID:

1812, Caller:
1812, Caller:

15812, Caller

1812,Caller:
1812,Caller:
1812, Caller:

15812, Caller

1812, Caller:
1812, Caller:
1812, Caller:
181z ,Caller:
181z ,Caller:

1812 ,Caller

181z ,Caller:
15812, Caller:
1512, Caller:
1512, Caller:
1512, Caller:

$DD4DDDDD["KB823988.EXE"],BEFORE,tprilESYStem."FiEdFirstFilﬂ
300400000 "KE323988. exe™) ,BEFORE, typFilelvystem, "IetFiledttriln

§77A50000("CRYPTIZ.
§77AB0000("CRYPTIZ.
§77L80000("CREYPTIZ.
1 §77A80000 ("CREYPTIZ.
§77L80000("CREYPTIZ.
§77480000 ("CREYPTIZ.
§77480000 ("CREYPTIZ.
§77A80000 ("CRYPTIZ.
§77A80000 ("CRYPTIZ.
1 §77A80000 ("CRYPTIZ.
§77A80000 ("CRYPTIZ.
$77AB0000 ("CEYPT3Z.
$77LB0000("CRYPT3Z.
$77AB0000("CRYPTIZ.
$77AB0000("CRYPTIZ.

Raw CWSandbox Output

MITRE

:$00400000("KES23985.exe™) ,BEFORE, typFile3ystem, "DeleteFilel”

dll™), AFTER, cypRegistry.
dll™), AFTER, typRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, typRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, cypRegistry.
dll™) , AFTER, typRegistry.
dll™) ,AFTER, typRegistry.
dll™), AFTER, typRegistry.
dll"™), AFTER, typRegistry.

"RegOpenKevExL" -
"RegEnumEeviA" - <el
"RegOpenEeyExL™ -
"RegOpenEeyExL™ -
"RegEnumEeyi" - <el
"RegOpenKeyExd" -
"RegEnunValueW" -
"RegOpenKeyExd" -
"RegEnunValueW" -
"RegOpenKeyExd" -
"RegOpenKeyExd" -
"ReglpenEeyExW" -
"ReglpenEeyExW" -
"ReglpenKeyExW" -
"RegCreateKeyExT"

XSD

Bindings

-> MAEC

Terae g "Copy”

<Dezcription/=
<hction Initiator

"Frocess">

<Initiator_ Name>FESZ3988.exel/Initiator_ Namex
<Process_ID=1080</Frocess_ID>

<Thread ID>181&</Thread ID>

</hction_Initiator>
<hction Implementatiors

<APT_Callx

<Name=CopyFilell< Manex

<API_ Call_ Parameter Tl
<Name=filetypes Nane>
<Waluerfile< /Value>

</API_Call Paraweters

<API_ Call_ Parameter TaT
<Namersrcfile< /Name>
<Walue>c: \WEBES23958. exed /Value>

</API_Call Parameter>

<API_ Call_ Parameter I
<Name>dstfiles /Name>

"oopy_file"»

=WaluexC:\VWWINDOWSY Y systenid) yntos. exe /Value»

</API_Call Paraweters

<API_ Call_ Parameter B
<Namercreationdistributions /Name>
<Walue>CREATE ALWAYI< /Value

</API_Call Paraweters

<API_Call_ Parameter 5T
<Namerdesiredaccess< /Nanex
=<Walue>=FILE_ANY ACCESS</Valuex

</API_Call Paraweters

<API Call Parameter e
<Name>=flags< Manex
<Walue=3ECURITY ANONVMOUI/Walue>

</API_Call Paraweters

</API_Call>

</hction Tmplenentations

MAEC XML
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Collaboration and Outreach

Engaged with IEEE Industry Connections Security Group
(ICSG) Malware Group

MAEC team invited to be “guest” members

IEEE ICSG Malware Group Developed a Malware Metadat a
Exchange Schema

Oriented towards providing a mechanism for the shar ing of sample
data between AV product vendors

Current version:
http://grouper.ieee.org/groups/malware/malwqg/Schema 1.1/

MAEC imports portions of this schema, particularly with regards to
sample prevalence and AV classification

MITRE e
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MAEC Community: Discussion List

Request to join:

http://maec.mitre.org/community/discussionlist.html

Archives available

’@ MAEC - Malware Attribute Enumeration and Characterization forum & mailing list archive - Mozilla Firefox

Fle Edt Yew History Bookmarks Tools e

© cxa

m & httpiJimasc.mitre.orgfcommunity/archive, heml wy -

M TRS - View Timecard ¥2 MAEC - Malware Attribute Enume... B | +

~
MAEC LANGUAGE JOIN THE MAEC EFFORT NEWS MAY 13, 2010
Malware Attribute Enumeration and Characterization
w A Standardized Language for Attribute-Based Malware Characterization
About Discussion Archive MAEC Commui ]
Terminology Warking Group 1
Documents Making Security Measurable » MAEC - Malware Attribute Enumeration and Characterization Refresh Permalink Login Register
Discussion List
MAEC Language
Enumerations Discussion Archive
setema MAEC - Malware Attribute Enumeration and Characterization Additional Information
luster
Use Cases . . N Privacy Policy
N This forum is an archive for the mailing list: MAEC-DISCUSSION-LIST®@lists.mitre.org (more options) Messages posted here will be sent to this

Community mailing list.
Vorking Grous Malware Attribute Enumeration and Characterization (MAEC) is a standard developed for describing malware based upon its attributes, behaviors,
Discussion List and ohservables, MAEC is a language/format intended for carrying high level information about malware, induding its actions, detritus, and attack
Discussion Archive patterns. MAEC will 3lsa be used to encompass several malware-oriented enumerations, including malware types (based Upan speciic sets of
Men e characteristics) and malware objsctives,
Calendar Advanced
Free Newslotter Search
Contact Us % New Topic [ Topics View 2 People # Options v

Sub-Forums & Topics (z6) Replies Last Post Views

MAEC Updates by Kirilov, Tvan A, 0 Jun 18 by Kirllov, Tvan A, 1

schema thoughts - IR network attributes and exploit artifacts by jose nazario 5 May 21 by Kirillow, Ivan A &

g ge: ] y string

i:Z;ztea schema change: hashes should be xs:hexBinary, not xs:string by jose . 506 T, A p

Analysis Metadata? by Kirillov, Tvan A, il May 200y Kiriloy, Ivan A. 4

MAEC Repo in the sky? by Riey Porter 9 May 14 by Houser, Walter 12

Schema 0.1 by jose nazario 1 May 12 by Kirilay, Ivan 4. 4

python example code by jose nazario ] May 11 by jose nazario 7 -

Done

G 2 cepocuments a.... | [ office Commuric.... | [, nbox - Mirosof i{ [OB

| S vabusre v pe.. | @maec bretinaz.. G @7 L€ ® @Il @ [ aszom

MITRE
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MAEC Community: MAEC Development
Group on Handshake

MITRE hosts a social networking collaboration

environment:

https://handshake.mitre.org

Supplement to mailing list to facilitate collaborat
schema development

|& Handshake: MAEC Development Group - Moxilla Firefox

MITRE

ve

[BEX]

Fle Edt Wiew Hstory Bockmarks Took

Help

6 -c & O 0 CoEm ;

M TRS - Yiew Timecard

| ‘| Handshake: MAEC Development ... 3

«&\b Handshak

MITRE Research P

MAEC Development
= group

Edit group
Manage join requests
Leave group

Add new members

Remove members

Group discussion
Group files
Group pages
Group blog
Group albums

£ Subscribe to feed

# Bookmark to Handshake

& Report potentially
inappropriste content

b |sle e,

ee all members (6 total)

¢ MAEC Updates / List L

& My Connections
Euaryb

MAC

] Software Assurance Community Resou

'Y
488

Description:

My Groups

This group is for those wishing to participate in the

development of MAEC (http://maec mitre.org), a language

owner(s): lvan Kirillow

Penny Chase behaviors.

for characterizing malware based on its attributes and

Website: http: /mase mitrs,org

Group discussion | Add a topic

This group is intended to serve as a central
location for the hosting of infarmation on
MAEC dewelopment, as well as to facilitate
collaboration that would otherwise be
difficult to do through email

Group blog | Write 2 group blog post

ll] "4EC Schema v 1.0 Announced
at DHS/DoD/NIST Software
Assurance Forum Working
Graun:

group anly £

Peniny Chase wrote 2 new group blog post
titled MAEC Schema v 1.0 Announced at
DHS/DaD/NIST Software Assurance Forum
Working Groups (just now)

Tvan Kirillow updated a page titled MAEC
Schema (May 6, 2010

Tvan Kirilov updated a page titled MAEC
Schema Examples/Samples (May 6, 2010)
Tvan Kirillov updated a page titled Current
MAEC Development Status (May 6, 2010)
Tvan Kirillov updated a page titled Behaviar
Submission (May &, 2010)

Tvan Kirllov updated a page titled
Mechanism Subrission (May &, 2010)

Tvan Kirllov updated a page titled MAEC
Content Submission (May &, 2010)

Ivan Kirilloy updated a page titled Related
Efforts & Links (May 6, 2010)

1van Kirllov updated a page titled Action
ubmizsion (May &, 2010}

Dane

LACA ACATARLE

(23 C:\Documents and 5.

B e commrictar_| I i oo I @ o

] ESf) MAEC _brisfing-2010

v = gl@ soerm
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Future Plans

Develop additional translators for dynamic analysis t ools
into MAEC XML

Begin creation of process for cataloguing malware
behaviors

Expand and revise schema, particularly with regards to
action attributes

Collaborate with CAPEC & CWE teams in order to develop
consensus approach on object/observable development

Encourage and invite more participation in the develop ment
process

MAEC Website: http://maec.mitre.org _ (contains MAEC
Discussion list sign-up)

MAEC Handshake Group
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