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“Who's making me do this?

Where Is it stated that this
IS a requirement?”

“We can help you with that!”
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. Analyzed the DHS
Management Directive 102

« Appendix B is the DHS

Department of Homeland Security

_ _ AppendixB

SOftware E ng | nee rl ng Llfe DHS Systems Engineering LIf?S?f(!;
CyCIe Part |

* All new systems
developed throughout the

D e partm e nt m u St fo I I OW the Office of Chief Infor.matl.orj Oﬂ;lcer..

the DHS SELC
requirements




S S UILDING SECORITY ING .
N e M o s FRED L

o et

N1 A

N ' : APk
= anl 11010 1huawv ;
| ‘{7 )Q\J\)\ X;Em'\ AUUIT Olﬁ'ocl 1 ~ont:

Appendix B
Systems Engineering Life Cycle
Part |
SELC Overview & Framework
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Capital Planning and Investment Control (CPIC) and

the Acquisition Review Process (ARP)
including Systems Engineering Life Cycle (SELC)

Pre-
CPIC | goowt Select
Control
Ewvaluate
D==i> £ A
ARP Maad A;:[::" Cibtain ProducasDeployw’Su ppart
Soluton Operstions & | . -
SELC Enginsanng Maintanance Dispasition
*NOTE: The waterfall model is depicted for illustrative purposes
only; some development models have iterative phases
— — SELC Stage Reviews
ARP Acqguisition Decision Events e ae
D CollectNeeds SER: Sclution Engineering Review TRR: TestReadiness Review
'l.."il’a“diltE Needs PPR: Project Planning Review PRR: Production Readiness Review
1-“-: Approve Acquisition SDR: System Definition Review  ORR: Operational Readiness Review
R PDR: Preliminary Design Review PIR: Postlmplementation Review
3: Approve Produce/Deploy/ Support CDR: Critical Design Review
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+ Leverage the SWA Pocket Guides  [Feifiwdeaid

Due-Diligence

— Software Supply Chain Risk

Management Due-Diligence ;ﬁﬁg&%&ﬁ
— Software Assurance in Acquisition and

Contract Language

* Due-Diligence Questionnaires
orovide a host of checks for SwA
pest practices to ask of suppliers

and in-house developers o
throughout the SDLC. 00, QQQ ]
)

100 OLOLLLOLOV
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Software History and Licensing

The software supplier's development practice in using
code of unknown origin may be unable to produce
trustworthy software.

Purpose ror Que 0

To address supply chain concerns and identify
specific risks pertaining to the history/pedigree of
the software during any and all phases of its life
cycle that should have been considered by the
supplier. This point addresses supply chain
concerns.

Development Process
Management

If supplier project management does not perceive the
value of SWA and enforce best practices, they will not be
consistently implemented.

To determine whether project management enforces
software assurance-related best practices.

Software Security Training and
Awareness

Developers unaware of software assurance best practices
are likely to implement software with security flaws
(making it more susceptible to attack).

To determine whether training of developers in SWA
best practices is a supplier policy and practice.

Planning and Requirements

If nonfunctional requirements (security, quality, safety) are
not specified, developers will not implement them.

To determine whether the supplier's requirements
analysis process explicitly addresses SWA
requirements.

Architecture and Design

The software may be designed without considering
security or minimization of exploitable defects.

To determine how security is considered during the
design phase.

Software Development

If developers lack qualified tools or if personnel are
allowed to inappropriately access or change configuration
items in the development environment, then delivered
software might have unspecified features. The supplier
might lack sufficient process capability to deliver secure
products, systems or services.

To ascertain that the supplier has and enforces
policies and SwA practices in the development of
software that use secure software development
environments to minimize risk exposures.

Built-in Software Defenses

The software may lack preventive measures to help it
resist attack effectively and proactively.

To ensure that capabilities are designed to minimize
the exposure of the software's vulnerabilities to
external threats and to keep the software in a secure
state regardless of the input and parameters it
receives from its users or environment.




Question

Can the pedigree of the software be established? Briefly explain what is known of the people and processes that created the software.

1-
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Explain the change management procedurs that identifies the type and extent of changes conducted on the software throughout its
life cycle.

*,

‘what type of licenze(=) are available for the open source software? |= it compatible with ather software components inuse? Iz
indemnification provided, and will the supplier indemnify the purchasing organization from any issues inthe license agreement?
Enplain.

x

Iz there a clear chain of licensing from original author to latest modifier? Descrite the chain of licensing.

‘what assurances are provided that the licensed software does not infringe upon any copyright or patent? Explain.

Does the company have corporate policies and management controls in place ko ensure that only corporate-approwed [licensed and
vetted] software components are used during the development process? Explain,

Are licensed software components still valid for the intended use?
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|z the zoftware in question original zource or a madified wersion?

Haxs the saftware been reviewed ta confirm that it does not infringe upon any copyright or patent?

.,

How long has the software source been available? 15 there an active user community providing peer review and actively evolving the
oftuare s
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or breaches] regarding the licensed or contracted product or service ?

Does the licensefeantract restrict the licensee from dizcowvering flaws or disclozing details about software defects ar weakneszes
with others [e.g, is there a “gag rule™ or limitz on sharing information about discovered flaws]s

Does the licensefeontract restrict communications or limit the licensee in any potential communication with third-party advisors
abwaut provisions for zuppart (2.9, is there 3 “gag rale™ or limitz placed on the lizenzes that affect ability to discuss contractual terms

Does saftware have a positive reputation? Does software have a pasitive reputation relative ta security® Are there reviews that
recommend it?

transtorm the software [brief summary response ]

|5 the lewvel of security where the software was developed the same as where the software will operate?
Dew e
‘what are the proceszes [e.q., 1508000, CMMI, ete.), methods, tools (2.9, IDEs, compilers), bechniques, ete, uzed to produce and

lopment P
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‘what zecurity measurement practices and data does the company use to assist product planning?

|5 software assurance considered in all phases of development? Explain.

How iz software risk managed? Are anticipated threats identified, assessed, and pricritized?

rity Training and Aware
Dlescribve the training the company offers related to defining security requirements, secure architecture and design, secure coding
practices, and security tasting.
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Does the company have developers that possess software security related certifications [e.q., the ISC2 CESLP, SAMS 551 secure
coding certifications, etc.]?

Dlescritee the company’s policy and process For professional certifications and ensuring certifications are walid and up-to-date,
Planning and Requirements

Are there some requirements for security that are <structured® as part of general releazability of a product and others that are <as
naedad® A “ristnm® far A narticolar relaass?




Table 3- 2 study Flan kReview EXIt Criteria

Study Plan Review Exit Criteria
Does the study plan address the needs in the approved Mission Need?

Is the scope of AoA or AA clearly defined? (whatis included and whatis not)
Is the study team director and co-chairs identified?

Are the assumptions and constraints reasonable and adequate?

Is the schedule realistic given the required resources, including SMEs?
Are the deliverables identified?

What level of engagement of users/operators is planned?

effort?
What are the criteria for the selection of alternatives?
* How many alternatives will be examined? (minimum of three)

Is the basis and justification foran AoA or AA adequate? (and linkedto CDP?)

Do the participating organizations have documented roles and responsibilities?

Describe how the AgA/AA team will interface with the CONOPS team andthe ORD

 What are the analysis methodology (ies) including Modeling and Simulation and

Technology Demonstrators?

+ |5 the review and approval process idenfified for the AgA/AA, including an AoA/AA

report and brief to seniors?

Table 3-3 Software Assurance Due Diligence Questions:
COTS COTS
Question Propri- Open- GOTS

etary Source

Does the license/contract restrictthe licensee
from discovering flaws or disclosing details
about software defects or weaknesses with v
others (e.g., is there a “gag rule” or limits on
sharing information about discovered flaws)?

Does the license/contract restrict
communications or limit the licensee in any
potential communication with third-party
advisors about provisions for support (e.g.. is v
there a “gag rule” or limits placed on the
licensee that affect ability to discuss
contractual terms or breaches) regarding the
licensed or contracted product or service?

Is delivery of demonstrably secure software a
contractual requirement for third-party
developed software? If yes, what criteria are
used to operationally define "secure software”?

Are the version control and configuration
management policies and procedures the v
same throughout the entire organization and
for all nroducts? How are thav anforcad? Ara
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 Weave SWA requirements into the exit criteria for
each SDLC stage review.

It is easier to insert extra requirements into the
existing processes and reviews than to change
the process.

* Require a review by a SWA SME during each
phase of the SDLC.
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* Require use of SwWA automation for remediation
of software weaknesses throughout phases:

— Require use of CWE compatible tools

— Require analysis of tools that have coverage for CWE
Top-N list (i.e., CWRAF, CWSS)
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* Require use of manual code reviews, and static
and dynamic analysis tools throughout
development.

* Require legacy code to be analyzed using static
analysis tools.

« Evaluate whether any reused code is fit for use
In the new environment.
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SDLC policy typically requires
lifecycle cost estimations.
* This Is your opportunity to make

the business case for building
security into the software.

« Show lifecycle cost analyses of
resilient software versus insecure
software (Rugged software
versus playing Patching Whack-
A-Mole)
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« Leverage the guestionnaires and contract
language in the pocket guides.

* For non-COTS development, establish supplier
agreements per assurance requirements.

« Evaluate solicitation responses per SwWA
requirements.

« Monitor and correct supplier processes and
performance per assurance requirements.

« Evaluate and accept supplier work products per
assurance reguirements.
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Completed work:
— Met with the office of the DHS CIO
— Submitted our input for DHS MD 102/SELC

« Future work:
— Plan to tackle other acquisition guidance

— ldentify other policy and guidance in which to insert
SwA best practices including DHS Security Handbook
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« Feedback / questions /
suggestions?

« What worked at your
organization?




