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Open Source Usage is Pervasive 

The Global 2000: 

Annual Component Downloads 
(non-unique) 

2.4M 
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Usage is Growing 

A CIO’s Perspective on Open Source Software   

Mark Driver, Research Vice President 

January 2011  
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Challenges 

How do we ensure we’re using the 

best quality components? 

How do we know components don’t 

have security vulnerabilities? 
Security 

Quality 

How do we know components meet 

our license requirements? 
License 
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 Open Source Usage is Vastly Ungoverned 

87% Ungoverned 

Comprehensive Policy 
13% 

Limited or No Policy 
87% 
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Effectiveness of Current Governance is Questionable 

A Global 100 Financial Institution 

Secure Components 

Vulnerable Components 

3,327 Monthly Unique Downloads 
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Change Awareness is Considered Valuable 
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Change Awareness is a Tremendous Challenge 
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Awareness is Problematic 

* Source: National Vulnerability Database Version 2.2. Sponsored by DHS National Cyber Security Division 

In January 2011,  

1,651 organizations downloaded a 

vulnerable version of Bouncy Castle 

 

nearly 2 years after the alert 
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The Challenge of Transitive Dependencies 
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Open Source Management is a Full Lifecycle Issue  
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Practical Governance Objectives 

•Develop Governance policy with the App Dev org: 

•Eliminate/Avoid defects early 

•Leverage tooling across entire lifecycle 

•Enforce policy at multiple checkpoints 

•Monitor “inventory” continuously 

 

Risk 

Rework 
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