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Agenda

o Future SWA Forum and Working Group
Sessions

SwA Outreach Completed
SwA Outreach Planned
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Future SWA Forum and Working Group Sessions

o June 2011 Working Group Sessions June 28-30,
2011, at MITRE.

o Set dates and locations for Sept 2011 Forum,
and Dec 2011 Working Group Sessions
(coordinate with ITSAC)

 |dentify conflicts with key conferences.
o https://buildsecurityin.us-cert.gov/bsi/events.html
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SWA Outreach Completed

e OnAugust 17, 2010, SwA conducted a double session panel for the Government Forum of
Incident Response and Security Teams (GFIRST).

e Don Davidson and Joe Jarzombek spoke on August 18, 2010, about "Sustaining Capability
through Risk Management" at the 45th Annual International Logistics Conference and Exhibition.

« Joe Jarzombek gave the keynote to the Chicago Quality Assurance Association Fall Dinner Event
at Rolling Meadows, IL, on September 21, 2010.

e On September 27, 2010, SwA presented a full day track at 6th Annual IT Security Automation
Conference, Baltimore Convention Center, Baltimore Inner Harbor, MD.

e On October 4t SwA ran a full day track at Regional Conference of the Quality Assurance
Association of Maryland to be held at the Maritime Institute, Linthicum, MD.

e Joe Jarzombek gave the keynote on October 13, 2010, at Hacker Halted "Unlock the Code"
Conference in Miami, FL

SwA convened a track of speakers for the Federal Cybersecurity Conference and Workshop with
DHS National Cyber Security Division and the Federal CIO Council’s Information Security and
Identity Management Committee (ISIMC) scheduled for October 20-21.
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SwWA Outreach Completed

e SIGAda 2010 SwA Panel with Joe Jarzombek, Sean Barnum, and bob Martin in Fairfax, VA, on
October 28, 2010.

» Joe Jarzombek gave the keynote to LASCON (Lonestar Application Security Conference) in
Austin on Friday, October 29, 2010.

*  SwA Program Director Joe Jarzombek spoke on Software Assurance in Mitigating Supply Chain
Risks to the Global Forum 2010 on Monday November 8th in Washington DC at the Marvin
Center at George Washington University.

e  Software Assurance conducted a full day track with Sean Barnum, Karen Goertzel, Michele Moss,
Ed Wotring with Joe Jarzombek moderator at the 2010 Open Web Application Security Project
(OWASP) Application Security conference at the Walter E. Washington Convention Center,
Washington DC on November 10, 2010.

« MITRE personnel briefed the Malware Attribute Enumeration and Characterization (MAEC™)
Software Assurance program at Secure Computing World Congress in New York, NY, on
November 10.
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SWA Outreach Completed

e  Software Assurance (SwA) Program Director Joe Jarzombek participated in the Cross-Sector
Cyber Security Working Group (CSCSWG) on Monday, November 15, 2010.

MITRE personnel participated on panel discussion about CWE, Common Attack Pattern
Enumeration and Classification (CAPEC), and MAEC at 11th Annual Security Conference in
Washington, D.C. November 16-17.

«  MITRE personnel briefed on Common Weakness Enumeration (CWE™) and the Making Security
Measurable Program at Rethinking Cyber Security: A Systems-Based Approach Conference in
Charlottesville, VA, November 16-17.

SwA Program Director Joe Jarzombek speaks regulatrly about software supply chain risk
management to DOD’s Advanced Software Acquisition Management course, most recently on
November 16, 2010.

SwA Program Director Joe Jarzombek participated in the Cyber Roundtable Lunch Series on
Proactive Strategies for Combating Emerging Malware Threats, November 16, 11:30 AM - 1:00
PM at the National Defense Industrial Association (NDIA) in Arlington, VA.
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SwWA Outreach Completed

e Richard Marshall, Chief of Global Supply Chain Management Branch, spoke at a seminar on
Securing the Cyber Supply Chain on November 19, 2010 at Georgetown University, Washington,
DC.

e Don Davidson led a SwWA Panel “Manage Risk with Resilient Software” at 2010 Critical
Infrastructure Protection (CIP) Congress Nov 30 - Dec 2, 2010 at the Gaylord National Resort
Hotel & Convention Center, Washington, DC. .

«  SwA Panel (Don Davidson, Robert Seacord, Nadya Bartol, Michele Moss and Carol Woody)
addressed “Software Security Automation and Measurement” at the 26th Annual Computer
Security Applications Conference (ACSAC 2010) on December 10, 2010, at the Four Seasons
Hotel, Austin, Texas.

» Joe Jarzombek participated in the Layered Access Workshop at the 26th Annual Computer
Security Applications Conference (ACSAC 2010) on December 6, 2010.
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SwA Qutreach Planned

« Joe Jarzombek will be Keynote Speaker at the International Conference on Software Quality in
San Diego CA February 7 -10t™,

* RSA Conference 2011 from February 14-18, 2011 in San Francisco. Joe Jarzombek attending.

» Federal Information Systems Security Educators' Association (FISSEA) conference will be held
March 15-17, 2011 at the National Institute of Standards and Technology (NIST) in Gaithersburg,
Maryland. Dan Shoemaker, Nancy Mead, Joe Jarzombek and Linda Laird submitted
presentations. Karen Goertzel submitted two proposals.

e  Software Engineering Process Group (SEPG) 21-24 March 2011 at the Oregon Convention
Center in Portland, Oregon, with Don Davidson, Michele Moss, Joe Jarzombek, Paul Croll, Sean
Barnum, Dan Shoemaker, Ed Wotring, and Larry Wagoner.

» The Information Assurance and Security Conference invited Joe Jarzombek to speak on "Utilizing
Software Assurance to Mitigate Risks in Information Systems and Networks." This conference
takes place April 4 - 6 in Washington, D.C.
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SwA Qutreach Planned

 Joe Jarzombek to address the MeriTalk Innovation Nation conference at the D.C. Convention
Center on April 51,

» Joe Jarzombek invited to speak at the QAI Global Institute’s Quality Engineered Software and
Testing Conference (QUEST), Boston MA, on April 6, 2011.

* Management of Change Conference The Homestead Hot Springs, VA, on May 15-17, 2011 SwA
Panel., Jeff Ingalsbe from University of Detroit Mercy) will talk on "Security Enhanced Legacy
System Migration.” Joe Jarzombek plans to speak as well.

* Full day SwA track at the Systems & Software Technology Conference (SSTC 2011) 16 - 19 May
2011 in Salt Lake City, Utah. Participating are Bob Martin, Sean Barnum, Michele Moss, Don
Davidson, Paul Black, Ed Wotring, and Dan Shoemaker, with Joe Jarzombek as panel moderator.

* GFIRST SwA Track (Government Forum of Incident Response and Security Teams), Software
Assurance: Mitigating Risks to Improve Incident Management, August 7-12, 2011 at the Gaylord
Opryland Hotel & Convention Center in Nashville, TN.

e  See https://buildsecurityin.us-cert.gov/bsi/events.html
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SwA Stakeholder Outreach
Events Review

Discussion and Q & A
December 2010

Software Assurance (SwA) Working Group Sessions
Thursday Session 3
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