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Introductions

DAVID ROSS

Technical Director

Created OpenlOC format

Responded to a half
million hosts
Just last year




Important note

All Information iIsislelevaed
from MANDIANT observations
IN non -classified environments.

Some information has been
sanitized to protect our clients’
Interests.




What is an |OC?

Indicator of Compromise

Intelligence used to find eVil oo
On a host or on the wire nineel

MD5s, file names, packer type

Registry keys, mutexes, drivers
DNS, IPs, query strings




What i1s OpenlOC?

A format to organize your intelligence
Logical groupings

Extendable for any indicator type
XML (of course)




Before OpenlOC

Lists of stuff to find evi
Easy to create
Difficult to maintain o W o
Terrible to share
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Before OpenlOC

Lists do not provide context

An MD5 of what??
Who gave me this?? g R
Where is the report? |

svn-base
11664

E].svn-base
-base

Where is the intelligence?? §Ew sl 58 ¥




Or, worse yet.

Proprietary languages
Only works in their product
Complicated databases
I’'m not a DBA |

Black box definitions
Who knows what's in there

'J\r‘bﬂaﬂ
vn-base
-SVn-base




Takeaway

Lists lose relevance

You can not determine:
why you were looking
what else Is related




2 Takeaway

Lists are too rigid

Need to look for a new keyword type?
You need to make a new list.




OpenlOC

A format to organize Indicators

Turns your data into intelligence
Designed for data sharing
Intentionally extendable




OpenlOC Is technology agnostic

Does not require any product

Easily converts to needed formats
We have some pre-built
It is just XML after all

It is used by MIR
Really comes alive with MIR




= |n use for over two years

Used by MANDIANT

Based on lessons
learned in the field

Made public by
customer request

9 out of 10 consultants
prefer OpenlOC
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« THIS Is OpenlOCl!!!

The Why
The What

-~

IOCID
Summary

Keywords

Author Mandiant

Authored on

Description

spyware downloader BHO

[EUPDATES BHO SPYWARE

e5881ed9-d5bb-40c0-bf9d-9ddE3b97 2dfe Property

IEUPDATES BHO SPYWARE threatgroup

reportid
capability
capability

2009-03-23T02:57:137

Content
None
MA-12345
Downloader

Installer

[eupdates.exe is a downloader which attempts to install winsrc.dll as a browser helper object (BHO)
or toclbar from securedownloadcenter.com. Given the histery of malicious browser toclbars, this is
likely intended to install spyware on the compromised machine. The malware will not install on

systems installed with the default language set to Russian or Ukrainian.

AND

4 Or

OR  Delete

# Cut <2 Copy 3 Paste fllmportCSV

File Name contains “ieupdates.exe”
File MD5 contains "0ccf000b0a3136d5492d16ded6c6a4b5’

File Name contains "ieexplorer32.exe”

File Name contains "winsystems"

File Name contains "winsrc.dll.tmp’

Process Handle Name contains "8934723902138"

Registry Path contains

Registry Path contains

v Show Comments

\Controls Folder\PIDsrc"

"“Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcpid"

Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcpw

Matunrk 1IRT FAntaine "¢

ariirardmaumlaadrantar cAam e 3 Madncuctame All



= Stores what we are looking for

AND OR  Delete Add db Cut <2 Copy APaste [ ImportCSV ¥| Show Comment

CO nte nt File Name contains “ieupdates.exe”

File MD5 contains "0ccf000b0a3136d5492d16dedbcbadbs

K d File Name contains "ieexplorer32.exe"
eywor File Name contains “winsystems”

File Name contains “winsrc.dll.tmp”

243

( :O n text Process Handle Name contains "§934723002138"
W PIDsrc"

Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\

Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcpid"

KeyWO rd I ype Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcpw

Matumrk MNIBT ~Aantzine "ramiradnrumlasdrantar cam e a0 fainneoictame Al

CO nstru Ct File Name - (somminanm) winsystems
Logic
We'll get into this later




= Along with the ‘who’ and ‘why’

Name, Description, Author, Category...

External references
Data sources :
Reports o T
Threat groups S

Keywords spyware downloader BHO
Author Mandiant

Authored on  2009-03-23702:57

Description

&

Property Content
threatgroup

reportid

capability Downloader

capability Installer

leupdates.exe is a downloader which attempts to install winsrc.dll as a browser helper object (BHQ)
or toolbar from securedownloadcenter.com. Given the history of malicious browser toolbars, this is
likely intended to install spyware on the compromised machine, The malware will not install on
systems installed with the default language set to Russian or Ukrainian.




Advantages

Keeps indicators with context
Quickly determine “why” from “what”

Sharing with others
Easy to combine
Generate indicators from multiple sources
No more formatting questions




Advantages

Scalability
Thousands of indicators in hundreds of IOCs

It's only XML

Convert to ANY format needed
We have lots of examples for this!

OpenlOC = Force Organizer




The IOCEditor

File Edit Tools

IOCs | Terms i Save

Description Author  Id i (& IEUPDATES BHO SPYWARE

MGS.EXE Mandiant  6bdbee70-}

BCIPM.DLL (SPYWARE) Mandiant  70eda23c- ICCID e5881ed9-dSbb-40c0-bfod-9dd83b97 2dfe Property Content
MED.DLL (DOWNLOADE Mandiant (:'3:!.7?3((-. Summary IEUPDATES BHO SPYWARE threatgroup None
SVCHOST.EXE (WEB-PA( Mandiant  d708bd57 [: reportid MA-12345
IEUPDATES BHO SPYW Mandiant e5881eds | Vo/0  SPyware downloader SHO capability Downloader
DEMO: Unsupported bu  Mandiant 2"f‘f'f‘F"f'F-956iE Author Mandiant capability Installer

Authored on 2009-03-23702:57:13Z |J _

Description

leupdates.exe is a downloader which attempts to install winsrc.dll as a browser helper object (EHO)
or toolbar from securedownloadcenter.com. Given the history of malicious browser toolbars, this
is likely intended to install spyware on the compromised machine. The malware will not install on
systems installed with the default language set to Russian or Ukrainian,

AND OR  Delete Add # Cut <3 Copy % Paste [IfImportCSV (V] Show Comments
|4 Or
i File Name contains “ieupdates.exe”
File MD5 contains "0ccf000b023136d5492d16de46¢624b5”
File Name contains “ieexplorer32.exe”
File Name contains “"winsystems”
File Name contains “winsrc.dil.tmp”
Process Handle Name contains "8934723902138"
Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\PIDsrc”
Registry Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcpid™
Reaistrv Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcow™  ~

m (3

File Name v |contains ¥ | winsystems

Pretty cool, huh?




File Edit Tools

IOCs | Terms

DRgZiption Author Id

MGS.E Mandiant Gbdbee7( !
BCIPM.DLLNEYWARE) Mandiant 70eda23q-
MED.DLL (DOWMQADE Mandiant  d3d778¢41.
SVCHOST.EXE (WEB- N Mandiant  d708bd5] |
IEUPDATES BHO SPYW ndiant e588led
DEMO: Unsupported bu ManWgnt -5 fi

_ji Save

Authored on 2009-03-23T702:57:13Z

™ ATES BHO SPYWARE
ICCID e _d5bb-20c0-bfod-9dd83b972dfe Property Content
Summary  IEUPDATES BHO 3 threatgrolip None
reportid MA-12345
5 wol
Keywords spyware downloader BHO capability Downloader
Author Mandiant ability Installer

rs cmi Description Author
IZ"DS MGS.EXE Mandiant
wnn BCIPM.DLL (SPYWARE)  Mandiant
wwi MED.DLL (DOWNLOADE Mandiant
— | SVCHOST.EXE (WEB-PAC Mandiant
IEUPDATES BHO SPYW Mandiant

DEMO: Unsupported bu  Mandiant

Id
bbdbee’0-
T0edad3c-
d3d77Bcc-
d708bd57
e5881edd
FAf-956



@
File Edit Tools
I0Cs | Terms
Description
MGS.EXE
BCIPM.DLL (SPYWARE)
MED.DLL (DOWNLOADE

SVCHOST.EXE (WEB-PAC
IEUPDATES BHO SPYW
DEMO: Unsupported bu

Author
Mandiant
Mandiant
Mandiant
Mandiant
Mandiant

Mandiant

Id

Save

| (@ IEUPDATES BHO SPYWARE
6bdbee70|:;
70eda23c-}
d3d778cc-f
d708bd57
e5381ed9’§
fHAF1-956

IoCID e5881g19-dSh)
Summary IEUPQATES BH
Keywords  spyfvare down
Author Myandiant
Authored on #2009-03-23T0;
Description

leupdategxe is a downloade]
or toolbff from securedownlq
15 likelyfntended to install sp:
systengl installed with the def

File Name contains “ieupdates.exe”

File MD5 contains "0ccfl00bla3136d5492d15dedbcbadbs”
File Name contains "ieexplorer32.exe”

File Name contains "winsystems"

File Name contains "winsrc.dll.tmp”

Process Handle Name contains "89347.230902138"

Registry Path contains "\Software\Microsoft\Windows\Curre

Registry Path contains "\Software\Microsoft\Windows\Curre

. ANDJ OR Delete A

#% Cut <3 Copy UNPaste mportCSV  [¥] Show Comments

File Name cont

File Name

b

File Name

“ieupdates.exe”
File MD5 conjfns "0ccf000b023136d5492d16de46¢624bY”

contains “winsystems”

e contains “winsrc.dll.tmp”

ss Handle Name contains "8934723902138"
istry Path contains "\Software\Microsoft\Windows\Current\l \Controls Folder\PIDsrc”

Reaistrv Path contains "\Software\Microsoft\Windows\CurrentVersion\Controls Folder\wmsrcow"

ntains “ieexplorer32.exe” y

entVersion\Controls Folder\wmsrepid™

m ]

v |contains winsystems



File Edit Tools

IOCs | Terms i Save

Description Author  Id i (& IEUPDATES BHO SPYWARE
MGS.EXE Mandiant  6bdbee70-}
BCIPM.DLL (SPYWARE) Mandiant  70eda23c- [CCID e5881ed9-dSbb-40c0-bfod-9dd83b97 2dfe Property Content

MED.DLL (DOWNLOADE Mandiant  d3d778cc- Summary IEUPDATES BHO SPYWARE threatgroup None
SVCHOST.EXE (WEB-PAC Mandiant  d708bdS7 | reportid MA-12345

i Keywords spyware downloader BHO
IEUPDATES BHO SPYW Mandiant e5881ed9| e i capability Downloader

DEMO: Unsupported bu  Mandiant 2"f‘f'f‘F"f'F-956iE Author Mandiant capability Installer

Authored on 2009-03-23T702:57:13Z |£‘ _

Description

leupdates.exe is a downloader which attempts to install winsrc.dll as a browser helper object (EHO)
or toolbar from securedownloadcenter.com. Given the history of malicious browser toolbars, this
is likely intended to install spyware on the compromised machine. The malware will not install on
systems installed with the default language set to Russian or Ukrainian,

OR  Delete Add # Cut <3 Copy % Paste [IfImportCSV (V] Show Comments

492d160e46c524b5"
File MD5 is "d6307c91aeBe2792cdbad0d3b441534F
File MD5 s "762c0e9420a2960ac5add262ec335618"

File Name is '-'I winfont.cpl
File Impart Function
File Import Mams
File Name Fil= MLO35

File Mcdified Time

Filz Cwner
File Path

File Raw Checksum




Extendable keywords

Can use ANY keyword type
You can create new keywords
It's just XML after all

Proceszltem/name ame
Handle Name
Pro /e ion Mame

Partlter

Senice ULL

fSubject

/From Email
Email
Email
Email
Email

£

Email Attachment MIME Type




= The Indicator Terms document

£?xml version= E
{ioctermlist
last—modified=
description=
{iocterm text
title
data—type
display—type
term—zource
{iocterm text
title
data—type
display—type
term—source
{£1octerm text
title
data—type
dizsplay—type
term—source
<s1octerm>




= Duplicating meaning

Same problem as proprietary lists

Use existing terms

Publish your terms!

Make mappings

E Fi | el t en? PEI nf o/ | npor t edMbdul es/ Modul e/ Nanme

M



File Edit Tools
IOCs | Terms

Description

MGS.EXE

BCIPM.DLL (SPYWARE)
MED.DLL (DOWNLOADE
SVCHOST.EXE (WEB-PAC
IEUPDATES BHO SPYW
DEMO: Unsupported bu

Author
Mandiant
Mandiant
Mandiant
Mandiant
Mandiant

Mandiant

Id
6bdbee70,
70eda23c-|
d3d778cc-
d708bd57 |
e5881ed9)
fHff1-956

| Save

&' IEUPDATES BHO SPYWARE

ICCID

mmary

KeWwords

Aut

Author

Descriptio

leupdate

or toolba

is likely i

systems i

AND
Or

File N3

File

File N3
File Naj
File N3

roces

L 3
R

File Na

O

M

ist

ist

ist

Surnmary IEUPDATES BHO SPYWARE
Keywaords spyware downloader BHO

Author Mandiant
Authored on  2009-03-23T02:57:13Z

Description

leupdates.exe is a downloader which attempts to install winsrc.dll as a browser helper object (BHO)

e5881ed9-d5bb-40c0-bfod-9dd83b97 2dfe Property Content
IEUPDATES BHO SPYWARE threatgrotip Nane
reportid MA-12345
Spyware. deamsioacar SEk capability Downloader
Mandiant capability Installer
on 2009-03-23T02:57:13Z |l
IEUPDATES BHO SPYWARE
I0CID 2588 1led9-d5bb-40c0-bf9d-09ddE30b07 2dfe

Property Content
threatgroup None
reportid MA-12345
capability Downloader
capability Installer

o I

r

or toolbar from securedownloadcenter.com. Given the history of malicious browser toclbars, this
is likely intended to install spyware on the compromised machine. The malware will not install on
systems installed with the default language set to Russian or Ukrainian. -



Refer to external data

File Edit Tools
IOCs | Terms i Save

Description Author  Id i (& IEUPDATES BHO SPYWARE
MGS.EXE Mandiant 6bdbee70-|:

BCIPM.DLL (SPYWARE)  Mandiant 70eda23c-| [oCID e5881ed9-d5bb-40c0-bfod-9dd83b9724; Property Content
MED.DLL (DOWNLOADE Mandiant (:'3:!.7?3((-. Summary IEUPDATES BHO SPYWARE threatgroup None
SVCHOST.EXE (WEB-PA( Mandiant  d708bd57 [: reportid MA-12345
IEUPDATES BHO SPYW Mandiant e5881eds 2 o/s  SPyware downloader 525 capability Downloa

DEMO: Unsupported bu  Mandiant 2"f‘f'f‘F"f'F-956iE Author Mandiant capability Installer

Authored on. 2009-03_g#02:57:137

=g
Description
leupdatgs®ie is a downloader which attempts tggfistall winsre.dil as a browser helper offject (BHO) *
or tgfbar from securedownloadcenter.com. en the history of malicicus browser tglbars, this
ikely intended to install spyware on the promised machine, The malware will gt install o
systems installed with the default langugg® set to Russian or Ukrainian,

AND OR  Delete Add Cut 43 Copy % Paste [If ImportC |¥| Showl omments
4 Or

Property Content

threatgroup None

atrols Foller\PIDsrc”

atrols Fg#der\wmsrcpid”

reportid MA-12345 T —

capability Downloader

capability Installer




Importing your old lists

Included feature in IOCEditor
Trivial to script (It's only XML)

Configure how imported data columns will be mapped

Colummn { ion Indicator Term Condition

Q01F1FC3 DF74F([Create items File MD5

| All 29 rows will be imported. Ctrl-Click or Shift-Click the data to select rows to import.
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OpenlOC In the Field

MANDIANT uses OpenlOC every day

Centralized all of our intelligence
No more private lists

Rapid exchange of data across teams

Every consultant knows
what every other consultant knows.



= Converting OpenlOC

Your old flat lists of indicators
HTML
XPath

Lucene

Snort

Reporting statistics
Word documents (really)
Pie charts

...It’s just xml




Advanced definition constructs

Why just keywords?
Is everything just a string match?

OpenlOC supports logic
AND, OR
IS, iIsnot
contains, containsnot




« |ogic Trees
Aand Bor Cand D

(A and B) or (C and D)

OR




= |ogic Trees
Aand Bor Cand D

Aand (BorC)andD

AND




= |OC Logic Tree

A
B

C
D

Indicator

Indicatorltem

Indicators are
ANDs and
ORs

Indicatorltems
are the leaf
nodes of data




Allows this...

sunjreléE.exe
eicléux.sys
eileee.msi
webserv3Z . exe
e092Tux.sys

bZze03%2.

m w

~
C
3
~
C

smscfg3Z.exe
afle7Tux.
b087ee.msi
MD5 is
Name contains \! ion \Mi ‘\Media Player‘\DefaultStore3Z. exe
Name ceontains \l icatio \Mi \Media Index\wmplibrary32.db
Name contains “\Favorites\jann
Handle Name i www . TW0S01.
Handle Name www . UG080z .
Handle Name is www.UGOS0
Handle Name i 1.2.0UD0O804

Handle Name W )02 .




...1o become this

File Name: uddi3z.exe

F

# _~ FileName: aic32ux.sys

* File Name: b232ee.m=s1

“ MD5&: D42AS89FS5BFSB45CACAARSCCA9RE3 299
. Registry Path: version
"~ Registry Text: 5,1,3502,0
Registry Path Contains: SOF THWARE\Microsoft\Active
Setupilnstalled Componentsh
_» Registry Text: Microsoft vM

_ Reqgistry Path Contains: { 6D31E852- Bo40-B4.2D -
B1D1-ESSECRAEITIGE

. File Size: 45,568
= Compile Time: 2009-85-1897:23:377

== AND

--...




Takeaway

Easily describe the attacker’s
TTPs in ways that are difficult

or expensive to evade.




Storing general IR process

Store general IR knowledge
Generate ‘Generic Indicators’
Share ‘tribal knowledge’




A thousand words in one I0OC

“When you see svchost.exe running out of something
other than ‘system32’ or it doesn’t have that dash k at
the end or it’s not being run as System or...”

Process Name is “svchost.exe”

Process Path contains not “System32”
Process Argument contains not “#”

Process Handle is “cmd.exe”
Process Username is not “NT Authority\Syssssteém”

Process Section Name is “wininet.dll”



Where do | get it?

|OCe the editor
Schemas

XML and XSLT examples
Much, much more!

Free Software

M

MANDIANT IOCe is a free editor for Indicators of Compromise (I0Cs). More




david.ross@mandiant.com

More MANDIANT info







