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What is wrong with this picture?
If the weaknesses 
in software were as 
easy to spot and 
their impact as 
obvious as…

Missing Authentication for 
Critical Function (CWE-306)

Using Unpublished Web 
Service APIs (CAPEC-36)
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Vulnerability Type Trends:
A Look at the CVE List (2001 - 2007)



Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs

Failure to Sanitize Directives in a Web Page (aka 'Cross-site scripting' (XSS)) (79)
• Failure to Sanitize Script-Related HTML Tags in a Web Page (Basic XSS) (80)
• Failure to Sanitize Directives in an Error Message Web Page (81)
• Failure to Sanitize Script in Attributes of IMG Tags in a Web Page (82)
• Failure to Sanitize Script in Attributes in a Web Page (83)
• Failure to Resolve Encoded URI Schemes in a Web Page (84)
• Doubled Character XSS Manipulations (85)
• Invalid Characters in Identifiers (86)
• Alternate XSS syntax (87)
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Failure to Constrain Operations within the Bounds of an Allocated Memory Buffer (119)
• Unbounded Transfer (‘Classic Buffer Overflow’) (120)
• Write-what-where Condition (123)
• Boundary Beginning Violation (’Buffer Underwrite') (124)
• Out-of-bounds Read (125)
• Wrap-around Error (128)
• Unchecked Array Indexing (129) 
• Incorrect Calculation of Buffer Size (131) 
• Miscalculated Null Termination (132) 
• Return of Pointer Value Outside of Expected Range (466)
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Path Traversal (22)
• Relative Path Traversal (23)

• Path Traversal: '\..\filename' (29)
• Path Traversal: '\dir\..\filename' (30)
• Path Traversal: 'dir\..\filename' (31)
• Path Traversal: '...' (Triple Dot) (32)
• Path Traversal: '....' (Multiple Dot) (33)
• Path Traversal: '....//' (34)
• Path Traversal: '.../...//' (35)

• Absolute Path Traversal (36)
• Path Traversal: '/absolute/pathname/here’ (37)
• Path Traversal: '\absolute\pathname\here’ (38)
• Path Traversal: 'C:dirname’ (39)
• Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40)
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Defects

Intentional
Vulnerabilities

Unintentional
Vulnerabilities

Note: Chart is not to scale – notional representation -- for discussions

EXPLOITABLE SOFTWARE

Vulnerabilities can be the outcome of non-secure pract ices and/or 
malicious intent of someone in the development/supp ort lifecycle.

The exploitation potential of a vulnerability is ind ependent of the “intent”
behind how it was introduced.

Intentional vulnerabilities are spyware & malicious  logic deliberately imbedded (and might 
not be considered defects but they can make use of the same weakness patterns as 
unintentional mistakes)

Exploitable Software Weaknesses (a.k.a. Vulnerabilities)
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Common Weakness Enumeration (CWE)
■ dictionary of weaknesses

– weaknesses that can lead to exploitable vulnerabili ties (i.e. 
CVEs)

– the things we don’t want in our code, design, or ar chitecture
– web site with XML of content, sources of content, a nd process 

used 
■ structured views

– currently provide hierarchical view into CWE dictio nary content 
– will evolve to support alternate views

■ open community process
– to facilitate common terms/

concepts/facts and understanding
– allows for vendors, developers, 

system owners and acquirers 
to understand tool capabilities/
coverage and priorities

– utilize community expertise

Foundation for Foundation for 

otherother DHS, NSA, DHS, NSA, 

OSD, NIST, OSD, NIST, 

OWASP, SANS, OWASP, SANS, 

and OMG SwAand OMG SwA

EffortsEfforts
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Building ships 
only require a few 
skills and basic 
understanding…

Software
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Software…but sailing ships in the open ocean and 
building commerce and defense capabilities 

based upon them requires 
understanding…
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…some 
threats and 
hazards are 

unpredictable 
and 

dynamic…



…so new types of scanning for hazards and threats 
were created to make shipping safer and more 
dependable and secure in more places…



…but they also needed to “understand” current 
information about highly dynamic

threats in order to
operate safe, secure

and reliably.



But they also needed to deal with the people that 
were out there trying to locate vulnerabilities and  
weaknesses in their technologies, processes, or 
practices…
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…with defensive and 
offensive security 
capabilities.
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(CWE-120)

Exploit
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SQL Injection 
(CWE-89)

Exploit
(CAPEC-66)

SQL Injection 
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Security 
Feature
Security 
Feature



CWE Compatibility & Effectiveness Program

29
48

cwe.mitre.org/compatible/cwe.mitre.org/compatible/

( launched Feb 2007)



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.



OWASP Top Ten 2007 & 2010 use CWE refs



Some High -Level CWEs Are Now 
Part of the NVD CVE Information

NVD XML feeds 
also include CWE





NIST Special Publications:
SP800-36 CVE
SP800-40 CVE, OVAL
SP800-42 CVE
SP800-44 CVE
SP800-51 CVE
SP800-53a CVE, OVAL, CWE
SP800-61 CVE, OVAL
SP800-70 CVE, OVAL, CCE, CPE, XCCDF, 

CVSS
SP800-82 CVE
SP800-86 CVE
SP800-94 CVE
SP800-115 CVE, CCE, CVSS, CWE
SP800-117 CVE, OVAL, CCE, CPE, XCCDF, 

CVSS
SP800-126 CVE, OVAL, CCE, CPE, XCCDF, 

CVSS

NIST Interagency Reports:
NISTIR-7007 CVE
NISTIR-7275 CVE, OVAL, CCE, CPE, XCCDF, CVSS
NISTIR-7435 CVE, CVSS, CWE
NISTIR-7511 CVE, OVAL, CCE, CPE, XCCDF, CVSS
NISTIR-7517 CVE

FD
CC



Industry
Uptake

CWE
CAPEC
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With all of 
these 
CWEs, 
where do 
you start?



20010 CWE/SANS Top 25 Programming Errors
(released 16 Feb 2010) cwe.mitre.org/top25/

■Sponsored by:
–National Cyber Security Division (DHS)

■List was selected by a group of security experts fr om 
34 organizations including: 
–Academia: Purdue, Northern Kentucky University
–Government: CERT, NSA, DHS
–Software Vendors: Microsoft, 

Oracle, Red Hat, Apple, Juniper, 
McAfee, Symantec, Sun, 
RSA (of EMC)

–Security Vendors: Veracode,  
Fortify, Cigital, Mandiant, Cigital, SRI,
Secunia, Breach, SAIC, Aspect, 
WhiteHat

–Security Groups: OWASP, WASC
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2005
300 nodes

PLOVER 
(CWE 
draft 1)

2006

CWE
draft 5

599 nodes
2007

CWE
draft 7

634 nodes

2008

CWE
Vers 
1.0

673 nodes

2009

CWE
Vers 
1.5

799nodes
Sep 2010

CWE
Vers 
1.10

828 nodes
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(28 December 2009)
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(16 February 2010)
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Field Changes - 1.9 to 1.10 (27 September 2010)
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CWE version 1.10
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CWE web site visitors by City





CWE Outreach: A Team Sport
May/June Issue of IEEE Security & Privacy…
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16 July 2010



Idaho National Labs SCADA Report
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Linkage with Fundamental Changes in Enterprise Secu rity Initiatives

CWE and CAPEC included in Control 
7 of the “Twenty Critical Controls for 
Effective Cyber Defense: Consensus 
Audit Guidelines”
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SC27 

WG3

SC27 

WG3

Common Criteria v4 CCDB
•TOE to leverage CAPEC & 
CWE
•Also investigating how to 
leverage ISO/IEC 15026

NIAP Evaluation Scheme
•Above plus
•Also investigating how to 
leverage SCAP
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Questions?

ramartin@mitre.org


