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BOF Topics

» What CAN WE DO to improve adoption of
SwA Education and Training? Focus on the
curriculum model and push for broader
adoption

What can we do to increase the understanding
and communication of what SwA Practices are
and are not being done? Focus on SwA
practices and a push for broader adoption

How do SwA Practices and SwA Technologies
work together through the SDLC ? Focus on
understanding product characteristics
throughout the SDLC
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Common Recommendations

Identify and communicate what we have
already accomplished

Raise awareness of SWA Resources and
Promote Implementation of practices
through the use of tools

Identify target audience(s)

Identify the economic, mission, or other
value of the resource(s) for each audience

Identify speakers/messenger(s) to deliver
to the target audience(s)
Identify the message(s) for each audience

What do we want the audience(s) to do?
- our measure of success is what action
they take
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What CAN WE DO to work together with NICE to achieve and sustain
workforce readiness for implementation of assurance practices?

NICE Workstreams Questions for Discussion
 National Cybersecurity Awareness  What are the areas where we
« Formal Cybersecurity Education can/should make progress together

and how do we?

« What information should we share, at
what points and how?

 What group(s) are best positioned to
reach which audience — who can
deliver the message/knowledge so that
it is heard and understood? How
should they do it?

 What are the lessons we have already
learned ?

» Federal Cybersecurity Workforce

e Cybersecurity Workforce Training and
Professional Development
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Workforce Readiness and Practice A Framework for Implementing and

Implementation

Government Sponsor

The National Initiative for
Cybersecurity Education (NICE),
Ernest McDuffie

SwA Education Landscape and

Progress
Nancy Mead (SEI) and Mark Ardis

(Stevens Institute)

SwA Measurement - An Enterprise
Perspective
Facilitator: Nadya Bartol (Booz Allen)
Jim Cebula, SEI
TBD
Dan Schutzer (FS ISAC)

Measuring SwA Assurance Process
Michele Moss (Booz Allen)

SwA Practices - Getting to
Effectiveness in Implementation
Facilitator: Michele Moss (Booz Allen)
Sammy Migues (Cigital)

Dan Reddy (EMC)
Keith Turpin (Boeing)
Steve Lavenhar (Booz Allen)

Workforce Training in the Software
Assurance Landscape
Marc Noble (ISC)2
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Enhancing
the Development Life Cycle
to Produce Secure Software

A Reference Guidebook on Software Assurance
October 2008
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Executive commitment > SDL a mandatory policy at Microsoft since 2004
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Ongoing Process Improvements = 6 month cycle

http://www.microsoft.com/sdl
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ENGINEERING FOR
SySTEM ASSURANCE

Version 1.0

National Defense Industrial Association
System Assurance Committes

Application Server
Hardening/Configuration
Management Field

Certifiable
Fieldable
System .
Verify &
Validate

Incremental

Capability

E Security Lifecycle
<75 Assurance Lifecycle

Systems Lifecycle
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Open Software Assurance Maturity Model (SAMM) Building Security In

http://www.opensamm.org/ Maturity Model (BSIMM)
http://www.bsimm?2.com/
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STRATEGIC RISK
FOCUS

= Multi-tiered Risk Management

Approach

= Implemented by the Risk TIER1
Executive Function Organization
= Enterprise Architecture and SQ (Governance)
Focus

= Flexible and Agile Implerp
TIER2

Mission / Business Process
(Information and Information Flows)

TIER3
Information System
(Environment of Operation)

FISMA 2010 and Beyond
CERT ‘ i Software Engineering Institute | Carnegie Mellon.

Strategic and Tactical Risk Management and the Role of Software Assurance
Ron Ross, NIST

Software Assurance Workshops
June 21, 2010



SDF‘I’WFIHEQFISSUHFINCE FDHUM |
P Q)0 DONLY
| 1000 Lhviy e

e ——

ING ISECURITY IN ks

u} l" '

1Ng 1C (.;U.-. #__D 0 Oﬂlo }ﬁ

R €sjj
en
CY of the Organ
Nizatjq
h

CFO

Business
Functions
CTO
CEO

Enable Resilient Technology

Define and Manage Business Goals

Sustain environment needed to achieve
business goals through technology

Enable Business through technology
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* Provide contributions that are targeted towards solving
the problem on the table for this BOF

o Offer Solutions Vs Issues
 No Marketing Pitches

* Provide succinct (short vs lengthy) contributions to allow
maximum contribution from all BOF participants
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What CAN WE DO to work together with NICE to achieve and sustain
workforce readiness for implementation of assurance practices?

Questions Discussion

 What are the areas where we e XXX
can/should make progress together
and how do we?

 What information should we share, at
what points and how?

* What group(s) are best positioned to
reach which audience — who can
deliver the message/knowledge so that
it is heard and understood? How
should they do it?

 What are the lessons we have already
learned ?
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What CAN WE DO to work together with NICE to achieve and sustain
workforce readiness for implementation of assurance practices?

Questions Discussion

 What are the areas where we e XXX
can/should make progress together
and how do we?

 What information should we share, at
what points and how?

* What group(s) are best positioned to
reach which audience — who can
deliver the message/knowledge so that
it is heard and understood? How
should they do it?

 What are the lessons we have already
learned ?
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What CAN WE DO to work together with NICE to achieve and sustain
workforce readiness for implementation of assurance practices?

Questions Discussion

 What are the areas where we e XXX
can/should make progress together
and how do we?

 What information should we share, at
what points and how?

* What group(s) are best positioned to
reach which audience — who can
deliver the message/knowledge so that
it is heard and understood? How
should they do it?

 What are the lessons we have already
learned ?
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What CAN WE DO to work together with NICE to achieve and sustain
workforce readiness for implementation of assurance practices?

Questions Discussion

 What are the areas where we e XXX
can/should make progress together
and how do we?

 What information should we share, at
what points and how?

* What group(s) are best positioned to
reach which audience — who can
deliver the message/knowledge so that
it is heard and understood? How
should they do it?

 What are the lessons we have already
learned ?



