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EMC's Approach to Deliver a Securt BN
Information Infrastructure

Customer Operations Assurance
Secure Serviceability

Vulnerability Response

Recognized 3rd Party Certifications

RSA

EMC Storage

RSA

Resource Management

SECURED’

Content Management

Virtualization

Process
Security Development Lifecycle

[People ]
Security Trained Engineering

(Policy )
Product Security Policy

Cloud Computing
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The Security Division of EMC

Policy: EMC Product Security Policy (v.2)

Authentication & Multi-factor authentication/ Unique ID, password mgmt
»  Authorization &* Role-based management
‘E i:? Accountability & Auditlog content and management
- 0
Eg Network security & Encrypted communication/ Firewall friendliness
<<

Cryptography, key mgmt g Algorithms / Key length / Key management
Data at Rest Protection & Encryption of stored data / Data erasure

Secure coding >g“° Input validation / Least privilege

Secure-by-default :;»@e‘g Defaultpasswords / Default permissions

Securing sensitive info \x@ﬁ Handling keys, passwords and sensitive info

Non-EMC components SM Hardening / Latest security patches

Testenvironment >g’3 Testing in hardened environments
Validating security >M Security requirements validation
Security scanning >M Security vulnerability scanning

&§0 Mandatory and Optional Requirements

Service user access /g“ 3A for service personnel

Security upgrades Hg’* Security patches

EMC

where information lives’
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Process: EMC Product Security —  KEA
Development Lifecycle (SDL)

Basic Principles

Current
Security

Assess. ‘
Current

Product 7
Release

B Non-Compliant

£l Partial Compliance
E Not Applicable

B Compliant

Complete a security assess-
ment against the 80 criteria
of Product Security Policy

Leverage SDL resources to 2
build a product security plan
that addresses security gaps

Next Product

Product Security
Release Office

Integrate SDL activities
in standard product
development process

Threat m ethodology
rce code scanning tool
Security testing tools

Security training curriculum

Perform security assessment before °° EMC TCE Common Security Toolkit

release & follow risk management ‘A Executive
practices under TCE oversight Management

EMC

where information lives’
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~ QOur Work to Date
% DAFE Code ) ; @ Juniper Y symantec.  Microsoft

1 software Assurance Forum for Excellence in Code
2
=] 2¢7- N SAP4 EMC.
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Security

Secure Software T . g o Traiming
Development '

_ ASSURANCE

Authenticity | | Integrity

Software Integrity a Software Integrity
Best Practices Controls in
Supply Chain




EMC/RSA Approach to Measuring Prody BN

Security and Organization Maturity

The Security Division of EMC

PRODUCT SECURITY POLICY
Maintained by RSA / Sets EMC-wide standards for product

v 3A,

v'Network security

v'Data security

v Cryptography
and key
management

v'Serviceability

v'Secure design
principles

Standards

M ]| I|Jut valiuatiuli

v Injection
protection

v" Directory
traversal
protection

v Web and C/
C++ coding
standards

v' Handling

v Threat modeling

v Code review /
scanning

v’ Security testing

v Source code supply
chain

v' Documentation

v' Assessment

METRICS
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v Vulnerability

Lessons learned

» Use organization
maturity to set
organization
adoption roadmaps
1) Vulnerability resp.
2) Assessment
3) Commercial

testing
4) Threat modeling
5) Full process

» Be prescriptive with
functional
standards

» Use metrics as
management tools
= Executive

dashboards
» Cost avoidance
per.gap
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The Security Division of EMC

THANK YOU

EMC

where information lives’
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