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Agenda

*The vulnerability supply chain
=Static analysis for 3" party code
=»Acceptance testing process

—Scan

—Remediate and/or mitigate

—3"d party validation

—Publish report to purchaser
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Vulnerability Supply Chain

= Enterprise application portfolio comprised of software derived from multiple heterogeneous sources

» Need to secure third-party libraries, components and open source code that makes it way into the
compiled code during the SDLC
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Static Analysis for 3'd party Software Assurance

Technology

= Static binary modeling & analysis
— Binary modeling can analyze 100% of the final application
— Includes analysis of libraries with inter-procedural flows

— Both internal and external use cases (internal code; vendor code; mergers &
acquisitions).

= Vulnerability, backdoor and data exfiltration scans
— Scan for most commonly exploited vulnerabilities: buffer overflow, SQL Injection
— Scan for backdoors such as hard-coded passwords, IPs
— Map sensitive data and look for data exfiltration through network
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3" Party Acceptance Testing Service
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Remediation & Declaring Mitigations

= Static analysis has limitations for software security that must be
overcome with manual process

— Static analysis has no visibility into environmental controls
— Static analysis has false positives

= Developer reviews output of static analysis and can either:
1.Remediate flaw
2.Declare a mitigation: OS control, Network control, design control
3.Claim a false positive

» Testing service verifies

* Final report contains mitigation declaration
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Publish Report

* Report contains only summary information, no
detailed vulnerability information

— Counts of flaws by severity
— Examples of highest categories of risk
* Modules and versions scanned
» Declared mitigations
= Customer can make acceptance decision

*Vendors that have achieved an acceptable rating can
display VerAfied mark.
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Example of VerAfied mark for SaaS
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Link back to Veracode’s website
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HelloWallet

Company: HelloWallet

Application Name: HelloWallet.com

Assessment Technigue(s): Static Binary Analysis, Manual &pplication Penetration Testing

Assurance Level: ALZ (Medium) Applications connected to the internet that process financial or private customer information
Issue Date: 03/02/2010

Application Description: Hellowallet is a self-service website that helps users identify their financial goals while providing real-time

comparnisons of available checking, savings, and loan products.
View Details

In its reviewed state, the Hellowallet application met or exteeded the security score outlined
in the Veracode Risk Adjusted Verification Methodology for an application at the assurance

VERAFI ED !E'u'E| specified abwg. ‘l.-'er_acode's risk adjusted verification methl::::h::_ll::ng'g.-r is based on r;speu:_‘ted

industry standards including MITRE's Common Weakness Enumeration (CWE) for classification

HIGH of software weaknesses and FIRST's Common Vulnerability Scoring System (CVSS) for severity
ASSURANCE and ease of exploitability and MIST's definitions of assurance levels.




