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Open Source SCAN project



Scan

• Launched, March 2006

• DHS sponsored “Open Source Hardening Project”
– 2006-2009

• Using Coverity’s commercial static analysis product to 
identify bugs at the source code level

• 35 open source projects on day one

• Since grown to 250+ projects

• Over 11,000 bugs fixed



Identifying Bugs

Supporting more 
open source 
projects

Architecture Library

Scan over time



Lessons Learned from Evaluating Software

• Communications of the 
ACM

A Few Billion Lines of 
Code Later:

Using Static Analysis to 
Find Bugs in the Real 
World

(including open source)



Open Source Reports

• Whitepaper series   - http://scan.coverity.com/report/
– Open Source Report 2008
– Open Source Report 2009



Providing Value to Coverity’s Customers

• Coverity’s Customers use large quantities 
of open source in their development efforts

• Every defect fixed by an open source 
project doesn’t have to be fixed by dozens 
of customers



Providing Value to Coverity’s Customers

“Don’t repeat yourself”



Providing Value to Coverity’s Customers

“Don’t repeat yourself”

“Don’t repeat someone else, either”



Examples of Specific Findings

• Success rate of projects varies widely

• Common Best Practices have been 
identified, and will be incorporated into the 
Scan infrastructure

• Open Source is more widely used than 
anyone expects



Q & A

• Questions?


