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e Goal: To assist in bringing software assurance (SWA) tools and technologies
into the government's effort to improve the speed and accuracy of software
assurance evaluation and certification of COTS, GOTS and open source
software.

e Co-chairs: Michael Kass (NIST), Larry Wagoner (NSA)

e Products:
— Common Weakness Enumeration (CWE)
— Common Attack Pattern Enumeration and Classification (CAPEC)
— Software Assurance Metrics and Tool Evaluation (SAMATE)

e Collaborations: DHS, IEC, ISO, NIST, NSA, OMG, DoD
e Today’s Focus:

— Product Evaluation and Transparency (Hardware, F|rmware, Software)
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Lessons Learned from Evaluating Open Source Software

Laurie Williams - Associate Professor in the Computer Science Department of
the College of Engineering at North Carolina State University (NCSU).

Robert Charpentier - Senior scientist at Defence R&D Canada

Dr. Mourad Debbabi - Full Professor and the Director of the Concordia Institute
for Information Systems Engineering, Concordia University, Montreal, Quebec,
Canada

David Maxwell - Coverity's Open Source Strategist, and Scan project manager

Doug Maughan - Program Manager, Cyber Securlty R&D Center, DHS Science
and Technology Directorate SR &) Homeland
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