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Our approach to software assurance

1000+ architectural and language-specific code checks

Security as an important component of overall structural quality
Structural quality must be viewed at whole software system level

Quality Metrics Subset ICriteia

SQL Complexity Distribution - “Software Assurance 1s 5 parts

. BEEEEN Code Quality with 2 parts
Software Security.”
Robustness

Class complexity (Inh. depth)
Class complexity (Inh. width) -~ .'.'_'_',:g

Artifacts having recursive calls -
Method complexity (control flow) -

Multiple artifactsinserting
dataonthe same SQLtable "

Coupling Distribution -

- John Keane, Military Health

File conformity

Dead code * 7/
Structuredness
Controled data access

D T

Empty code - . .
Modularity 2REUMITY “Architectural flaws
Encapsulation conformity */ :

oy account for 50% of
Inheritance . 99

Packagenaming .- Securlty prOblemS .

Interface naming - et - G ary M CG raw

Package comment ...

Class comment -~ -~

Changeability
Method comment ~

%
%

Package size

class size metrods) - NN
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ommon Weakness Enumeration
[ of Software Weakness Ty pes

. N\
Current support for security rules  CU/E mmsumiae:

CWE coverage
CWE-20: Improper Input Validation
CWE-73: External Control of File Name or Path
CWE-78: Failure to Preserve OS Command Structure (aka 'OS Command Injection’)
CWE-79: Failure to Preserve Web Page Structure (aka 'Cross-site Scripting’)
CWE-89: Failure to Preserve SQL Query Structure (aka 'SQL Injection’)
CWE-90: LDAP Injection
CWE-91: XPATH Injection
CWE-99: Improper Control of Resource Identifiers ('Resource Injection’)
CWE-116: Improper Encoding or Escaping of Output
CWE-117: Improper Output Neutralization for Logs

All AIP portals display CWE numbers on appropriate violations — fully searchable
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Measurement based on standards

Consortium for IT Software Quality:

CISQ

Characteristic

Architectural & System Level Flaws

QlAIG]

OBIECT MANAGEMENT GROUP

-% Software Engineering Institute

Coding & Component Level Flaws

Multi-layer design compliance Protecting state in multi-threaded environments
RELIABILITY Software manages data integrity and consistency Safe use of inheritance and polymorphism
Exception handling through transactions Patterns that lead to unexpected behaviors
Class architecture compliance Resource bounds management, Complex code
Managing allocated resources, Timeouts, Built-in remote addresses
Appropriate interactions with expensive and/or remote | Compliance with Object-Oriented best practices
PERFORMANCE resources Compliance with SQL best practices
Data access performance and data management Expensive computations in loops
EFFICIENCY Memory, network and disk space management Static connections versus connection pools
Centralized handling of client requests Compliance with garbage collection best practices
Use of middle tier components versus stored
procedures and database functions
Input validation Error and exception handling Use of hard-coded credentials
SECURITY SQL injection Buffer overflows Broken or risky cryptographic
Cross-site scripting algorithms
Failure to use vetted libraries or frameworks Missing initialization Improper validation of array index
Secure architecture design compliance Improper locking References to released resources
Uncontrolled format string
MAINTAIN- Strict hierarchy of calling between architectural layers | Tightly coupled modules Unstructured and Duplicated code
ABILITY Excessive horizontal layers Cyclomatic complexity Controlled level of dynamic coding
Encapsulated data access Over-parameterization of methods
Hard coding of literals Commented out instructions
Excessive component size Compliance with OO best practices




Architecture Compliance

Enterprise-grade IT systems are complicated

— Program Level

Code style & layout
Expression complexity
Code documentation
Class or program design
Basic coding standards

Module Level |

Intra-technology architecture
Intra-layer dependencies
Module complexity & cohesion
Design & structure
Inter-program invocation
Security Vulnerabilities

Web L
/ cosoll=""Tz

’-_‘—. —a/

—am 1
7 Hibernate ; y N |
> ‘

System Level |

= Integration quality = Function point & EFP
= Architectural compliance  measurement

= Risk propagation = Effortestimation
simulation = Data access control
= Application security = SDK versioning
— Transaction Risk - Data Flow » Resiliency checks = Calibration across
= Transaction integrity technologies

Il Propagation Risk
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Beyond static analysis — towards architecture

Understanding of language syntax and grammar using source code parsing

Analysis of some run-time behaviors to understand dynamic behaviors of

Simulatio A
applications

(

Understanding of cross-layer and cross-technology links between application
components

Code P Finding patterns and anti-patterns in application control flow

I
 Code Pattern Scanning |

Content Upd

Adjustment of analysis results to better match application advanced behaviors

(

Tracking the use of the content of variables such as user inputs along static and
dynamic call stacks

Data F

|

(

Capability to build object sets based on object properties, links, etc. to support
layers, modules, and scope definition

Identification of invalid calls and references between application architectural layers

Analysis of knowledge base against quality rules, metrics and constraints to identify
violations (non-compliant objects or situations)

Rules Engi

(

Identification and configuration of cross-layer and cross-technology transactions
from Ul down to data entities

Estimation of Function Points functional sizing, relying on data entities and
Application-wide transactions

F

|

Aggregation and calibration of results along the quality model and consolidation

LAggregatlon & across applications
Il Jcasr




Simulating runtime behavior to resolve links in code

Analysis of some run-time behaviors to understand
dynamic behaviors of applications

4 |

public void f({

String sMySqgl = “Select Title *

sMySql = shMySql +° from Authors”;
al.... sMySql);

publicvoid g(... , String sSql, ...}
s5ql=s5qgl + " where Author="+ sAuthor
exec3CL{connection, sSql);

quasi-runtime behavior

O Select Title from Authors where Author =

(select) “f()” “Author”
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Multi-tier analysis for dependencies (1/2)

Understanding of cross-layer and cross-technology
links between application components

Hibernate mapping.dtd

<T1DOCTYFE ﬂqur‘nnceﬂWIW' FUBLIC "-//Nibernasw 3
"nbtps//hiner T SR TP P R STSEL |
<hibernate-mapping>
<clases pame="com.castacftyare.date.enuity,Address® table="ADORESS">
4ATIav

-;.xcin’ar.- 1> sealseedd /> Q H I B E R N ATE

<gensrator class="assigned" />

</fad»

<EASY-tO-CnA TABe="yirews” cleass="con. cartasitease. . data . wntity.-Sscwes® fetcheanisct™>
<column name="5IF_ID* precision=*1J" scale="(" mor-zull=“crue” />

</many-to-one>

<propesty sames'sdacRoster' typeetint®>
<cclumn namee*i00f NINEEA® precisione s sealee*i* ass.pulie*rrus* />
</propercvy>

Address.java (( ,

)
1 b——
t Address instanoe (Aadmu) muonrocmry wwurmtsunmu < S
o ¥ Addr . maw Lang(id) ) E—
W—"‘\o«o—ﬁ“l”“" J

Table oracle address

...........................................

* IDL to creste table AIDPESS to storwe Developer information *
LT NR_DD. ADDRESS
(ADDR_ID LoNG ROT wuLL,

STR_ID INTECER
ADDR_NUIBER INTXCER NOT
ADDR_MORE VAPCRARZ {50}
ADDR_INSEDT DATE TINESTANP

\ ADDY_INBEIRT USP_ID LoNG Not
. ! mn LAST 0» DATI TINESTAND
e ADDR_LAST m 0‘8! 1D LONG

.
I‘\W
L

Java Class Sql Table

S,
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Multi-tier analysis for dependencies (2/2)

— Understanding of cross-layer and cross-technology
links between application components

Struts-config.xml

il
<?xml version="1.0" encoding="150-8859-1" 7=
<IDOCTYPE struts-config SYSTEM "struts-config 1 1.dtd"=

;;ﬁctinn path="/paymentMethod" Struts

type="com.castsoftware utils_struts paymentmethod.ActionPaymentMethod” =
<forward name="paymentMethod" path="Payment.jsp"=
</forward>

<faction=

Payment.jsp
<IDOCTYPE HTML PUBLIC "<//W3CHDTD HTML 4.0 Transitional//EN"= JSP

::a href="paymentMethod perform”=New credit card</a=

ActionPaymentMethod.java (
Package com.castoftware. utils. struts. paymentmethod i ( )
public class ActionPaymentMethod { —_—
]
O Java
JSP page Action mappin
- pag pping

Action mapping Java class
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Data flow — across distributed architecture

Tracking the use of the content of variables such as
user inputs along static and dynamic call stacks

A

-:.iﬁblicvcid handleRequestiWebSession s5)throws FarameterMotFoundException, ValidationException
{

éfring employeeld=null
try
{

employeeld =s.getParser().getStringParameter(SCLInjection EMPLOYEE_ID);
String password = s.getParser().getRawParameter(SQLInjection.PAS SWORD);
N Attermpt authentication

boolean authenticated = login{s. employeeld, password);

updatelessonStatus(s);

1)
)

A

-p;ﬁblic booleanlogin(WebSession s, String userld, String password)

{

3 .Strinn query ="SELECT * FROM employee WHERE userid =" + userld + " and password=""+
3) o
password +"";
I System.out printin("Query:” + query);
try

Statement answer_statement="Web5Session.getConnection(s)
.createStatement(ResultSet TYFE_SCROLL_INSEMSITIVE,
ResultSet CONCUR_READ_CONLY);
r ) ‘ ResultSet answer results =answer statement.executeQuery{query);
]; ) if (answer_results.first())

| -4 {

SQL injection vulnerability — CWE-89
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Configuring rules specific to enterprise architecture

('l‘

Identification of invalid calls and references
between application architectural layers

=" FrontOffice JZEE [3784] o« BackOffice NET [1060) o BackOffice C++ [19)

/
/| O ohme: “comFTIc® caling T
4 EHT-EREL

TR RTET R TR RS Ry
+ Bl CURSDAE WD STATEHENTS
T R
EMEC 5L DECLARE CL CIRSIR
HELECT
ENFM,
FIRETHARE ,
NILINIT,
LATTHAHE,
VALLE [NTEIEFT, 1.
WALLE [BIFTHDATE, ' '3,
YRLIE [LLARY 0],
WALLE |BONLE, 0)
o mr
MHERE YALLE |BIITHDATE , (00L-01-0L' | > CUMFENT DATE
M VALTECRTRTHOATE , '2050-D1-01') €= (CURAENT DATE + L NONTI)
END= R .

IMS Database [19] w DOracle Database [196)

£
# WAIN FROGRAN ROUTIHE
HATHLINE,

FRINT Wi-HFT-HEAVER,

FRINT ®a-PPT-COLTHEY

FERFORH &000-FRICE R
€

Selactadink  Cthar inks e dclsbion [roraly  Cthar readal vicktion {nanal
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Input validation with dataflow & configuration

Source
req

'

javax.servlet.http
HttpServletRequest.getParameter

"select * from T

user w}w‘:'" username

S qry
ource \ °
® Input validation takes
place here
o qry
gi:i}e{r‘nzgi.execu.teQuerv \ Target

&
Ll Jcasr




Security breach due to architecture misuse

For example: banking application, for monitoring reasons, all
database calls must go through stored procedures

Investigations showed:

— Many transactions developed offshore did not comply with secure
architecture framework

— Without automation, this could not be monitored
100 Ul elements (250 kloc)

2000 mid-tier programs (1 mloc)
250 tables, 350 kloc of PL/SQL

Use of Architecture Checker
— to define the desired architecture

— To generate and enforce the
appropriated quality rules

Architecture - Architecture Models Automated Checks High Risk




Risk analysis, better use of safe components

Application shows a potentially dangerous lack of data control

DeTaILS

RULE DETAILS COMPUTING DETAILS

——

Name Avoid having multiple artifacts updating data on the same 5L wable

Rationale One main source of data corruption within applications comes from lack of compliance to data modification rules defined for an application. These rules are
usually related to the use of specific procedures for update/insaert/delete, 2 specific AP or 2 data layer that is fully tested to maintain data integrity, The creation
of new, different update/insert/delete procedures and functions that de not make use the existing tested cods is at origin of many data corruption cases.

Description This metric detects tzbles having too many ways to update them, It retrieves tables having more than X artifacts updating thess tables. where X 2 configurakble
parameter.

Output Azsociated to each SQL table with vizlations, the Quality Rule provides:
- The Number of potentizl ways to update the SQL Table,

Total The total procedure counts the number of tables,

Parameter Name

Concerned Object Type Parameter Value

Maximum_aArtifacts_Update

Applicable Technologies

1.0

All Technologias
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Use of blueprints for large systems
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Proactive threat analysis from an architectural standpoint
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Propagated Risk Index (PRI)

o)
©
0 "
0

O
o
9 ' 0

’

; 0 0
5 ' =0 =9

[

=T e N el
<
a 0 ¢ o 0

C R R
0 o 0
Violation with the largest impact on the rest of the application, regarding
Robustness, Performance, or Security
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PRI to prioritize assessment findings — hotspots

= Allows to rapidly identify the most significant critical violations related
to a Health Factor

= PRI is based on

— Violation Index (VI) which assesses the quality issues a defective object
for a specific Health Factor

— Risk Propagation Factor (RPF) which assesses the number of call paths
of a defective object

Context (software / ]

Health Factor)  Violation View J'
o

‘ [ J2EE [ Robustness Ol \-.-‘I.v:-'vl] SRERR L Compatod oo JRUD0A00L54Y Luinis WE Date 120w el
Cainca Yrometiom '

Windatows S ﬁ)’ vt O'I!m At el Made Namie Obgws T Mo Ohgwe ! “la Cant Camplns
[ R : N4 220 3 Avdsd enpry cams Moche COM Jasntvmitelia Jeean Jasafnimpt Dt Usange: Aveage
d oo gioe | 24 T4E - Aot wmphy cah* bracky (o e ivmteie o maars lasai ik ting Jeinpsce dvarsge
22 Cogas aCuiz wpe o handing Jage DAL ed aemc Depenmert 22IF Donede oncvenge L
31: Tagen whol Hardlng page U3 = dews Japatmart 3 Tplade s
3 P L 15 LI L v ¢ RandiAg Dege PSSl =t _deme Depenamrars 220 Dondas Jrivaigel Lo-
333 A Tormek JILE Sl Jamasge Low
3 3 ‘ap - ] a2 COtaAdd Jncv e pel Libe
232 ‘ages e L Cptade Jeinasger Liw
| b oy v handing page S5 =8 _Jarvy Jepertra LU Cotdds Socvenpe
3 TRgee AT ke et handing Fage DU _gemi Depanwert 201 Dorads Usimevpe
1. "o ! apertrmard J0TE Ciddy e
L 3 il 212 Foagen ahouiz wie ov ot Fandhng Dage DSl w8 2en  Dp et 2210 Dotads Sncv g
' . | =T 5 ges s it use e handhing raze U 1] - spertmerd JSINEpittds SN erye
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Transaction Risk Index (TRI)

%I ‘ ""0" 0 0 N
g O'OV

E g ’ o
8 0

t L 0 0'

Transaction with largest number of Robustness, Performance or Security violations
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TRI to prioritize user-facing elements

= |dentify the riskiest transactions for testing, remediation

=  Sum of Violation Indices (VIs) of the objects along a specific
transaction: Robustness, Performance or Security

Transaction View
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Securing multi-tier IT applications — example

Missing Error Handling Block Across All Layers

Jec pe Ex Function

Object path T OMDERYFlaxh srdh Servicesh MainServicas, as User Interface - FIeX

rublic static function DisplayMessage (strMessage: String):wvoid
i

FFShow friendly message
Rert showistrlefaul t¥eszage ) ;

fiCall service to sawve real error
try
I

rar objService:Remotelbject = MainServices. GetObjService();
obj Service. SYE_ERROR LOG{currentUserId, strMessage);

catch (err:Errori{}

Business Logic — C# .NET

Object full name OHDEREBLL Resource, MakeRallBack

Object type C# Methaod
Object path tihondephnetibllresaurce, ez
H
catch{}
if (gtrBResultTemp =— string. Empty)
f
return "-All1l Rollbacks OK-";
H
elzse
f
return "-Error in Rollbacks: " + strResultTemp + "-";
H

Data Access — SQL Server (T-SQL)

Object full name LACCHLDEO47\5QL2005.ER.. Countrys
Object type SoL Function

--Insert the first wvalue into the table.
INSERT INTO ETabla
SELECT country id
FROM ER COUNTRY
WHERE country id = Ecountry

—-Insert the children nodes from the seed.
VHILE (Esw > 0}
BEGIN

INSERT INTO Et

SELECT country id
FROM ER COUNTRY

VHERE parent country id IN (SELECT Couj

SELECT Esw = IsNull{count(l), 0) EROM

IF BEsw > 0
BEGTN

INSEET INTO @Tabla
SELECT country id
EROM Et AS R
WHEERE NOT EXISTS (SELECT 1 FROM =T

SET Esw = EEROVCOUNT
END

DELETE =t
END

BETURN

=2 rerrr———— R




Securing multi-tier IT applications — another example

Multiple violations across the same transaction
make end-user facing applications more vulnerable

Child Metric Mame=

Programming Practices - Unexpected Behavior

Programming Practices - Error and Exceplion Handling

Secure Coding - Input Yalidation

Child Metric Status

Strut= Form Bean
applicationbetailsForr

¥Yery High Risk

? Struts &ction Mapping G
Y PiemApplicationD etails ﬁ

Architecture - Multi-Layers and Data Access

Moderate Risk &4 _pubic Java Class o
Very High Risk ¥ Vlemﬁé:npllcatmnDetallﬂﬂxdlo
{0}

¥ery High Risk

0 Input validation - 4 form fields without validator in
user interface

9 Architecture design - action class talking to data
access object bypassing business layer

e Database access security - multiple artifacts
accessing and modifying data on the LOAN table
potentially containing confidential data

% protected Javs Method EAEf] 4 bublc Java Class

process & ApplicationDetailsFom

{re} 4
_‘ pubic Java hethod EIA £ & _pubic Java Class
=W contactEists BAmA @ Purchasban
fee} W\ [iE!
",
pubic Java Method &4 _publc Java Class "
:—‘ [Ad _! FPurchaseContact

getContactid . '
[u] / I
!

Hibemate Ertt & isemste
&’ HardshipLoan FAyrehaseContact

Oracle table

FROFERTY_TWF
B

& Hibermate Ertity
HardshlpL-:-anHlstu:-rg.r Lo M

Uus H
Hibetmate Entity
’ - public Java Method
&’ Retail HardshipLoar —_‘ pubic Java bethod

= updatePendingHO AStaty _‘ aethdal Type

Oracle table B ™ sl schema
& sErRVICEWER




Security correlation to other quality characteristics

CORRELATIONS

Robustness

Performance

Security

Transferability

Changeability

Architecture

Documentation

Standards

KLOC

% High & V.High COC

% High & V.High
COCast

ROB

-.014

.556

410

.616

474

.103

513

-.014

-.069

-.050

PERF

-.014

.263

.064

-.148

-.197

.140

.628

-.054

.233

.201

SEC

.556

.263

.257

440

.350

413

423

.073

373

A28

TRANS

410

.064

.257

.619

201

753

.392

-.034

157

224

22

CHG

.616

-.148

440

.619

.802

401

.163

-.062

-.134

-.055

ARCH

474

-.197

.350

.201

.802

.015

-.091

-.057

-.268

-.213

DOC

.103

.140

413

.753

401

.015

173

.058

463

.509

PROG

.513

.628

423

.392

.163

-.091

173

-.068

142

119

KLOC

-.014

-.054

.073

-.034

-.062

-.057

.058

-.068

132

.078

% High & | % High &
V.High COC | V.High cOC
-.069 -.050
233 201
373 428
157 224
-134 -.055
-.268 -.213
463 .509
142 119
132 .078
1 929
929 1




CAST Research Labs — 2012 Industry Trends Report*

Low

Risk +*
= Security

— Prof services scores lowest
in application security

Security Score
SV
Energy & Utilitie “
IT (fnnsulng

2.0 | g
: High | o | £ & = 8 &4 &
-75th Percentile Risk
= Median Industry Segment
25th Percentile L
Risk 40
Min

e
4

= Maintainability
— Government has lowest

Transferability Score
-
Encryey & L u|xtu.-
Lrovernment @-

scores o
2.5 % = 5 %
High s E = E s :E K =
: Risk =
* Full 2012 report available for purchase i

M c-s




CAST Research Labs — current and future directions

= Industry benchmark data published for two years running

= Presented technical debt research as part of ICSE Global
Conference — Zurich, June 2012

= Publishing results in next issue of IEEE Software
= Starting research collaboration with several universities
= Next round of benchmark data research due in Q1 of 2013

= Planned research topics

— Risk modeling based on structural application analysis: modeling
likelihood of failure or break-in

— Maintenance cost modeling based on technical debt: empirical
guantification of future maintenance cost

— Frequency, occurrence of security, robustness flaws by application
typology
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Summary

= Structural quality and Security are inextricably interwoven, in fact
Security is an aspect of structural quality (ISO 25010)

= Structural quality must be measured at the full application level
across languages, architectural layers, transactions, and data
flows to detect the most insidious flaws

= Industrial practice in detecting structural quality and security
flaws is behind the technology
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