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Monitoring Assurance of Software 
 

- Measuring Assurance - 



Today	
  Everything’s	
  Connected	
  –	
  Like	
  an	
  Ecosystem	
  

When this Other System gets subverted 
through an un-patched vulnerability, a 
mis-configuration, or an application 
weakness… 

Your System is 
attackable… 
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CVE 1999 to 2000 to 2012 
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Vulnerability Type Trends: 
A Look at the CVE List (2001 - 2007) 
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Removing and Preventing the Vulnerabilities 
Requires More Specific Definitions…CWEs 

Improper Neutralization of Input During Web Page Generation ('Cross-site Scripting’) (79) 
•  Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS)  (80) 
•  Improper Neutralization of Script in an Error Message Web Page (81) 
•  Improper Neutralization of Script in Attributes of IMG Tags in a Web Page (82) 
•  Improper Neutralization of Script in Attributes in a Web Page (83) 
•  Improper Neutralization of Encoded URI Schemes in a Web Page (84) 
•  Doubled Character XSS Manipulations (85) 
•  Improper Neutralization of Invalid Characters in Identifiers in Web Pages (86) 
•  Improper Neutralization of Alternate XSS Syntax (87) 

Improper Restriction of Operations within the Bounds of a Memory Buffer (119) 
•  Buffer Copy without Checking Size of Input ('Classic Buffer Overflow’) (120) 
•  Write-what-where Condition (123) 
•  Out-of-bounds Read (125) 
•  Improper Handling of Length Parameter Inconsistency (130) 
•  Improper Validation of Array Index (129)  
•  Return of Pointer Value Outside of Expected Range (466) 
•  Access of Memory Location Before Start of Buffer (786)  
•  Access of Memory Location After End of Buffer (788) 
•  Buffer Access with Incorrect Length Value 805 
•  Untrusted Pointer Dereference (822) 
•  Use of Out-of-range Pointer Offset (823) 
•  Access of Uninitialized Pointer (824) 
•  Expired Pointer Dereference (825) 

 
  

Path Traversal (22) 
•   Relative Path Traversal (23) 

•  Path Traversal: '../filedir' (24) 
•  Path Traversal: '/../filedir' (25) 
•  <------------8 more here --------------> 
•  Path Traversal: '....//' (34) 
•  Path Traversal: '.../...//' (35) 

•  Absolute Path Traversal (36) 
•  Path Traversal: '/absolute/pathname/here’ (37) 
•  Path Traversal: '\absolute\pathname\here’ (38) 
•  Path Traversal: 'C:dirname’ (39) 
•  Path Traversal: '\\UNC\share\name\' (Windows UNC Share) (40) 
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What is wrong with this picture? Wouldn’t it be nice 
if the weaknesses 
in software were as 
easy to spot and 
their impact as 
easy to understand 
as a screen door in 
a submarine… 
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Industry 
Uptake 

CWE 



© 2012 MITRE 



© 2012 MITRE 

CWE web site visitors by City 
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CWE Compatibility & Effectiveness Program 

37 
66 

cwe.mitre.org/compatible/ 

( launched Feb 2007) 
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Korean 
 
 
     Japanese 
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CWE Coverage – 
Implemented… 

CWE IDs mapped to Klocwork Java issue
types
From current

CWE IDs mapped to Klocwork Java issue types

See also Detected Java Issues.

CWE ID Klocwork Checker Code and Description

20 (http://cwe.mitre.org
/data/definitions/20.html)

SV.TAINT Tainted data
SV.TAINT_NATIVE Tainted data goes to native code

73 (http://cwe.mitre.org
/data/definitions/73.html)

SV.TMPFILE Temporary file path tampering
SV.PATH Path and file name injection
SV.PATH.INJ File injection

77 (http://cwe.mitre.org
/data/definitions/77.html)

SV.EXEC Process Injection
SV.EXEC.DIR Process Injection. Working Directory

79 (http://cwe.mitre.org
/data/definitions/79.html)

SV.XSS.DB Cross Site Scripting (Stored XSS)
SV.DATA.DB Data injection
SV.XSS.REF Cross Site Scripting (Reflected XSS)

80 (http://cwe.mitre.org
/data/definitions/80.html)

SV.XSS.DB Cross Site Scripting (Stored XSS)
SV.XSS.REF Cross Site Scripting (Reflected XSS)

89 (http://cwe.mitre.org
/data/definitions/89.html)

SV.SQL Sql Injection
SV.SQL.DBSOURCE Unchecked information from the
database is used in SQL statements
SV.DATA.DB Data injection

103 (http://cwe.mitre.org
/data/definitions/103.html) SV.STRUTS.VALIDMET Struts Forms: validate method

105 (http://cwe.mitre.org
/data/definitions/105.html) SV.STRUTS.NOTVALID Struts Forms: inconsistent validate

113 (http://cwe.mitre.org
/data/definitions/113.html) SV.HTTP_SPLIT HTTP Response Splitting

117 (http://cwe.mitre.org
/data/definitions/117.html) SV.LOG_FORGING Log Forging

129 (http://cwe.mitre.org
/data/definitions/129.html) SV.DOS.ARRINDEX Tainted index used for array access

CWE IDs mapped to Klocwork Java issue types - current http://www.klocwork.com/products/documentation/curren...

1 of 4 2/26/11 10:35 AM
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Cenzic Product Suite is CWE Compatible  

 
Cenzic Hailstorm Enterprise ARC, Cenzic Hailstorm Professional and Cenzic ClickToSecure are 
compatible with the CWE standard or Common Weakness Enumeration as maintained by Mitre 
Corporation.  Web security assessment results from the Hailstorm product suite are mapped to 
the relevant CWE ID's providing users with additional information to classify and describe 
common weaknesses found in Web applications.   
 
For additional details on CWE, please visit: http://cwe.mitre.org/index.html 
 
The following is a mapping between Cenzic’s SmartAttacks and CWE ID's:   
  

 
Cenzic 

SmartAttack 
Name 

CWE ID/s 
 

1 Application 
Exception CWE-388: Error Handling 

2 Application 
Exception (WS) CWE-388: Error Handling 

3 Application Path 
Disclosure CWE-200: Information Leak (rough match) 

4 Authentication 
Bypass 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') (rough match) 

5 Authorization 
Boundary 

CWE-285: Missing or Inconsistent Access Control, CWE-425: 
Direct Request ('Forced Browsing') 

6 Blind SQL 
Injection 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') 

7 Blind SQL 
Injection (WS) 

CWE-89: Failure to Sanitize Data into SQL Queries (aka 
'SQL Injection') 

8 Browse HTTP 
from HTTPS List 

CWE-200: Information Leak 
 

9 Brute Force Login CWE-521: Weak Password Requirements 
10 Buffer Overflow CWE-120: Unbounded Transfer ('Classic Buffer Overflow') 

11 Buffer Overflow 
(WS) CWE-120: Unbounded Transfer ('Classic Buffer Overflow') 

12 Check Basic Auth 
over HTTP 

CWE-200: Information Leak 
 

13 Check HTTP 
Methods 

CWE-650: Trusting HTTP Permission Methods on the Server 
Side  
 

CWE IDs mapped to Klocwork C and C++
issue types/ja
From current

< CWE IDs mapped to Klocwork C and C++ issue types
CWE IDs mapped to Klocwork C and C++ issue types/ja

その他の情報 Detected C and C++ Issues.

CWE ID 説明

20
(http://cwe.mitre.org
/data/definitions
/20.html)

ABV.TAINTED 未検証入力によるバッファ オーバーフロー
SV.TAINTED.GENERIC 未検証文字列データの使用
SV.TAINTED.ALLOC_SIZE メモリ割り当てにおける未検証の整数の
使用
SV.TAINTED.CALL.INDEX_ACCESS =関数呼び出しにおける未検証
整数の配列インデックスとしての使用

22
(http://cwe.mitre.org
/data/definitions
/22.html)

SV.CUDS.MISSING_ABSOLUTE_PATH ファイルのロードでの絶対
パスの不使用

73
(http://cwe.mitre.org
/data/definitions
/73.html)

SV.CUDS.MISSING_ABSOLUTE_PATH ファイルのロードでの絶対
パスの不使用

74
(http://cwe.mitre.org
/data/definitions
/74.html)

SV.TAINTED.INJECTION コマンド インジェクション

77
(http://cwe.mitre.org
/data/definitions
/77.html)

SV.CODE_INJECTION.SHELL_EXEC シェル実行へのコマンド イン
ジェクション

78
(http://cwe.mitre.org
/data/definitions
/78.html)

NNTS.TAINTED 未検証ユーザ入力が原因のバッファ オーバーフロー
- 非 NULL 終端文字列
SV.TAINTED.INJECTION コマンド インジェクション

88
(http://cwe.mitre.org

SV.TAINTED.INJECTION コマンド インジェクション
NNTS.TAINTED 未検証ユーザ入力が原因のバッファ オーバーフロー

CWE IDs mapped to Klocwork C and C++ issue types/ja -... http://www.klocwork.com/products/documentation/curren...

1 of 7 2/26/11 10:34 AM
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CWE Version 2.3 plans  

§  29 CWEs with modified demonstrative examples 
-  From cleaning up examples from CLASP 

§  Working on the potential mitigations.  
-  Early CWE schema did not explicitly support a 

mitigation phase, and we have a lot of mitigations 
without that data.  

-  We are adding phase information to those elements, 
and sometimes removing inappropriate or useless 
mitigations  
-  (e.g. for weakness X, simply saying “don’t do X” 

is rarely very helpful)  
-  To-Date, we’ve modified 270 CWEs for mitigations 

with updated phase information.  
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Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Web 
Browser 

Archetypes:   
•  Web Browser User Interface 
•  Web Servers 
•  Application Servers 
•  Database Systems 
•  Desktop Systems 
•  SSL 

Scoring Weaknesses Based on Context 
Vignettes:   
1.  Web-based Retail Provider 
2.  Intranet resident health 

records management 
system of hospital 

1 2 
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“Scope of Supplier Expansion and Foreign Involvement” graphic in DACS www.softwaretechnews.com Secure Software 
Engineering, July 2005 article “Software Development Security: A Risk Management Perspective” synopsis of May 2004 
GAO-04-678 report “Defense Acquisition: Knowledge of Software Suppliers Needed to Manage Risks”    

*

*

The Software Supply Chain 

? 

? 
? 

? 

? 
? 

? 

? 

? 

? 

? 

Program 
Office 

Prime 
Contractor 

Foreign 
Developers 

Contractor 

Contractor 

Supplier 

Supplier 

Supplier 

Reuse 

Outsource 

Acquire Develop 
In-house 

Foreign 
Location 

Other 
Programs 

Legacy 
Software 

US 

Global 

Foreign 

Off-shore 

US 

Software 
COTS 

Reuse 
Acquire 

Develop 
In-house 

Outsource 
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Recreation Use 

Power Use 

Agricultural Use 

Home Use 

Industrial Use 

Recreation Use 

Agricultural Use 
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Technical Impacts – Common Consequences 
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1.  Modify data 
2.  Read data 
3.  DoS: unreliable execution 
4.  DoS: resource consumption 
5.  Execute unauthorized code or commands 
6.  Gain privileges / assume identity 
7.  Bypass protection mechanism 
8.  Hide activities 

Technical Impacts –  
Common Weakness Risk Analysis Framework (CWRAF) 
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Scoring Weaknesses Discovered in Code using CWSS 
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CWRAF/CWSS in a Nutshell 

W 
Wd 

CWSS  
Score CWE 

 

97 CWE-79 
95 CWE-78 
94 CWE-22 
94 CWE-434 
94 CWE-798 
93 CWE-120 
93 CWE-250 
92 CWE-770 
91 CWE-829 
91 CWE-190 
91 CWE-494 
90 CWE-134 
90 CWE-772 
90 CWE-476 
90 CWE-131 

… 
 

User-defined 
cutoff 

CWSS 
Scoring 
Engine 

Most 
Important 

Weaknesses 

“Vignette” 

W is all possible weaknesses; Wd is all known weaknesses (CWE) 
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Which static analysis tools and Pen Testing 
services find the CWE’s I care about? 

CWE Coverage Claims 

Most 
Important 

Weaknesses 
(CWE’s) 

Tool A 

Tool B 

Pen 
Testing 
Service 

Set of CWE’s a capability claims to 
cover 



No#onal	
  

how	
  can	
  those	
  weaknesses	
  be	
  a-acked?	
  

For	
  the	
  so2ware	
  we’re	
  responsible	
  for	
  

Weaknesses	
  
we	
  really	
  care	
  

about	
  

How	
  do	
  we	
  iden:fy	
  
these?	
  

A-acks	
  that	
  
target	
  	
  these	
  
weaknesses	
  



What	
  types	
  of	
  a-acks	
  should	
  I	
  test	
  my	
  system	
  against?	
  

Common	
  A>ack	
  Pa>ern	
  Enumera:on	
  and	
  Classifica:on	
  

W	
  
Wd	
  

CWSS	
  	
  
Score	
   CWE	
  

97	
   CWE-­‐79	
  
95	
   CWE-­‐78	
  
94	
   CWE-­‐22	
  
94	
   CWE-­‐434	
  
94	
   CWE-­‐798	
  
93	
   CWE-­‐120	
  
93	
   CWE-­‐250	
  
92	
   CWE-­‐770	
  
91	
   CWE-­‐829	
  
91	
   CWE-­‐190	
  
91	
   CWE-­‐494	
  
90	
   CWE-­‐134	
  
90	
   CWE-­‐772	
  
90	
   CWE-­‐476	
  
90	
   CWE-­‐131	
  

…	
  

CWSS	
  
Scoring	
  
Engine	
  

Most	
  
Important	
  
Weaknesses	
  

CWE	
   Related	
  CAPEC	
  ID’s	
  

CWE-­‐79	
   CAPEC-­‐232,	
  CAPEC-­‐106,	
  CAPEC-­‐19,	
  …	
  

CWE-­‐78	
   CAPEC-­‐108,	
  CAPEC-­‐15,	
  CAPEC-­‐43,	
  CAPEC-­‐6,	
  
…	
  

…	
   …	
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CWSS for a Technology Group 
Web Vignette 1 … TI(1), TI(2), TI(3),… 
Web Vignette 2 … TI(1), TI(2), TI(3),… 
Web Vignette 3 … TI(1), TI(2), TI(3),… 
Web Vignette 4 … TI(1), TI(2), TI(3),… 
Web Vignette 5 … TI(1), TI(2), TI(3),… 
Web Vignette 6 … TI(1), TI(2), TI(3),… 

Top N List 1 

Top N List 2 

Top N List 3 

Top N List 4 

Top N List 5 

Top N List 6 

Web Application Technology Group  Top 10 List 

50% 

10% 

10% 

10% 

15% 

15% 

CWE Top 10 List for Web Applications can be used to: 
•  Identify skill and training needs for your web team 
•  Include in T’s & C’s for contracting for web development 
•  Identify tool capability needs to support web assessment 
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Vignettes – Technology Groups & Business/Mission Domains 
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But you also needed to deal with the people that are 
out there trying to take advantage of vulnerabilities 
and weaknesses in your technologies, processes, or 
practices… 
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Cross-site Scripting 
(XSS) Attack (CAPEC-86) 
 
Improper Neutralization 
of Input During Web Page 
Generation  (CWE-79)     

Security 
Feature 

SQL Injection Attack (CAPEC-66) 
 
Improper Neutralization of 
Special Elements used in  
an SQL Command  (CWE-89)    

42 
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What are the Attacks that would be Effective Against Your Weaknesses? 

43 
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ISO/IEC JTC 1/SC 27/WG 3, NWP 
Refining Software Vulnerability Analysis Under ISO/IEC 15049 
and ISO/IEC 18045  
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    Weakness 

    Weakness 

   Weakness 

    Weakness 

Asset 

Attack 

Impact 

Item 

Item 

Item 

Attack 

Attack 

Function 

Asset 

Impact 

Impact 

Known 
Threat 
Actors 

Attack 
Patterns 

(CAPECs) 

Weaknesses 
(CWEs) 

Controls* Technical 
Impacts 

Operational 
Impacts 

*  Controls include architecture choices, design choices, added security 
functions, activities & processes, physical decomposition choices, code 
assessments, design reviews, dynamic testing, and pen testing 

System & 
System Security 

Engineering 
Trades 

What Are the System Security Risks?  
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New  
“SwA On-Ramp” 
In the  
CWE Community 
section of the 
web site 

Introduces DoD’s 
Program Protection 
Plan (PPP) 
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Measuring Assurance… 

●  An adversary's methods of attack and the system’s 
susceptibility to the attacks that endanger the mission 
are those to focus mitigations/security capabilities 
against. 

●  Clear articulation of the threat actors attacks, the 
weaknesses they can exploit, the mission impacts, 
and their mitigations through all of the SSE and SE 
methods, needs to be iteratively worked as a 
community from the point of system concept through 
sustainment 

4
9 

CAPEC – CWE – CWRAF/CWSS  



© 2012 MITRE 

Contact Info 
cwe@mitre.org 
capec@mitre.org 
cwss@mitre.org 
msm@mitre.org 

CAPECCAPECTM


