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Perspectives in change: 2 communities

CERT-

RMM
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What Is the Smart Grid Maturity Model?

SGMM is a 

MANAGEMENT TOOL 

that provides a

COMMON FRAMEWORK  

for defining key elements of

SMART GRID TRANSFORMATION 

and helps utilities develop a

PROGRAMMATIC APPROACH 

and track their progress.
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SGMM History

2007 2008 2009 2010 2011

GIUNC:

• CenterPoint Energy

• Progress Energy

• DONG Energy

• North Delhi Power Ltd

• Country Energy

• Sempra Energy

• Pepco Holdings

• IBM

• APQC

Global Intelligent 

Utility Network 

Coalition (GIUNC) 

develops SGMM

Utilities use SGMM v1.0

SEI releases 

SGMM v1.1 product suite

Certification program for 

SGMM Navigators begins

Utilities use v1.1

Software Engineering Institute serves as model steward

SEI releases 

SGMM v1.2 product suite

v1.

2
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SGMM at a Glance
8 Domains: Logical groupings of smart grid 

related capabilities and characteristics

175 Characteristics: Features you would expect to 
see at each stage of the smart grid journey 

6 Maturity Levels: Defined sets of 
characteristics and outcomes 

Not a process model 
– a lightweight set of ordered 

characteristics that reflect maturity 
of smart grid implementation
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SGMM Navigation: 5-step, expert led process

Completion of 

SGMM Compass 

questionnaire-based 

assessment 

instrument

Current & Aspirational 

SGMM Maturity

Plus motivations, actions, 

and obstacles to achieve 

the aspirational profile
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SGMM Strategy: Meet the community where it is

1. Kept the model and the assessment lightweight

2. Focused development and transition activities on SGMM 
Navigation process – utilities report high value from Navigation

3. Grew the community – moved quickly to licensing & certification

• 7 organizations have licensed the process to date:

• More than 30 SGMM Navigators have been trained

• More than 120 utilities have used the model to date

 Ebiz Labs, Inc.

 Horizon Energy Group, LLC

 IBM

 Infotech Enterprises America, Inc.

 SAIC Energy, Environment & 
Infrastructure, LLC

 TCS America

 Wipro



9

What is CERT® Resilience Management Model?

CERT-RMM is a 
capability model for 
managing and improving 
operational resilience. 

“…an extensive super-
set of the things an 
organization could do 
to be more resilient.”

- CERT-RMM adopter

• Converges key operational 
risk management activities: 

• Security

• BC/DR

• IT operations

• Defines maturity through 
capability levels (like CMMI)

• Improves confidence in how 
an organization responds in 
times of operational stress
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CERT-RMM Users Group (RUG)
Innovation in supporting model adoption

Year-long series of 4 workshops 
helps participating organizations use 
CERT-RMM to make improvements

First year participants:

1. United States 
Postal Inspection 
Service 

2. Discover Financial 
Services

3. Lockheed Martin 

4. Carnegie Mellon 
University IT

5. CERT

1. Establish 
objectives & 

scope

2. Define project 
& initiate 

diagnostic

3. Plan actions 
& measures; 

define process

4. Evaluate 
results; plan 
next steps
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RUG Participants Report Top Benefits

Focus on CERT-RMM implementation and push to make 
measureable progress (homework)

Diversity of member organizations – cross-sector breadth & 
diverse experiences for sharing; trust and candor in the 
workshops

Access to CERT-RMM team for field experience and feedback

Useful artifacts (presentations, diagnostics, templates, 
examples, etc.) provided for each workshop

CERT’s participation with its own improvement project
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RMM Strategy: Meet the community where it is

1. RUG – direct, low-cost-of-entry support to users

2. Flexible scoping – model content can be scoped to specific focus 
areas or assets in the organization

3. Lightweight derivative methods – RMM Compass and Navigation 
are in development, similar methods in use at DHS

4. Lead Appraiser Apprentice Program – will establish first cadre of 
lead appraisers outside of SEI to work directly with organizations 
using the model
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Summary
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Contact information

David White

CERT Cyber Enterprise and 

Workforce Management 

Directorate

dwhite@cert.org

SEI Customer Relations

For general inquiries

customer-relations@sei.cmu.edu

412-268-5800

David Ulicne

For information about training

deu@sei.cmu.edu

Austin Montgomery

For information about working 

with us

amontgom@sei.cmu.edu


