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Perspective on Demand

-

Microsoft needs
- 1-5 people to attend DHS Software Assurance

50-200 people to define the SDL and support its
application in product groups

~ 30-40 thousand people to build secure software
* ..do the math
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Roles are

.

Everyone in an engineering role need:
security! |
A subset of people in engineering roles move inte
TwC Security
- Applying the SDL

Building new tools and security techniques
- Identifying new SDL processes and requirements

A few of us attend the Software Assurance Forum
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The SwA Curr culum
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Content is very specialized

Could a graduate add new requirements to t
SDL?
Could a graduate tell a product team whether
they'd applied the SDL correctly?

Could a graduate tell a product team whether
their product was secure enough to ship?

Could a graduate design a new secure networking
feature for IIS?

Could a graduate contribute SDL-compliant code
to Windows, SQL Server, Office 365 or Windows
A7uire? LZ It
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The Educationa

Developers in product groups mus
the product

But all product groups must build secure code

Vendors can (and should?) teach specific tools and
requirements

We need the education system to produce
security-literate — or at least security-aware —
graduates

“Why would anybody do that?”

“Tell them not to do that”
- YOUR CODE WILL BE ATTACKED!
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The Educational Supp!

The government can help by

- Encouraging (urging? cajoling?) the education sy
teach security awareness

Extra credit for teaching security literacy
This is not where we are today!

Vendors do corrective work, but it's not our

responsibility, and we only touch the people we
employ!
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Microsoft

Be what’s next:
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