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52K for CVE-selected + 185K for synthetic

Talk about “associate”
Analyze data – in progress…



Outline

* Procedure for random subset analysis
* Observations from analysis
 Suggestions for tool Improvement
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Different analyses
Observations from analysis with charts and sample code



Procedure for Subset Analysis

o A selected set of warnings were analyzed by
experienced programmers

— This year i1t was Aurelien, Vadim, and Paul

N HNaiional Institute of Standards and Technology



Step 1 — select a warning

Test case Unique ID& Tool name & Name CWE ID& Severity & Probability &
wireshark-vin 9693 cppcheck nullPointer 476 1 Empty
wireshark-vin 18398 GrammaTech CodeSonar Buffer Overrun 120 1 Empty
wireshark-vin 237455 Goanna SPC-uninit-arr-all 457 1 04
wireshark-vin 74542 INFER ARRAY_OUT_OF BOUNDS L1 119 1 Empty
wireshark-vin Trary INFER NULL_DEREFEREMNCE 476 1 Empty
wireshark-vin 9656 cppcheck resourcelLeak 72 1 Empty
wireshark-vin 235518 Goanna ARR-inv-index-pos 120 1 0.8
wireshark-vin 77244 INFER NULL_DEREFERENCE 476 1 Empty
wireshark-vin 79127 INFER NMULL_DEREFERENCE 476 1 Empty
wireshark-vin 78807 INFER ARRAY OUT OF BOUNDS L1 119 1 Empty
wireshark-vin 239975 Goanna PTR-null-assign-fun-pos 476 1 0.4
wireshark-vin 77642 INFER DIVIDE_BY ZERO 369 1 Empty
wireshark-vin 235640 Goanna ATH-div-0-assign 369 1 0.8
wireshark-vin 9689 cppcheck memileak 401 1 Empty
wireshark-vin 9670 cppcheck nullPointer 476 1 Empty
wireshark-vin 235604 Goanna ARR-inv-index-ptr-pos 120 1 0.4
wireshark-vin 239437 Goanna ARR-inv-index-ptr 119 1 0.8
wireshark-vin 235781 Goanna MEM-stack-global 8235 1 0.4
wireshark-vin 235874 Goanna PTR-null-assign-pos 476 1 0.4
wireshark-vin 237488 Goanna SPC-uninit-var-some 457 1 0.2
wireshark-vin 77643 INFER DIVIDE_BY_ZERO 369 1 Empty
wireshark-vin 16783 GrammaTech CodeSonar File System Race Condition 367 1 Empty
wireshark-vin 71800 INFER DANGLING_POINTER_DEREFERENCE 463 1 Empty
wireshark-vin 772286 INFER DANGLING_POINTER_DEREFERENCE 465 1 Empty

3)
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We usually work on one program at a time, in this case, wireshark (vulnerable version). In working with just one program, one learns a little about the style, architecture, components, data structures, and so forth. We typically work on most severe first (“1” in column on right). Sometimes we work on those with the same CWE (column to the left) at the same time because of a common syndrome.


Step 2 — understand the warnin

 What does it say about the code?

EEnEEane wireshark-vin there is no comment, comment about wireshark-vin

Tool information Goanna, Version: 2.0 (redlizard)

235518

Unique 1D
120

Tool-specific ID

ARR-Inv-index-pos

Weakness name
(Buffer Copy without Checking Size of Input ('Classic Buffer Overflow'))

CWE ID
Severity / Probability / Tool Specific Rank

120

Current Associations: None

Associated weaknesses Suggested Associations: None

Add an associatior

e this path: highlight :: doxygen
* [El wireshark-1.2.0/epan/dissectors/packet-tpncp.c (524) doxygen | highlight | explanation »
function or method: fill_enums_id_vals line-by-line trace: 489.490,491.493.494,495,496,497,498,499,500,(502 take the True

branch),(503,take the False branch),(506,take the True branch),(507 take the False branch),523,(524,an element of an arra

siespati.in.a range of m FEFETIT Ui given line number. L

Vulnerabillity paths

Look for weaknesses In e 1o
Don't restrict to the same CWE ID —

Raw outputs

| Text output | [ HTML outpuit L XM output || Hide all | | Show all

Array “tpncp_enums_id_vals' 2nd subscript interval [0,500] may be out of bounds [0,499]
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We have various bits of information to work from. The weakness name comes from the tool. We map that to a CWE, if the tool does not provide a CWE. Some tools provide path information or textual description. Because the SATE format is relatively simple, it does not capture anywhere near all the information from some tools. Using a more sophisticated, standard format, like SAFES, would provide more information with less loss.


Step 3 — understand the code

* Does this happen? Could it cause problems?

* Doxygen provides call graphs and hyperlinks
to functions and definitions.

autocompletion_list_lookup leg-

check_select_region - \—\‘—\

buiid_autocumpletinn_liskﬁlter_autocamplete_new L

filter_autocomplete_handle_backspace
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Step 3 — understand the code

 Original tool output has a lot of information and splices
code to show control flow.

dissect rrc T ueAssisted 02 (tvbuff t *tvb U , int offset U , asnl ctx t *actx U , proto tree *tree U ,
offset = dissect per sequence(tvb, offset, actx, tree, hf index,
= ett rrc T ueAssisted 02, T ueAssisted 02 sequence);
Event 1: uelssisted sequence is passed to dissect per seguence () asthe seventh argu
¢ This |:n:||nts to the I:nuﬁerthatwnl I:ne overrun later.
hide

dissect_per_sequence (‘home/safe/Tesfcases/c/ove/wireshark-1. 2. Vepan/dissectors/packef-per.c)

dissect per sequence(tvbuff t *tvb, guint32 offset, asnl ctx t *actx, proto tree *parent tree, imnt hf inc
const per sequence_t *sequ ence)
if (sequence[0] .extension==A3N1 NO EXTENSIONS) {
extension present=0;
else
extension present=1;
foset=dissect_pE:_boolea*ft"b cffset,

if (!display_internal per fields) PROTO_

_flac

num cpts=0;
forl|i=0;sequenceli] .p id;i++){
Ewvent4: iissetto
# This determines the position accessed in the buffer during the buffer overrun later.
hide
Buffer Overrun
This code reads past the end u:ufthe I:uuﬁer pu:ulnted to by sequen 1ce.
* segquence evaluates to T -_:-.-.-'-..-. isted seq
* The first I:ﬂ_.-'te read is atoffset 16 * fru:um the beglnnlng of the buffer pointed to by sequence, whose capacity is 16 bytes.

¢ The offset exceeds the n:apamt{,f.
¢ 146 * ievaluatesto 146. See related event 7.

+* The overrun occurs in static memory.
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GrammaTech output has a lot of information. It splices together code to show the control flow, highlights important lines, and adds explanation.


Step 4 — write an evaluation

 Include code snippets and reasoning so
others can critique it

Evaluation #704 (link) made for the weakness 235518

Correctness false

Pertinent code is
489 ginti=0, ...
502 while (fgets(line_in_file, MAX_TPNCP_DB_ENTRY_LEN, file) I= NULL) {

312 . ..., enum_valt++; i = 0;

524 . . tpncp_enums_id_vals[enum_val][i].value = enum_id;
525 . . if (i < MAX_ENUM_ENTRIES) {

326 . .. it

527 ..}

928 . . else {

229 . . . break:

where MAX ENUM ENTRIES is 500. The warning is
Array “tpncp_enums_id_vals' 2nd subscript interval [0.500] may be out of bounds [0,499]
The 2nd subscript interval is really [0,499].

Evaluation by PauL 2 2012-03-02

Evaluation #705 (link) made for the weakness 235518

Correctness security

I erred in the previous evaluation. The subscript interval 1S [0,500]. so there could be a problem. If i=498 at line 525, the test is true, and i is incremented (to 500)

Evaluation by PauL 2 2012-03-02
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Note that this is easily fixed: lower limit at line 525
    if (I < MAX_ENUM_ENTRIES - 1) {
or allocate a slightly larger buffer.


Decision process

Security

‘ ‘ Quality
©0066

False

> Unknown

10
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Reviewer makes several decisions in a row
Some decisions are tough

Remaining problems:
	More details needed for some categories 
	Ambiguity remains > subjectivity
	Some steps are not considered
	New problems encountered
	Long guidelines > precise structure

Ongoing process of guidelines improvement



Step 4b — alert developers

o |If there is clearly an error
— and it is easily fixed or high impact
— and It exists In the current version,

o tell the developers

N HNaiional Institute of Standards and Technology
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While writing up a report for 235518, I found that exactly the same type of problem occurs a few dozen lines later, too.


Step 5 — associate other warnings

2 3. protocol name len = (unsigned int) strlen(protocol name)(; // 181383
h24 .

h2h. /* Walk protocols list */

26, for (i = proto get first protocol(&coockie); i != -1; i = proto get next protocol(
27 .

h28. protocol = find protocol by id(i);

029.

if (!proto is protocol enabled(protocol)) J/ 77377 235908 236035
531. continue;

h32.

h33. if (protocols only) {

h34. const gchar *name = proto get protocol filter name (i);
h35.

h36. if (!g ascii strncasecmp (protocol name, name, protocol name len)) {
b37. add to autocompletion list(treeview, namg)s

~38. if (strlen(name) == protocol name len)
539. exact match = TRUE;

40 . }

h41 . count++;

A 2. if (count == 1)

h43. first = name;

had, }

~4 5., } else {

12
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On line 530 (highlighted) along with warning 77377 we see two other warnings, which may be the same warning, but from another tool. (Some tools produce the same warning more than once.) We see warnings on lines 623 and 638, but they are likely to be related to protocol_name_len, not line 530.

This listing is much more useful for associating than the Doxygen since warning numbers have been added as comments.



Overlap for true/security

Dovecot (6 tools)

Wireshark (5 tools) 3

Tomcat (2 tools)

Jetty (2 tools)

B 1 tool 02 tools O3 or 4 tools

More overlap for some weakness categories
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Based on our analysis
Weaknesses, by number of tools that reported them
In parenthesis: number of tools that were run



CVEs

e Real-life vulnerabilities

e 88 CVEs In the 4 test cases
— ldentify source, sink or path locations
— Match to tool warnings

N HNaiional Institute of Standards and Technology
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The ones that we identified
What is “path”?


Top 5 CWEs for CVES

NUI deref NE— 5

Buffer

12

XSS s 10 uC

m Java
Info leak  p———

Path trav  p— ¢

 Top CWEs cover 43 of 88 CVEs
A total of 30 different CWE ids

e Many design flaws
N ENalionul Institute of Standards and Technology
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Information exposure
Design level issues – hard for tools


Related warnings from tools

Dovecot (8) 1 7
Wireshark (43) 5 |1 37
Tomcat (32) 6 2 24
Jetty (5) 2 1 2

B Directly related O Indirectly related ONone

e CVEs described better than in SATE 2010

16
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In parentheses – number of manual findings
In SATE 2010, analyzed Wireshark and Tomcat. The results are better this time. Although the results are not compatible since different tools were run.



Related Warnings for Top 5 CWEs

Null deref (5) 3
Buffer (12) __ 10
XSS (10) EEEEETE—— 3
Info leak (8) _ 8
Path trav (8) _ | 2 | | | 5 |

@ Directly related OlIndirectly related [1None

* Related warnings from tools for 8 CWEs

17
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Lots of XSS found



CVE-2006-7195 Not Found

o JSP Standard Tag Library (JSTL)
<td>${header[""host'] }</td>

e Should understand popular libraries and
frameworks

18
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Host request-header field is printed to the web page without filtering
Simple example.
Should use JSTL tag fn:escapeXml() to filter



On discrimination

* Reporting a weakness when there Is one
e Keeping quiet when there iIs none

» Varies a lot by tool and weakness category

N HNaiional Institute of Standards and Technology
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CVE-2009-3550 Found

Vulnerable version:
1314 1tem = 1tem -> parent;

1318 item = 1tem -> parent;

Tool warning: pointer item last assigned on line 1314
could be NULL and is dereferenced at line 1318

20
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NULL pointer dereference



CVE-2009-3550 Found

Fixed version:

#define GET_ITEM PARENT(x) \
((X->parent!=NULL)?x->parent:x)

item = GET_ITEM_PARENT(1tem);

item = GET_ITEM_PARENT(1tem);

No tool warning here. Perfect!

N HNaiional Institute of Standards and Technology
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CVE-2006-7196 / 2009-0781

Vulnerable version:
String role = request.getParameter(“role”);

\

Reported

<%= role %>

22
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CVE-2006-7196 / 2009-0781
Not discriminated

Fixed version:
String role = request.getParameter(*“‘role’);

<U=CFilter(role)> %> pooored anvivay

e Plenty of much more complex cases

23
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Call chains can be deep
This is a simple example. There are much more complex examples
Need to analyze control and data flow

Not analyzing complete code paths
Long code chain between receiving input and filtering



Human Analysis

» Wireshark dissectors are protocol decoders

e Chose Intelligent Platform Management
Interface (IPMI) dissector for analysis
— Fuzzing
— Manual source code review

24
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Lots of protocols in Wireshark
Just one dissector due to size of Wireshark


Add a design chart for Wireshark - of dissector

May do several slides instead, or add detailed slides in case someone asks.
Extra info:
- Why chose IPMI dissector?
- What kinds of fuzzing (details about fuzzing from the document)
- Describe the buffer overflow issue. Simple. Why no tool found it?
A diagram to describe their procedure, similar to Aure’s slides?
A diagram to describe why chose the dissector (and why didn’t choose another program) together with their procedure
 Didn’t choose dovecot because tried last time with no luck, very secure
 Didn’t choose Jetty or Tomcat because too few tools were run on it – remember, our goal is to evaluate tools



Human Analysis Results

o Buffer overrun in vulnerable version
e Corrected In fixed version
e Corresponds to CVE-2009-2559

N HNaiional Institute of Standards and Technology

25



CVE-2009-2559 Not Found

tsel declared with size 4

static const iInt *tsel[] = { &ett _1pmi_se XX bl,
&ett 1pmi_se XX b2, &ett ipmi_se XX b3, &ett 1pmi_se XX b4 };

S _tree = proto_item_add_subtree(ti,

1 IS not checked and goes out of bounds

 Tools routinely find such weaknesses. Why not here?
e Did tools find/analyze the code?

26
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Complex call chains leading to the function?
There are many source files that have no warnings from tools. Are they perfect? Probably not.



Summary

Find and analyze more code

Better discrimination

Better understand libraries and frameworks
Participate in future SATEs ©

N HNaiional Institute of Standards and Technology
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