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Why Do We Need to Develop Standards for
Malware?
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There's an arms race
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Malware Attribute Enumeration and

Characterization (MAEC)

X2
\gjj‘

Detection

Threats

Vulnerabilities

Platforms Response

MITRE

Language for sharing
structured information
about malware

Grammar (Schema)

Vocabulary
(Enumerations)

Collection Format (Bundle)

Focus on attributes and
behaviors

Enable correlation,
Integration, and automation
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MAEC Use Cases

Operational

Malware Threat Assessment

Threat
Analysis

" Uniform Malware Reporting Format

Intrusion
Detection

Malware Detection

Malware Response

Incident
Management

Linking Malware €5 TTPs Tool

Analysis =
. . < <« MAEC N/ A
Help Guide Analysis Process g%W)% H%* ﬁ?w\“
Malware Reposito
Standardized Tool Output = | I

Malware Repositories
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MAEC Development

Collaboration between industry and government

Leverage existing resources, such as

IEEE Industry Connections Security Group’s Malware Metadata
Exchange Format schemav 1

Mandiant’s openlOC
Government malware metadata requirements

Participate in standards efforts

IEEE ICSG Malware Metadata Exchange Format WG

Adding capability to MMDEF schema for capturing blackbox
behavioral metadata about malware

Will likely import MAEC/CybOX, especially MAEC Objects and
Actions

IETF Managed Incident Lightweight Exchange (MILE) WG

MAEC will be part of the MILE Structured Cybersecurity Information
RFC (extensions to IODEF)

Page 6

MITRE

© 2011 The MITRE Corporation. All rights reserved.



MAEC Structure Overview

e

e.g. Persistence

Mid-level

e.g. Malicious Binary Instantiation

Low-level Abstracted
Actions

Semantics

Implementation Models

e.g. Win32 API Call: CreateFile(xyz.dll,...)
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Presenter
Presentation Notes
In terms of structure, MAEC can be thought of as having three interconnected layers: At the lowest level, which serve to answer the question of ‘what’ the malware does through ‘actions’, which serve to characterize hardware accesses and system state changes performed by malware. Thus, actions can be relatively amorphous, although initially we have concentrated on defining those that can be achieved through low-level API calls. However, the main point with regards to actions is that they are relatively devoid of any significant meaning – they don’t answer the question of ‘why’ the malware performed them in the first place. 

What we are attempting to show the division between semantics and syntactics is that we are abstracting actions away from their implementations. Such abstract actions will allow the construction of a more concise grammar, and also facilitate correlation between malware that may do similar things at a low-level but with vastly different implementations (such as malware targeted at different platforms). Of course, this doesn’t mean that we should throw out how an action is implemented, as this is certainly useful for purposes of correlation, as the same action can have many possible implementations.

The more interesting structure of MAEC begins at the mid-level, which we term ‘Behaviors.’ Behaviors are aimed at organizing and defining the purpose behind low-level actions, whether in groups or as singletons. Thus, Behaviors can represent discrete components of malware functionality at a level that is useful for analysis, triage, detection, etc. 

Going up another level, we have what we refer to as Mechanisms. Mechanisms are organized groups of behaviors. Some examples would be propagation/insertion, self-defense, and the like. Since there is likely a very low upper bound on the number of possible mechanisms, they can be useful in terms of understanding the composition of malware at a very high level.

As a very simple example of how a malicious action can be mapped between MAEC’s levels, let’s say that some malware calls Windows’ CreateFile() API Call and creates xyz.dll. This would first be mapped to the Create File action; after further investigation, we conclude that this file was created as a means of instantiating a malicious binary on a system, thus mapping to a MAEC Behavior in this fashion. Finally, Malicious Binary Instantiation can be considered as part of a malware persistence mechanism.

Transition: For the initial MAEC release, we’ve been focusing primarily on actions, particularly with regards to those that can be characterized through dynamic analysis engines and sandboxes. Thus, let me go into a bit more detail with regards to our action model.



MAEC v 2.0

XSD Schema Evolution

v1.0 —June 2010
Initial release
Focused on dynamic analysis output

vl.1l—January 2011
Added static analysis capability (PE attributes)
Schema changes, proper versioning implemented

v2.0 — January 2012
MAEC object model replaced with CybOX
ActionType simplified
EffectType refined
Lots of ‘under the hood’ tweaks and minor additions
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M/EC v2.0 Additions

Indicator Management Capability
Permits standard method of defining anti-malware indicators.

Linkages to other MAEC entities where appropriate. E.g.
objects for specifying indicator used in detection.

Relationship Support

Allows defining simple relationships between MAEC entities in
an easy to use fashion. Examples: ParentOf, ChildOf,
PrecededBy, etc.

Many new enumerated types
Actions, Effects, Relationships, etc.
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What is a cyber observable?

a measurable event or stateful property in the cyber domain

Some measurable events: a registry key is created, a file is deleted,
an http GET is received, ...

Some stateful properties: MD5 hash of a file, value of a registry key,
existence of a mutex, ...

Cyber Observable eXpression (CybOX) is a standardized
language for encoding and communicating information
about cyber observables
Supports awide range of use cases, e.g.
Detection and indicator generation
Sharing of information about incidents, malware, etc.
Correlation
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M/EC CAPEC

/ Attack
Imports & Extends: Malware Patterns
Object : ~
Defined Objects C b{__ -4 'X
Actions ol y 7
Log
Events

CEE
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Cyber Observable eXpression (CybOX)
Schema Simple Overview

Defined Object

Object State

Stateful
Measure
Observable
. Custom
Event Action Attributes

MITRE

File

Process

Account

Memory

GUI Object

Address

Library
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MAEC & CybOX
Before (MAEC 1.x)

MAEC

MAEC Entities
MAEC Objects

After (MAEC 2.0 and up)

MAEC
CybOX Defined Object

MAEC Entities Defined Object
Object Type Defined Object Type Defined Object

Imports |
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MAEC v1.1 Objects

File System (File, Directory, Named Pipe)
GUI (Window, DialoQ)

IPC (Thread, Mutex)

Internet (URL)

Module

Registry (Key, Key/Value Pair)

Process

Memory

Network (Socket, Port, IP Address)
Daemon (Service)
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MAEC v2.0 Objects (imported from CybOX 0.7)

Account

Disk

Disk Partition
DNS Cache
Email Message
File

GUI

Library
Package
Memory
Network Connection
Network Route
Linux Package
Product

MITRE

Service

Socket

System

User Session
Volume

Win Critical Section
Win Driver

Win Event

Win Event Log
Win Kernel

Win Kernel Hook
Win Handle

Win Mailslot
Win Mutex

Win Named Pipe
Win Network Route
Win Prefetch

Win Registry

Win Semaphore
Win System Restore
Win Task

Win Thread

Win Waitable Timer
X509 Certificate

(more on the way)
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MZAC Use Cases

> Malware Triage & Analysis
Malware Detection
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MAEC’s Bundle

= [ ] maec:BundieType

S

attributes

MAEC Bundle ID

Globally unique identifier

icd

Type maec:BundlelDPattern

zchema_version ]

S

Type x=decimal

MAEC Bundle o
Type maec.BundleType

@)

I""'—'EE! constraints

MITRE

Analyzes

Schema Version

Version of schema used to create
bundle

Used for validation

Eehaviors

Actions

Ohijects

i

1

Indicatars

\

Fools

MAEC Components

Attributes and metadata of a
particular malware instance,
family, class, etc.

All optional

Identified through various forms
of malware analysis
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Behaviors |3

=0 MAEC & Malware Analysis Process |

Stage One: Pre-Screen / StaticTriage

Objects ]

2. <maec:Object id="maec:tst:0bj:1">

</maec:Object>

Malware Binary (PE)

1. Imports

Exports
=) Resources

/ / Strings

= ,é;

=

etc

Features Extracted

MAEC Bundle

Behaviors

Actions

Objects

MAEC Object Created
Object Added to Bundle

MITRE

> Obj 1
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Eehaviors | .
wweo MAEC & Malware Analysis Process |l
_ Stage Two: Dynamic Analysis Triage
Ohiects |3
MAEC Bundle
Behaviors
Files Created: °
C:\Temp\loader.exe
Malware Binary 2

Actions

—>» Registry Key/Value Created: e« 3

| 5,
Key: ...\Programs\Startup Act 1 L[:

1
1 Value: ...\loader.exe 4>-'---‘:- -----------

1
1
1 1
Y Objects i
5 |
7~ / 1 1
N e 3 // — . I I
Obj1 | - i
|
Malware Executed on Sandbox 4 : i
Execution Report Generated : i
Actions Added Obj 2 R - L)
Objects Added

Action/Object Relationships Added

MITRE
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Behaviors |+

a0 MAEC & Malware Analysis Process lll
Shizzizg)® Stage Three: In-depth Manual Analysis

MAEC Bundle
—>» 2. Actions: Behaviors
Start Winsock
o3
Malware Binary A
Actions

—> 3. Behaviors:

Malware Analyzed Manually
New Actions Extracted and Added Obj 2 -
Behaviors Extracted and Added

1. ﬁ Winsock Startup 1
1

/ 11

I Malicious Binary Instantiation !
¢( i
Registry Persistence Obj 1 i

|

1

1

1

]

T
L
L
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MZAC Use Cases

Malware Triage & Analysis
) Malware Detection
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MAEC & Malware Indicators/Signatures |

MAEC 2.0 supports Boolean constructs around objects

<maec:Object id="maec:tst:0bj:1">
<observables:Defined Object "fileObject:File_Object_Type">
<fileObject:FilePath>C:\Windows\</fileObject:FilePath>
<fileObject:FileName>wincom.dlI</fileObject:FileName>
</observables:Defined_Object>

</maec:Object>

OR

<maec:Object id="maec:tst:0bj:2">
<observables:Defined_Object "fileObject:File_Object_Type">
<fileObject:FilePath>C:\Windows\System32</fileObject:FilePath>
<fileObject:FileName>spooldr.dli</fileObject:FileName>
</observables:Defined Object>

</maec:Object>
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I
MAEC & Malware Indicators/Signatures |l

Permits construction of generic malware indicators

Can be constructed from existing MAEC data (i.e. MAEC
bundle)

Indicator
MAEC Bundle

Obj 1

Obj 3

OR | Obj3
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MAEC & Malware Indicators/Signatures Il

MAEC enables comprehensive malware descriptions,
allowing various components of a MAEC bundle to be used
as signatures and indicators in the enterprise

47

Manual
Analysis

MAEC Bundle

Beaconing Behavior

| Malware ,’Qs
Sample

€

y

- |
—

MAEC Enabled

URL P Add

\_

%

|—> Snort Signature

Residency Behavior

> Dynamic & Static —
Analysis Tools

MITRE

File Reg. Key

2

/)

1

oM. — W

OVAL Definition
|_) (|nd|cato'rt? Enterprise Network

with OVAL Enabled

Host-Based Sensors
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Industry Outreach and Collaboration

Tool vendors supported our development of MAEC
translators:

GFI Sandbox : GFI Software

ThreatExpert : Symantec

Anubis : International Secure Systems (Isec) Lab
FireEye (in process)

Discussions with tool vendors about adopting MAEC as a
native output format (e.g., GFI, Norman, FireEye)

Open Source projects
Honeynet.org honeyclient project (thug)
Cuckoobox sandbox

Organizations using MAEC internally to compare multiple
tool output, as a common malware analysis storage format,
etc.
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MAEC Community: Discussion List

Request to join:
http://maec.mitre.org/community/discussionlist.html

Archives available

MITRE
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http://maec.mitre.org/community/discussionlist.html�

MAEC Community: MAEC Development
Group on Handshake

@ Handshake: MAEC Development Group - Mozilla Firefox E]@
File Edt View History Bookmarks Tools  Help

|| Handshake: MAEC Development Group | -

L S— MITRE hosts a social

Handshake [ # My Connections 2 4 4 My Groups

S i networking collaboration
- environment:
Edit group ME C This graup is for those wishing to participate in the h tt p S: //h an d S h ake m I t re.o rq

dewveloprment of MAEC (http.//masc mitre.org), a language
Owners: lvan Kirillow for characterizing malware based on its attributes and
Create a subgroup penny Chase behaviors. This group will serve as a central location for the -y = .
Leave group hosting of information on MAEC development, and facilitate
collabaoration that would otherwise be difficult to do through u p p el I l e n O I I I al I n g I S

Export membership list
email.

MAEC Development Group

Manage join requests

Add new members

to facilitate collaborative

. . Group visible to: group onfy
Group discussion

T oo e o e schema develo pment
anly group members can access cantent

Group pages
Group blog

Group albums Group discussion | Add a3 topic -
[t o 4 Penny Chase has posted a new camment
MAEC Schema v1.0 & (8) on a discussion topic titled MAEC Schema

Jun 24, 2010 by Tvan Kirillov v1.0 (Dec 10, 2010
= Ivan Kirllov has posted a new comment on

& Bookmark to Handshake
a discussion topic titled MAEC Schema v1.0
PE Binary Attributes/Schema (Dec 10, 20109

& Report to admins

Design & (1 . 4 Tom Millar has posted a new comment on a
Heow 19, 2010 by Ivan Kirillov discussion topic titled MAEC Schema vi.0
(Dec 9, 2010}
Malware Ontologies Enumerating Network Activity of 1l van Kirillov uploaded a file MAEC Schema
Malware 8 (6) wl.1 (beta) to the group MAEC
Malware Ontologies SIG Sep 2, 2010 by Gerry Brunelle Development Group {Dec 9, 2010}
- . ; i Tvan Kirllov has posted a new comment on
Organizing Object Attributes? a discussion topic titled PE Binary
(2) attributes/Schema Design (Dec 2, 2010)
Jul 22, 2010 by Ivan Kirillay il tvan Kirllov uploaded a file Beta PE Binary
- attributes Schema (XS0} to the group
§ ' MAEC Development Group (Dec 2, 2010)
Iyan Kirilloy has nnsted a new comment on L~
Mema 2}
= Pe————— Y T —— T =

Page 27

IT E © 2012 The MITRE Corporation. All rights reserved.


https://handshake.mitre.org/�

MAEC Development Resources

Resources

Python bindings for schema elements

Prototype utilities (to provide examples of working with MAEC)

Anubis = MAEC Translator (Python)
ThreatExpert - MAEC Translator (Python)
Pefile.py = MAEC Generator (Python)
MAEC - OVAL Translator (Python)

MAEC > HTML Transform (XSL)

MAEC Comparator Script (Python)
Provided by Blake Hartstein

Availaiblity
Handshake MAEC Development Group
Github (coming soon)

MITRE
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MAEC Roadmap

V11l

» Dynamic
Analysis

» Screening
/Static
Analysis

'~ Jan 2011

V20

* Incorporates
CybOX 0.7

 Relationships

* Indicator
management

Jan 2012

V21

* Incorporates
CybOX 1.0
(adds
network
objects)

Apr 2012

V 2.X

e Bundle
management

Q3 2012

V 3.0

* Mechanism
and behavior
taxonomies

 Dictionaries

» Schema
Integration

MITRE
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Mechanisms and Behaviors

Enumerations

Exploit/Infect Stealth Mechanism

Schema
Stealth -
_ ID

Self-Protection Name
Code Obfuscation
Persistence Care

_ Children
Propagation Privilege Level
Command and Control i )

Objects

Information Stealing
Disruption

Hiding Processes

Hiding Threads

o Hiding Userspace Libraries
)

® Hiding Kernel Modules Hiding Code in Memory
(&)

Anti-Memory Forensics
®

Execute Before/External to Kernel/Hypervisor

(But stillon main CPU,(-3 < Ring <= -1)) Hiding Files/Directories Jo

Hiding Registry @
Hiding Open Network Ports ]@

Hiding Network Traffic
(from host-based firewalls/sniffers)

Hiding Code Outside of Main Memory/Main
CPU

(Anything executing on separate processor)
("Ring -3")

Stealth Malware (effect)
(specific to WinTel PCs)

@[ Loading Kernel Code

@{ Loading Userspace (injected) Code

@ Hiding Services
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