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Presenter
Presentation Notes
Introduce myself
 - Optional:  One hour to live icebreaker story

Intent of sharing what we are doing but even more so of seeking your expert inputs and advice on doing this better

Overview
Need for our Cross-Curricular Initiatives
Some of the highlights of these Initiatives
Key role of the SEI/CERT SwA Curriculum Project with our Security & Software Assurance Initiative
Integrating Security & SwA into our Computer Science major
Security & SwA principles and concepts for the masses
Enrichment opportunities:  interdisciplinary courses, cyber defense competitions
Vectors for the way ahead





Realization

In an outcome-based curriculum,

some outcomes need to be purposefully developed across
courses and years.

~

Result

A retrospective, outcome-based look at an existing

curriculum (Felder & Brent)
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Based upon experience with our software engineering capstone sequence
Need for some program outcomes to be developed across the curriculum
Curriculum developed in a top-down manner with content and objectives allocated to courses
But then courses take on a live of their own and can evolve in divergent ways
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Key (but not all) initiatives
Needed more rigor and discipline in software engineering
Security & Software Assurance as a key emphasis area and we found the SEI/CERT SwA Curriculum Project (mention Carol Sledge and Nancy Mead)
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Background on the Academy CS curriculum
 - Undergraduate only
 - Extensive core curriculum
 - CS major with only one/two electives

Core of CS1 and CS2
Concentration in S/W Security and Assurance
Little room in our undergraduate CS major due to extensive Core (96 credit hours)
But some overlap with CS 438, CS 453/454
CS1 & CS2 mostly covered in our versions of those course and sprinkled across other courses
Our CS 438 course is very close to the Intro to Computer Security course


O
Security & Software Assurance Initiative

Sophomore Year

Computer Science | - Intro to Programming

e Input interpretation validation, array bounds checking
e Integer overflow, error/exception handling, file I/O issues

Computer Science Il — Data Abstraction

* Pre- and post-conditions, more advanced debugging
e Testing & debugging techniques, reinforce CS | topics

Computer Organization & Architecture

e Data type overflow, divide-by-zero, round-off error
e Stack overflows
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Transition on the idea that we did not want SwA to be an “add-on” but rather an integral part of our professional activities
Address SwA ideas where they fit in our courses
Progressively develop a comprehensive foundation of key concepts, tools, and techniques
Go year by year through key major’s courses

CS1 (Intro to Programming):  desk checking, input interpretation and validation, integer overflows, error handling, file input/output issues, array bounds checking, functional and logical path testing, top-down testing with stubs, boundary value testing, loop testing, ACM and IEEE ethical codes
Lacks penetration testing, program metrics, quality assessment

CS2 (Data Structures):  Reinforcement of CS1 topics, exception handling, pre- and post-conditions, assertions, unit testing frameworks, object-oriented class testing, formal test plans and procedures
Lacks emphasis on quality attributes, assurance coding standards and practices, measurements and metrics, quality assessment

Computer Architecture/Digital Logic/Assembly Language Programming (CS 351):
Overflows, divide-by-zero, stack exhaustion, floating point round-off and precision, circuit verification techniques
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Security & Software Assurance Initiative

Junior Year

Programming Paradigms

e Memory allocation/deallocation, termination conditions
e Stack/buffer overflows and protections, type safety

Operating Systems

e Deadlock issues, race conditions, system calls
e Signals, file system security

Databases & Web Programming

» Defense against SQL injection attacks
 Cross site scripting attacks

Networks

e Secure protocols, wireless encryption, Man-in-the-Middle attacks
e Adversarial view of protocols, network access control
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Programming Paradigms (CS 359):
Dynamic memory allocation and deallocation, verification of termination conditions, buffer/stack overflows & protections, type safety, design-by-contract testing

Operating Systems (CS 483):
Deadlock issues, race conditions, system calls, signals, file system security

Databases and Web Programming (CS 364):
Defense against SQL injections and cross-site scripting attacks, formal requirements-based verification with explicit security requirements

Networks (CS 467):
          Security protocols, wireless encryption, adversarial analysis of protocols
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Security & Software Assurance Initiative

SeniorYear

Languages & Machines (compilers & language theory)

* Type checking mechanisms, array bounds checking mechanisms
e Translation to machine language

Computer Security & Information Warfare

e Security & threat models
* Range of security strategies and techniques

Software Engineering |

e Security requirements, security analysis of system design, risk management
e Formal test plans/procedures/reports
* Integration/system/regression/smoke/stress/security testing

Software Engineering I

* Introduction to Formal Methods
* Reengineering & forward engineering
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Compilers (CS 426):
Type checking, array bounds checking (as language feature), machine language generation

Computer Security & Info Warfare (CS 438):
Security and threat models, range of security strategies and techniques

Software Engineering I & II Capstone (CS 453/454):
Security requirements, use of standards, security analysis of a system design, intro to formal methods, reengineering & forward engineering to improve security, risk management and mitigation, formal test plans/procedures/reporting, integration/system/regression/smoke/stress/ security testing, ACM/IEEE S/W Engr Code of Ethics



Software Assurance & Security for ALL

[AIgorithmicReasoning] [ Cyber Security ]

Input Validation

Information Security

Exception Prevention Cryptography

Requirements Analysis

Cyber Warfare & Crime

Incremental Build/Test Offensive Cyber Ops

Defensive Cyber Ops
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Concept of the CS0 course with broad appeal (part of the Core at USAFA), but common in many institutions and being addressed as a new AP course in high school curricula

Our CS 110 has five blocks (Info representation, Algorithmic reasoning (programming without the syntax), Computer systems and capabilities, Software applications, Cyber security)
Two of these address SwA & security issues
Need to create a general awareness of these issues for users, managers, political leaders, warriors, …

Algorithmic Reasoning
Validate input both by type and range
Exception prevention via divide by zero
? Add integer overflow ?
Requirement enumeration and analysis (decision tables)
Incremental build/test

Cyber Security
Info Security: 
threats, risks, vulnerabilities
Security principles: confidentiality, integrity, availability, authentication
Security services, mechanisms, counter-measures
Cryptography:  basic cyphers, symmetric vs asymmetric keys, PKI (confidentiality & authentication), hashes & checksums
Cyber warfare and crime:  critical infrastructure protection, Presidential Directive 63 (Clinton 1998), SCADA (Supervisory control and data acquisition), computer crime and role of computer forensics
Offensive cyber ops:  password cracking, vulnerability recognition, network sniffing, anatomy of an attack (footprinting, scanning, enumeration, access, escalate priv, pilfering/denial of service/destruction/corruption, covering tracks, maintaining access), attack objectives
Defensive cyber ops:  intruder detection/identification, limited priv/access, defense in depth, strategies for defensive cyber ops, recognition of vulnerabilities, defensive tools/procedures/education, recognition of phishing & spear phishing


Public Key Infrastructure

PKI Visualizaton

&

Last Level

OBJECTIVE: Eve has recently begun to scramble target coordinates. Although Bob iz net
concerned about the authenticity of Alice’s messages, he is concerned that the message
be kept secret and confidential. In addition, he must be certain that the target
coordinates in the message have not been changed. Your task is to use a hash function
to ensure message integrity.

Hint

Help

o

About
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Enrichment Activities

Interdisciplinary Courses
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Interdisciplinary Activities

Cyber Law
Criminal Law in cyberspace (Title 18) – jurisdiction, right to privacy, search and seizure, evidence
Laws of war (Titles 10 – armed forces & 50 – war and national defense) – use of force in cyberspace, traditional notions of sovereignty
Title 6 – domestic security

Cyber Security Policy & Politics (Capt Ben Shearn)
Who controls the Internet?
How can we secure cyberspace and protect civil liberties?
Should there be cyber treaties?
When is a cyber attack an act of war?

Information & Cyberspace Operations
Influence operations, network warfare operations, electronic warfare operations
Info ops influence on force structure, strategy, and ops capabilities


=
Enrichment Activities

Defensive Competitions

Cyber
Patriot

”~

www.uscyberpatriot.org

Collegiate
Cyber
Defense
Competition

PN ~
~_

Defense
Exercise
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Other enrichment activities:  clubs and competitions
- Vast array of activities:  some good, some others


Vectors

e
e Comp Sci, Info Sys, Info Tech, MIS
Professionals e Curricular & pedagogical

resources

"

4

General Personal awareness & defense
Bigger issues — enterprise,
Awareness national, global
\
4

Defense is the *hard job’
Specialization Funding for developing experts

(&
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Where might we head?

Professionals:
Emphasize SwA and Security as integral integral to our profession
Articulation of curricula for across sub-disciplines
Development of pedagogical resources (plug https://buildsecurityin.us-cert.gov/bsi/1165-BSI.html)

General Awareness:
Personal awareness and defense
Bigger issues of understanding (and complying with) enterprise security measures, national vulnerabilities (Richard Clarke’s Cyber War), global issues (Libicki’s Cyberdeterence and Cyberwar)

Specialization:
Need to develop and promote specialized experts (applaud the vision and initiative of people like Joe Jarzombek of DHS National Cyber Security Division)
Good Guy’s job is always harder – he must protect all the banks – the robber just needs to break into one and he gets to choose
Huge contributions in developing curricula and resources
DHS and NSA scholarship programs to develop experts
The Need (and compensation) are there; we need to let our younger folks know

The Right & Noble:
Many of our college age population are drawn to ‘hacking’ and there is a hacking culture
While we need to understand the offense to defend against it, we need to portray it as “The Threat” that we need to defend against
America is the most powerful ‘cyberforce’ but we are also the most vulnerable, I salute, applaud, and thank you for your dedication to the Right & Noble Fight


Steve Hadfield
Steven.Hadfield@usafa.
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