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Outline of Presentation

Why factor in the user?
Current User Authentication Schemes

Mobile Device Functionality.

__Finali Thoughts:



) What's the user got to do with security?

The purpose of securing information
IS to protect from access by
unauthorized parties

Information must be accessible by
authorized parties or it serves no use

Mobile devices facilitate the sharing
off Infermation between authoerized
parties on the go

Mobile applications'ease User access
Lo distinct types ofidata

Make user authorization teo difficult
andiUsersiwill iy to not Use e
application; hinderngrcommunication:
and productvity.

Makerauthoerization tee laxiand
Secunity willflve comprised
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15t step: Access the device
— 14+ character password

— Psuedo-random combination

2"d step: Access the secure
container

— Another password

— Can't be same as device
password

3aistep: Ultilize a user=
carried token

— Connect Bluetooth token reader
— Select an application certificate
— Enter a user pin(6:-8'digits)

— Paiite device by manually.
entenng arandemly;generated
RUMBERINem thereader,

A (Frustrating) User Authentication

Example

Army 04-1A-0O-001 compliant passwords
tU3s*nK9qgp @M4o

O4%$E” zi5L%wP9v



Mobile Applications Security

SWRI' Is conducting original
research Into securing
mobile device applications

— ldentifying the threats

— Analyzing the OS and
development models

— Analyzing application-level i "
PreCess and data shanng Y
: .
SEcurity

— Developing unique
authenticationand
autherization technigues

— Examining balance hetween
USerexperience and levellof;
SECUNLY
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Current Methodology

User Passwords

Legacy from desktop computing

Utilized as “seeds” for personal
encryption schemes
Proven “uncrackable” given:

s Sufficient length

s Use of entire.character set

e Separation from standard ajctionary.
Words;

User: Pins

4

RPrimary access method to accessia
generaliinfermation component
Secondary accessimethodforan
authenticated USer 1o/ access:
additionalisensitivennfermation
NUMENIC
Basedionisinglerdigitcombinations

Easily~crackable*inraniofi=line attacks
moede

Problem with passwords
on mobile devices

— Keyboard is graphical, not
physical

— Muscle memory not usable

ygr]Jlr&s ,gey.)o.«.lrJ switching



Keyboarding on Mobile Devices

The Problem s _ e
_ Mu|t|p|e keyboard |ay0uts mmﬂﬂmnnﬂ
required on mobile devices (Alsjolrialn]ofwlL]
: ol z [ x|clv]s|n]mER
— No tactile feedback to the user = G
: - pace return

— Visual cues differ between
keyboards

— Easy to lose place in long;
complicated passwords

— Password masking exacerbates
the problem

Result Als|o|FlafHfJ|K|L
User: frustration Ll z|xc|visinimi
. e m o

— [look for “Woerk areunds”

— Eind different way/ te  aceess
Infermation (deskteprcomputer)




Current Methodologies

Patterns

Underlying implementation is the Peliem ol 8 raw pattern 1o unlock
same as the pin

Easier to crack than pins

SUbJEct to user cognitive analysis:
» Designed for “guick™ access

s Addresses a user interiace. Weakiness:

~ Picture Selection

* REcognition-dased rather than recall-
pased

> PIcture placement ISTrandomized

*- USersSelects tnelpictlre out-0irgrou.

* REGUINES cogn]tive IOCUS
- Eguiates tora I=aigitpInfo the group.

Reference: déja vu: A User Study Using Images for Authentication, Rachna Dhamija and Adrian Perrig, UC Berkely 9
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3 Camera and Microphone

Many new phones now come
with front and back cameras

Several possibilities for
camera recognition exist

s [acial recognition of the user
* Anaroid: Face Unlock:

» limage recognition offa token

s QR code scanning of a token

- VOICE recognition

~ “Verbal*codewerd

2 Can e BIomELHCI0r NoLE:



GPS

Determination of location
can be very useful in
authentication

Can automatically: restrict
access If access to GPS Is
unavailable

[DeEesn't require User Input
10 vValiaate




Accelerometer allows for
determination of
movement
— Is the device traveling at odd
Speeds?

— Has the device not moved for
an inordinate amount of
time?

— Has the device moved since
itS last lecation was
authenticated?

GYreSCEPE can determine
Orientation
— [Lefthand er neht hand use?

—\N\GdeView o narew: View?
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w&?’} Graduated Authentication Levels
Can be defined two ways: Pin to access device

— Requiring increasingly Password to access
complex authentication as application

the user progresses towards

more sensitive information Token to access sensitive
(typicallimplementation) content within application

User IS In authorized location

- Broviding Iess complex AGCESS time s in nermal
authentication hased on a Working nours

confidencefactorthatthe
currentusersisitherauthonzed =S\ GrKH GW IS appropriate ok

USEN; LISEer:

Reguire pininstead of;
pPasswerd



Combinations

Multi-factor authentication For example:
Utilize mobile device — If user enters correct 4-digit
sensors such as GPS pin AND they are located

’ within the grounds of the
accelerometer_, gyrescope hospital
as an authentication factor

- When confidence: level records application
dropsireguire more — Else If they are outside: th
complex authentication JIOURES
= [hen reguire full strength

~ More combinationsiare:
QJmJJ]9 gIVENn the deviCes
that arera part ol today:s
MoeBLIIETAEVICES

passwerd

16



Drawing a virtual fence
around an intended use
area

Utilizing GPS to determine
position In relation te the
fence

Increase authentication
complexity, When outside
the fence

Used in' targeted
adVvertising ter moenlle  Users




Using the gyroscope to
determine use orientation

For example, If our user Is
left handed but the phone
IS being held In the right
hand...

. Another example; i the:
teblet s typically tused i a
holder BUt NeW IS hEING
used whileslaying flat::

Orientation In Space

By combining gyroscope
and accelerometer you can
get 6-axis movement in
space

— Angular acceleration X, Y, Z
— Device acceleration X, Y, Z




3 Cognitive Behavior

What hand do they
predominately use?

What Is their swipe pattern

behavior: like?.

What's their nermal
WorKHow?

Develop cognitiverpatienns:
e Use as a continteus
authentication  SCheme:
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Summary

Mobile devices provide greater ability to determine the
authentication of a user

Use case scenarios based on location, orientation, behavior
can be factors for user authentication

Mobile devices provide sensors that allow. for a greater
combinatien of authentication: factors

WWhile there'is no real “balance™ that can e achieved
PELWEEN USEr eEXpPerience and infermation: pretection
NEEES, MeLIIe deVvIiCes provide toels that can ease'tne
PUrdEn el althentication GRthel User;

ASithe technelegy for Infermation PreCESSING CRANGES; SO
sheuldieur thetgntsin authentication ane Secuiby:



Southwest Research Institute

* 63 years, 4 presidents
« 3200 employees
« $500M+ Revenue
e 1200 Acres
« 170 Buildings
« 2.1 million square feet
*Non Profit Applied R&D
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