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Gary McGraw is the CTO of Cigital, Inc., a software security and quality consulting firm with headquarters in the Washington, D.C. area. He is a globally recognized authority on software security and the author of eight best selling books on this topic. His titles include Java Security, Building Secure Software, Exploiting Software, Software Security, and Exploiting Online Games; and he is editor of the Addison-Wesley Software Security series.  Dr. McGraw has also written over 100 peer-reviewed scientific publications, authors a monthly security column for informIT, and is frequently quoted in the press. Besides serving as a strategic counselor for top business and IT executives, Gary is on the Advisory Boards of Fortify Software and Raven White. His dual PhD is in Cognitive Science and Computer Science from Indiana University where he serves on the Dean’s Advisory Council for the School of Informatics.  Gary served on the IEEE Computer Society Board of Governors, produces the monthly Silver Bullet Security Podcast for IEEE Security & Privacy magazine (syndicated by informIT), and produces the Reality Check Security Podcast for CSO Online.


Cigital

m Founded in 1992 to provide software security and
software quality professional services

m Recognized experts in software security and
software quality
Widely published in books, white papers, and
articles

Industry thought leaders
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Presentation Notes
Cigital has offices in Virginia, Boston, Santa Clara, New York, Amsterdam and India.  

Cigital’s thought leadership in software security is second to none.  Software security at Cigital kicked off in 1996 with the best selling book Java Security (co-authored by Cigital CTO Dr. Gary McGraw and Princeton Professor Ed Felten) and a multi-million dollar software security grant from DARPA.

Cigital formed its software security group in 1997, delivering software security services to Visa International.  After two years of successful service delivery (focused on architectural risk analysis and code review for Java Card), the first book in the world on software security, acclaimed best seller Building Secure Software was published in 2001.  The book was written by two Cigital employees, John Viega (one time Chief Security Architect of McAfee) and Gary McGraw.  Building Secure Software: How to Avoid Security Problems the Right Way, touched off a revolution. Security people who once relied solely on firewalls, intrusion detection, and anti-virus mechanisms came to understand and embrace the necessity of better software. BSS provides a coherent and sensible philosophical foundation for the blossoming field of software security.

In 2006, Cigital’s risk-management driven approach to software security was further codified in the book Software Security: Building Security In. Beginning where Building Secure Software left off, Software Security teaches how to put software security into practice. The software security best practices, or touchpoints, described in this book have their basis in good software engineering and involve explicitly invoking security throughout the software lifecycle. Software Security is about putting the touchpoints to work in commercial software shops. Because the touchpoints can be applied to the kinds of software artifacts already produced as software is developed, this book’s principles can be adopted without radically changing the way software shops work.

Exploiting Online Games, a book about massively distributed software, was released to much acclaim in July 2008.  Cigital collaborated with the Software Engineering Institute (and CERT) to release the book Software Security Engineering in 2009 as part of the Addison-Wesley Software Security Series edited by Gary McGraw.  In 2009, Cigital announced the BSIMM project <http://bsi-mm.com>, a real world data-driven study of nine software security initiatives.

Cigital thought leadership continues in 2010 with the expansion of the BSIMM, introduction of Secure Assist, expansion of CBT training material for software security, and further development of the Factory.

Cigital’s approach to software security may be grounded in solid theory, but it is also practical.  With Cigital’s help, large software organizations of tens of thousands have adopted Cigital’s touchpoints and have been measured by the BSIMM. 




http://www.cigital.com/books/80211/�
http://www.cigital.com/books/wirelesssec/�
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I We hold these truths to be self-evident

m Software security is more than a set of security
functions

m Not magic crypto fairy dust

m Not silver-bullet security mechanisms
m Non-functional aspects of design are essential
m Bugs and flaws are 50/50

m Security iIs an emergent property of the entire
system (just like quality)

m To end up with secure software, deep
integration with the SDLC is necessary
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BSIMM: Software Security Measurement

m Real data from (42)
real initiatives

81 measurements
11 over time

McGraw, Chess, &
Migues
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Originally conceived and executed by Cigital and Fortify, BSIMM also includes work of Minded Security (Italian translation), Virtual Forge (German Translation), and Plexlogic (statistics). 

BSIMM3 was released on 9/27/11
BSIMM3 now includes 42 firms
BSIMM3 describes 109 activities in 12 practices with 2 or more real examples for each activity
11 firms have been measured twice (giving us Longitudinal Study data) and the data show measurable improvement
The BSIMM3 data set has 81 distinct measurements (some firms measured twice, some firms have multiple divisions measured separately)
BSIMM3 describes the work of 786 SSG members working with a satellite of 1750 people to secure the software developed by 185,316 developers

The BSIMM remains the only measuring stick for software security initiatives based on science.  It is extremely useful for comparing the initiative of any given firm to a large group of similar firms.  The BSIMM has been used by multiple firms to strategize and plan their software security initiatives and measure the results.  Finally, FWIW, the government is woefully behind when it comes to software security.


| 2 sotte

2 software security initiatives measured

Al

Adobe

AON

Bankof America

The Depository Trust &
Clearing Corporation

EMC

where information lives®
© 2012 Cigital Inc.

Google @YY

= baicla - Gleptge

Intel

: . @ scripps
“INtUIt

MCKESSON 6

Empowering Healthcare Sony Ericsson

M’cms Oﬂ v Symantec.

NOKIA 2T
Connecting People
QLIALCOAMN (SWIFT)
Xt~
‘ e ]
STAN wo LIFE — TELECQM

VISA

vmwadare

WELLS

FARGO

)!H Zynga

7% THOMSON REUTERS

FrNVESTMENTS

+ 14 anonymous

. L
firms T
cigital

5


Presenter
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28 of 42 firms


BSIMM by the numbers

| s BSIMM? BSIMM3

Measurements

SSG Members

Developers 67,950 141,175 185,316

Average SSG Age (yrs)

Financials
High Tech
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BSIMM is growing! More firms are participating in our science experiment of observing and reporting on the world around us.

One way to look at the numbers is that our experiment now encompasses almost 800 SSG members and 1800 satellite members working at 42 firms to protect the nearly 42,000 applications developed or maintained by nearly 200,000 developers.


Monkeys eat bananas

© 2012 Cigital Inc.

m BSIMM is not about
good or bad ways to
eat bananas or
banana best
practices

m BSIMM is about
observations

m BSIMM is descriptive,
not prescriptive
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See the informIT article “Cargo Cult Computer Security” (January 28, 2010)

http://www.informit.com/articles/article.aspx?p=1562220



A Software Security Framework

The Software Security Framework (SSF)

Governance Intelligence SSDL Touchpoints | Deployment
Strategy and Metrics Artack Models Architecture Analysis Penetration Testing

Compliance and Policy Security Features Code Review Software Environment

and Design

Training Standards and Security Testing Configuration Management
Requirements and Vulnerability Manage-

ment

m Four domains

m Twelve practices

m See InformlIT article on BSIMM website .
http://bsimm.com :--'
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BSIMM articles and the BSIMM itself can be found on the website at http://bsi-mm.com.

The SSF is covered exclusively in an informIT article:

A Software Security Framework: Working Towards a Realistic Maturity Model (October 15, 2008)
http://www.informit.com/articles/article.aspx?p=1271382 



D
Architecture Analysis practice skeleton

SSDL TOUCHPOINTS: ARCHITECTURE ANALYSIS

Capruring sofrware architecture diagrams, applying lists of risks and threats, adopting a
process for review, building an assessment and remediation plan.

Objective Activity Level
M— o get started with AA | perform security feature review 1
m_ e demonstrate value of AA with real data pcrﬁ:rm dcsign review for high-rislc applicatin-ns
M_ o build internal capability on security architecture | have S5G lead review cfforts
m._ o have a lightwcight appmach to risk classification | use risk questionnaire to rank apps
and prioritization

[AA2.1] g model objects | define/use AA process 2
m.—— promote a common language for describing architecrure | standardize architectural descriptions (include dara

How)
[AA2.3] g build capability organization-wide | make SSG available as AA resource/mentor
m— e build capabilities organization-wide | have software architects lead review efforts 3
W r— build proactive security architecture | drive analysis results into standard architectural

patterns (T: sec features/design)
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Each practice has a set of activities associated with it.  They are divided into 3 levels.


D
i Example activity

[AAL1.2] Perform design review for high-risk
applications. The organization learns about the
benefits of architecture analysis by seeing real results
for a few high-risk, high-profile applications. If the SSG
IS not yet equipped to perform an in-depth architecture
analysis, it uses consultants to do this work. Ad hoc
review paradigms that rely heavily on expertise may be
used here, though in the long run they do not scale.
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There is a paragraph like this describing each of the 109 activities.  Note the REAL example.


i Real-world data (42 firms)

m [nitiative age m Satellite size
m Average: 5.5 years m Average: 42.7
m Newest: 1 m Smallest: O
m Oldest: 16 m Largest: 350
® Median: 4 m Median: 15

m SSG size m Dev size
m Average: 19.2 m Average: 5183
m Smallest: 0.5 m Smallest: 11
m Largest: 100 m Largest: 30,000
® Median: 8 ® Median: 1675

Average SSG size: 1.99% of dev group size i

© 2012 Cigital Inc.
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This is the basic information about our pool of 42 firms.

All 42 firms have an SSG.  This fact is important enough that we devoted an informIT article to it:
“You Really Need a Software Security Group” (December 21, 2009)
http://www.informit.com/articles/article.aspx?p=1434903 


A satellite is the group of people that don’t work directly for the SSG, but still carry out day-to-day grass roots software security efforts.

The universal approach in the data set so far is to have someone specifically responsible for software security and, on average, have that team include, on average, approximately one person for every 100 developers. Every firm in the BSIMM study attributed their ongoing success to having someone specifically responsible for software security and the growth of a satellite.


BSIMM3 Scorecard
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109 Activities

3 levels

Top 12 activities
m 69% cutoff
m 29 of 42 firms

Comparing
scorecards between
releases is
Interesting
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Presentation Notes
This is the 42 firm raw data about activities.


BSIMM3 as measuring stick

BSIMM Scorecard for: FIRM Raw Score: 41
Governance Intelligence SSDL Touchpoints Deployment
Activity Data Poof FIRM | Activity Data Pool FIRM | Activity Data Pool FIRM | Activity Data Poe/ FIRM
[SM1.1] 20 1 [AM1.1] 13 1 [AAL 34 [PT1.1] 28
[SM1.2] =26 [AM1.2] 29 [AA1 29 [PT1.2] 32
[SM1.3] 28 [AM1.3] 24 [AAL 24 [PT1.3] 30
[sM1.4] 38 S [AM1.4] 13 [AAl 28 [PT2.2]1 15
[SM1.6] 20 [AM1.5] 25 1 [AA2 g [PT2.3] 20
[5M2.1] 18 [AMZ2.1] 12 1 [AAZ 6 [PT3.1] i0 1
[SM2.2] 22 [AM2.2] 12 1 [AA2 12 [PT3.2] 6
[sM2.3] 22 [AM2.4] IS5 [AA3 g
[SMz.5] 20 1 [AM3.1] 3 [AA3 4
[SM3.1] 13 1 [AM3.2] 5
[5M3.2] 5
[cP1 25 [sFD1.1] 37 [ [crR1.1] 19 1 [SE1 19 1
[CP1 38 [SFD1.2] 29 1 [CR1.2] 20 1 [SE1 38
[CP1 34 [SFD2.1] 23 [CR1.4] 29 [SE2 19
[cPz 19 [SFD2.2] 15 [CR2.2] 14 [SEZ2 7
[cP2 27 [SFD2.3] 14 1 [CR2.3] 19 1 [SE2 22
[cP2 20 [SFD3.1] & 1 [CR2.4] 17 1 [SE3 11
[cPz 18 [SFD3.2] @ [CR2.5] 13
[cP2 26 [CR3.1] 12 1
[CP3 7 [CR3.2] 3
[CP3 i1 [CR3.3] 5 1
[CP3 g
[T1.1] 22 [ sR1 31 [5T1 32 cM 33
[T1.2] 11 [SR1 22 [ST1 12 CM 35
[T1.3] 5 1 [SR1 25 [ST1 28 1 [cMm 29
[T1.4] i1 [SR1 i7 [5T2. 20 CcM 27
[T2.1] 16 [SR2 10 1 [ST2. 7 CcM 22
[T2.2] 18 1 [SR2 17 [ST3 g cM 5
[Tz.4] 20 [SR2 18 1 [5T3 2 CcM 6
[T2.5] 2 1 [SR2 17 [ST3 4
[T3.1] 6 [SR2 19 1 [ST3 4
[T3.2] 4 a
[T2.3] 7
[T2.4] 6
Legend: Activity 109 activities from BSIMM, shown in 4 domains and 12 practices
Data Pool count of firms (out of 42) observed performing this activity

© 2012 Cigital Inc.

one of the most commonly observed activities across all participants

where we did not cbserve a most common activity
where we did cbserve a most commaon activity

a practice where the firm's high-water mark score is below the average of the 42 firms
a data-driven candidate activity for increasing practice maturity
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Presentation Notes
A higher-resolution view of the same data shows how the spider diagram curve relates to the 110 activities in the BSIMM.  We have also highlighted the 12 “things that everybody does” for a quick comparison of the basics.  Blue shift practices are those practices in the spider diagram (see previous slide) where the firm was behind the average.  By noting which activities other firms are carrying out in those practices, the target firm can create a data-driven strategic plan.


11 “movers and shakers” longitudinal
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BSIMM9 longitudinal

Strategy&Metrics
Config. Mgmt. EVuln. B ___3:11'" —

Megmt.

Arch. Analysis

First 9 (BSIMM3)  sssssFirst o (BSIMM)
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% Change 8.7 16.7 4.3 14.3 0.0 4.8 -2.6 9.1 -8.7  18.2 143 27.3 cigi.tal

©2012 Cigital Inc.



Top ten longitudinal

Strategy&Metrics
) 3010
Config. Mgmt. EVuln. P — _ _
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Pen.Testing
sec. Testing '
Code Review — -
Arch. Analysis
Top Ten (of 42) =s=Top Ten (of 30)
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ISVs and tech pull ahead of financials
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I What about the government?
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BSIMM3 to BSIMM4

m BSIMMS3 released September 2011 under creative
commons

N

m [talian and German translations available
m BSIMM is a yardstick

m Use it to see where you stand

m Use it to figure out what your peers do
m BSIMM3->BSIMM4

= BSIMM is growing

m Target 50 firms

m Target 100 measurements
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The current state of the BSIMM model.  We are actively seeking more firms for BSIMM4.

http://bsimm.com�

D
i Join the BSIMM Community

BSIMM Community Conference Annapolis 2010
BSIMM Mixer RSA 2011
BSIMM Community Conference Skamania 2011
BSIMM Mixer RSA 2012

BSIMM Europe Community Conference Amsterdam
2012

m BSIMM Community Conference <NY/Boston> 2012

m Moderated highly-functional mailing list

m The BSIMM describes the work of 786 full time
software security professionals
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The current state of the BSIMM model.  We are actively seeking more firms for BSIMM4.





SearchSecurity & Justiceleague Blog

m  www.cigital.com/justiceleague

%&E“ﬁtﬂﬂ“ m In-depth thought leadership blog

www.searchsecurity.com from the Cigital Principals

No-nonsense monthly security = Scott Matsumoto

column by Gary McGraw debuts m Gary McGraw

in April = Sammy Migues

m John Steven

m  www.cigital.com/~gem/writing m Paco Hope

© 2012 Cigital Inc.
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IEEE Security & Privacy + Silver Bullet Podcast

m Building Security In
THE m Software Security Best

SI LVE R Practices column edited by
John St
BU LLET o WSVV\?COFT?[\D/EIZF.OI‘g/SGCUI’ity/bSiSUb/

SECURITY PODCAST
WITH GARY McGRAW
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The Silver Bullet security podcast has many thousands of regular listeners.  With 26 episodes released to date, silver bullet includes interviews with many security luminaries including: Bruce Schneier, Ross Anderson, Avi Rubin, Dan Geer, Mike Howard, ana many others.

Dr McGraw is the founding editor of the Building Security In Department of IEEE Security & Privacy magazine. John Steven and Gunnar Peterson currently edit the department.  This magazine is the best periodical in security, with both scientific accuracy, cutting edge technology, and real world relevance.


I Software Security: The HOW TO Book

Addison-Wesley Software Security Series vy

SO FTWARE

EHFI'f HcGRAW

Foreword by Dan Geer

I%mldm
Seeure Software

THE SECURITY
DEVELOPMENT
LIFECYCLE

. . IR
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m How to DO software
security

Best practices
Tools
Knowledge

m Cornerstone of the
Addison-Wesley Software
Security Series

® WWW.SWSeC.Com

A
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Wesley il
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Get Involved in the BSIMM Community

m http://bsimm.com

B \WE NEED GREAT | scsonmesey sortwere secuy seres ¢ -
PEOPLE SOFTWARE r ]
m See the Addison-Wesley -‘f

Software Security series

m Send e-mail: gem@cigital.com

GARY HcGRAL

Foreward by Dan Geer

(14 .
So now, when we face a choice

between adding features and
resolving security iIssues, we need
to choose security.”

-Bill Gates

© 2012 Cigital Inc.
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