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RYAN KAZANCIYAN
[kah-ZAN-see-yan]

= Principal Consultant

= Incident response,
forensics, penetration
testing, application security

= |nstructor for BlackHat, LE
courses

= > 13 APT investigations in
the past year
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“State of the Hack” .
APT Intrusions © Ranoant

 Who: Well-equipped adversaries with
specific collection objectives

= How: Exploitation, persistence, data theft
remain trivial
- “Perimeter” (Layer 8 - users) insecurity
- Internal network insecurity
- Unreliable preventative controls



Investigative Challenges LI

« Limited knowledge from initial breach
detection (or notification)

= Fully scoping the compromise before
remediation

= Conducting enterprise scale host and
network-based forensic analysis

= Rapid detection, containment, and
response Is the new prevention
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From intrusion to I0Cs ¥ Ranoanr

Intrusion Process Intrusion Evidence

Installers &
Droppers

Attacker Tools
& Ultilities

Exploit
Vectors

Maintain
persistence

Reconnaissance Data theft

Persistent

e ; Malware
Initial intrusion

Compromised
_ C2 Addresses Acconite
Establish Obtain

backdoor credentials

Staged Data

Indicators of Compromise
Registry Memory Logs Network
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The OpenlOC Format S

= |OC = “Indicator of Compromise”

= A format to organize your intelligence
= Logical groupings of forensic artifacts
« Extendable for any indicator type

= XML (of course)

= Based on lessons learned in the field



Before OpenlOC B manoiant

= Lists of stuff to find evil

- Easy to create
- Difficult to maintain

LUI O/ 24404/ JdY440YYLYILO4LLU

77a514079485a126e6002926¢ebc

- Terrible to share
= Lists do not provide context &
- An MD5 of what? R e

- Who gave me this?
- Where is the report?
- Where is the intelligence??

= Lists encourage reliance on
easily mutable forensic
artifacts
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|IOC allows this... B anoianT

File Name is sunjrelé.exe
File Name is eicléux.sys
File Name is eZléee.msi
File Name is webserv3Z.exe
File Name 1 ©e092Tux.sys
File Name is bZ€092 .msi
File Name is uddilé.exe
File Name is aicléux.sys
File Name is bZléee.msi
File MD 5611458A5A03998CB12€B8190E2818Ce3
File MDS is 711F4FES3EAOEBFZ53FA0643EZ273FESB
File MDS is 4BFDB1ACBB32348E3D4572CDB8BBSAEGFC
File MD5 is CBB8S5S50122D2€75590C874B45559306753
File MD5S is B8B911BZD548FF2€AE6CZ36D3DAZDDFZC
File MDS is 40236€D37AS54CCA712Z3BA0FC771DEE30
File MDS5 is SB8ASDFSACB5A1755CB3EBE1d4AERS458
File Name commdlgé4d.exe
File Name is ai3lux.sys
File Name is b30ee.msi
File Name is smscig3Z.exe
File Name is a0c77ux.sys
File Name is b0O87ee.msi

~File MD5 is 1554EB413FDARDEG14031B2231E35C7B
File Name contains ‘\Application Data‘\Microscft\Media Player\DefaultStore3Z.exe
File Name ccntains \Application Data\Microscft\Media Index‘\wmplibrary32.db
File Name ccntains \Favorites\janny.jpg
Process Handle Name is www.TW0S01l.2.org
Erocess Handle is www._UG0S902.2.0rg
Process Handle is www.UG0S05.

Process Handle is UD0804.

1.2.
Process Handle is www . WWO0S02Z.
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...to become this

\

Add:

Definttion:

Mame: STISVC.DLL Type 2 W —— -
Author:  nyan kazanciyan@mandiant.com ‘group MFROO-0001 ¢ E‘
report MA1Z345
GUID: 116fcBd2-41b8-4cfc-B590-978d42414:
category  Backdoor
DE—'Eﬂ'iptiﬂn: nrade Relrzzs 5

This malware is a baclkdoor trojan that gets loaded as a Windows Service. It intiates command and contral via an 551
encrypted HT TP S session to a hard-coded CZ address. The backdoor features include remote file transfer, command
execution, and screen capture

]

AND
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|:_:|.. AND

~File
-~ File
-~ File
~File
-~ File
-~ File
- BND

-~ Process Handle Hame contains PooElobalExitEwent
- Hetwork DNS contains ewvilsite.com

-~ File Hame i3 bkackins.exe

~File Hame is stisw.dll

-~ File MD5 is e883gc7L££170%28013765151cl757efe?

-~ File MD5S is 44e03e0l14a7Z%bo7i0eccidZ2fZz9o48ce5

Import Function is CmdBatWNotification
Import Function is FlushConsocleInputBuffer
Size is [93000] TC [125000]

Import Name is wininet.dll

Import WName contains urlmon.dll

Import Name contains changeserviceconfigia

- Bervice Wame contains StiSwe

m




Our |IOC schema

= 37 10C
characteristics
shown (out of

our current
233)

= OpenlOC
schema easily
edited and
expanded

11
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Characteristics

File Accessed Time

Definition of Characteristic
Last access time of a file

Characteristics
File PeakEntropy

D

EAN DIANT

Definition of Characteristic
Peak entropy of a file

File Attribute Attributes of a file (Read-only, File Raw Calculated checksum of a file
Hidden, System Directory, etc.) Checksum

File Changed Time | File name modified of a file File Size Size of the file

File Compile Time | Checks the compile time of a file File Strings Readable strings of a file's binary

File Created Time | Creation time of a file data

File Digital Description of whether the EEhs 20 G e (LT

Signature signature is verified or not Metwork String URI | URI associated with network

Description traffic

File Digital Verifies that a digital signature Metwork String User agent associated with

Signature Exists exists User Agent network traffic

File Digital Verifies a digital signature is valid Process Handle Mame of a process handle

Signature Verified MName

File Export Export function declared by a file Process Name MName of a process

Function Registry Key Modification time of a registry key

File Extension Extension of a file ModDate

File Full Path Full path for a file Registry Checks the total number of

File Import Import function declared by a file NumSubKeys i:nl-ce}rs associated to a registry

Function y

File Import Name

Impaort name declared by a file

Registry Path

Path of a registry item

Registry Text

Contents of the registry text field

Service Descriptive
Name

Description text of a service

File MD5 MDS5 of the file

File Modified Time | Modified time of a file

File Mame MName of a file

File Owner Owner of the file

File Path Path of a file

File PE Type Checks the PE type of a file

Service DLL DLL implemented by a service
Service Name Mame of a Service
Service Path Path to the service file

Service Status

Checks the current status of a
service




D

Types Of IOCS / ¥ ANDIANT

» Specific & » Characteristics * Focus on what
targeted unique to a attacker does
family of rather than
. MD5, compile variants what malware is
time, file size,
file name + « Rack & stack  Staging
path, etc. data (e.g. locations, name
services) conventions,

etc.

_ i
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Using IOCs In the

N

investigative lifecycle ¥ ot

Initial Leads —— P 10C Creation
»  MNetwork 10Cs
» Host [0Cs

» LR data review

-

» Forensic analysis » |DS/IPS
» Log analysis ITERATIVE » HIDS/HIPS
PROCESS » SIEM

» Malware analysis
» False positive » Investigative tools

identification '
\ -
- J

» Forensic image
= LR data collection
» Log data

EEEEEETC
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\

Scoping the incident " Ranoant

f\ What is a
Investigative “compromised”
® system?

All Systems

Unauthorized Access

Malware

Backdoors

Backdoored systems
Systems with malware
Accessed systems

Systems with staged
data -

Compromised
credentials

0O 00 D

(]
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Malware Analysis
}:E _ Report
- File MDS is d3b07384d1ll3edecdSea=6238ad5££00
File Mame is hkgina.bat ...This malware is a
- File Name is hkgina_dll "GINA" (Graphical
File Wame is hkgina.reg Identification and
. File MDS is 0c5356828700473247fd22f=2446c2ef4 Authentication)
. File MDS iz TeOfc8f0addSc862flE63bz4ead52643 replacement. It
File Name contains outhk.dat B records all users who
- AND _ log on to the system
. ~File Size is [24000] TO [2&000] and their passwords to
.~ File Compile Time is 2007-07-26T16:43:27Z file "outhk.dat"...

File Detected Anomalies contains checksum iz zero

File Detected Anomalies contains overlapping headers

File EntryPoint Sig Hame is kkrunchy \ Generic
- File

EntryPoint Sig Type is Packer

File Export Function contains WlxLoggedCutSas
i-Registry Path contains Windows NI\ CurrentVersion\WinLogon'GinaDLL ’_m
E----Regisltr],r Text contains hkgina.dll

EEEEEET
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Generic IOCs: Services £ alLETRS

Known Services (excerpts)

- AND

i Service WName is themes

?"Service DLL contains not ‘\system32Z\shsvcs.dll

‘. Service DLL contains not “aystem3Zhthemeservice . dll Wh|tel|st by

i~ Service HName is shellhwdetection

‘. Service DLL contains not “Iystem3Zihshaveos.dll

- BND

}"Eervice Hame is lanmanserver

‘. Service DLL contains not ‘\system32Z\srvsvc.dll

Whitelist by service

ServiceDLL name

(=~ AND

E ?"Service HName is lanmanserver

_ E----SErvin:EI1:E:|11,--“Elervin:EI::'LLSig]:la1:ur|aT-JErifiE-::'1 iz false
E ?"Service MName is termservice

?"5ErviceItemfaervicEDLLSignaturEUEIifiEd iz false

Digital Signatures

EEEENET T
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: ‘.. Service Path Signature Verified iz false
= AND
: ?"Service Mame is trkwks

_ ‘- Serviceltem/serviceDLLSignatureVerified is false
(= AND

M e — AT - — = - - T e D




Generic I0OCs & Stacking: &
Process User “services.exe” §f il

d:\documents and settings\*\local

settings\application data XXXX\e343141 1
d:\documents and settings\**\local

settings\application data XXXXX\e419461 1
d:\documents and settings\***\local

settings\application data XXXXXX\e439074 1
c:\windows\system32 nt-hallinta\system 3
c:\windows\system32 nt-myndighet\system 5

zarzadzanie

c:\windows\system32 nt\system 22
c:\windows\system32 nt instans\system 33
c:\windows\system32 nt-autoritat\system 137
c:\windows\system32 autorite nt\system 531
c:\windows\system32 nt authority\system 12752

_| | i
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Methodology 10Cs Y o

OB

£l AND N Activity-based:

: File Name is index.dat *Files opened

: L File Strings contains System Volume Information *CHM file opened
E- AND *Website visited

File Name contains hh_dat

e File Strings contains 2011 Salary.chm

T_TQL History URL contains www_innocuous-—-site_org -

EventLog user contains ADOMATN\UserlZ Compromised User:
- File Owner is ADOMAIN'UserlZ -Events generated
*Files owned
—IEI--D_R
: [=- AND
Evidence of 502
SUSplClOUS -+ File Full Path contains “Windows\SchedLgll_txt
§ - File Full Path contains “ZWWinnt'\SchedlglU_txt
scheduled tasks - oR

- File Strings contains atl.job
- File Strings contains atZ.job
-~ File Strings contains cmd.exe
-+ File Strimngs contains at3.jobk

-+ File Strimngs containa atd.job

-+ File Strimngs containa ath.job
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Don’t Panic! © RanoianT

= Avoid knee-jerk responses to
detected breaches

= You probably only know a
small piece of a larger puzzle 9
- Compromised systems @@N D
- Accessed systems IPAN D@

- Malware and utilities in place
- Malicious network endpoints B ol it cnn g

= [Incomplete response ensures [
attacker adaptation and
persistence
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Free resources ST

= Free tools = Resources
- 10Ce - M-trends
- Memoryze - forums.mandiant.com
- Audit Viewer - M-unition
- Highlighter = blog.mandiant.com
- Red Curtain = Education
- Web Historian - Black Hat classes
- First Response - Custom classes

= \WWebinar series
- Sign up

EEEEED
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MANDIANT IOC Editor S8

= Wwww.mandiant.com/products/
free software/ioce/

= Just updated!
= Schemas
= XML and XSLT examples

= Import and export data to and
from IOCs

= Much, much more!

EEEEEETCT
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EAN DIANT

Free Software

¥ oce

MANDIANT IOCe is @ free editor for Indicators of Compromise (I0Cs

). More

] Name VAU - invakd Usemames Type Relerence ‘
| - Commmand Shel Athor SOt SROCHES MeMGry 1O DArETHtens

I - vl Command Une Optons

1+ iwahd Process P GUD: 507916609000~ 4dad-ad70-0ak 0404

|« irvald Usemames Desopten

Y - Rogticts

Malware wil sometimes w08 peocess mpiacement afacks on lagt systen bnanes. I these cases | L‘ -
ALL) bt mont of thene cases  The mabware wil ioawn some system binary Som the comect path |
wndows' aysten i\ avchost exe tut the process wil be spawred a8 8 non ®andad system w



http://www.mandiant.com/products/free_software/ioce/
http://www.mandiant.com/products/free_software/ioce/
http://www.mandiant.com/products/free_software/ioce/

M-Trends 2011 P o

EANDIANTa

Download the full

report
http://www.mandiant.com

E Trends

when prevention fails

_| | i
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http://www.mandiant.com/
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