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Cybersecurity Standards:
A Marrage of Cognitive and Cyber Speed Activities & Info

CVE identifiers require analysts to investigate/correlate...
— Which enables tools to correlate at cyber speed...
OVAL definitions require analysts to define criteria...
— Which enables checking systems for user defined content at cyber speed...
CVSS scores require analysts to assign vector values...
— Which enables identifying severity and following a priori guidance on risk tolerance at cyber speed...
CPE names require vendors/analysts to assign names...
— Which allows correlating platform information at cyber speed...
CCE identifiers require analysts/vendors to identify controls...
— Which allows correlating settings with desired settings at cyber speed...
XCCDF requires analysts to craft policy statements...
— Which allows multiple tools to follow and report against user defined content at cyber speed...
OCIL requires analysts to craft questionnaires...
— Which allows multiple tools to ask and report against user defined content at cyber speed...
CWE requires analysts to create content about weaknesses, impacts, mitigations...
— Which enables tools to correlate at cyber speed...
CWSS requires analysts to describe the context specific factors to prioritizing weaknesses
— Which enables tools to directly give tailored rankings of findings for any specific application...
CAPEC requires analysts to document the individual components of attacks...
— Which enables correlation of observations at cyber speed and recreation of attacks as test cases...

MAEC requires analysts to document the variety of characteristics of malware...
— Which enables adhoc integration and interoperability of tools, repositories, and analysts as needed...



Example: SCAP’s Automation Requires

Consistent input from Cognitive activities feeding SCAP

Structured input & output to and from those Cognitive activities

Universal definition of concepts across SCAP elements
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What Standards Groups are Involved in Cybersecurity?

International
Standards
Development
Community
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Illustration from OSD Supply Chain Risk Management Office courtesy of BAH



What Standards Groups Have
Efforts Focused on Cybersecurity
and Assurance?




Assessment Languages (XCCDF/OVAL/OCIL)
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Enterprise Information Technology Infrastructures Are
There to Support Missions and Enterprise Capabilities
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Assessment Languages and the model beneath them...

« A platform: _Platform >
— Commercial or Open Source Software COTS/0SS Item

* OVAL Systems Characteristics File

— Core Schema

Core Schema )<

— Component Schema Component Schem3

* CPE names @

OVAL Defn

* Vulnerabilities
— CVE identifiers
— CVSS scores
— OVAL definitions OVAL Defn
* Misconfigurations
— CCE identifiers
— OVAL definitions
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Other things to model...

* A platform:
— Role/Mission
— Hardware Information Platform
* Architecture —
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Mission Modeling: using BPMN (Business Process Modeling
Notation) to represent missions and their cyber dependencies
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DoD Architecture Framework (DoDAF) V 2.0 Metamodel
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Architecture
Dirivers

Architectural Models
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Object Management Group — Architecture Driven
Modernization TF & Systems Assurance TF



ADM Standards Span the Entire
IT Architecture Spectrum
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Software Assurance Ecosystem: The Formal Framework

The value of formalization extends beyond software systems to include related software system process, people and documentation

Process Docs & Artifacts

Requirements/Design Docs & Artifacts 1

-

Process, People & Documentation

Evaluation Environment
= Some point tools to assist evaluators but mainly manual work

= Claims in Formal SBVR vocabulary - @
ﬂ‘i\ «’\/r‘,)/ | /
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= Evidence in Formal SBVR vocabulary
= Large scope requires large effort
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Software System / Architecture Evaluation
= Many integrated & highly automated tools to assist evaluators

= Claims and Evidence in Formal vocabulary

= Combination of tools and ISO/OMG standards

= Standardized SW System Representation In KDM ”D,Q
= Large scope capable (system of systems) =

(Iterative extraction and analysis for rules

T [ Hardware Environment |

Software System Artifacts
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Executable

-
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‘ Reports |
Risk Analysis, etc)
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Claims, Arguments and
Evidence Repository

- Formalized in SBVR vocabulary

- Automated verification of claims
against evidence

- Highly automated and sophisticated
risk assessments using transitive
inter-evidence point relationships
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NIST



NIST Special Publications:
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SP800-36
SP800-40
SP800-42
SP800-44
SP800-51
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SP800-82
SP800-86
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SP800-117
SP800-126

CVE

CVE

CVE

CVE, OVAL, CWE
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CVE, OVAL, CCE, CPE, XCCDF, CVSS

NIST Interagency Reports:

NISTIR-7007
NISTIR-7275
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NISTIR-7511
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NISTIR-7581
NISTIR-7628
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ITU-T Study Group 17 Question 4



ITU-T Study Group 17 Question 4
The CYBEX Model

Cybersecurity Cybersecurity

Entities O structuring cybersecurity information for Entities
“““““ exchange purposes e T

Cybersecurity H MEiyInG dac CIEcaveniy Cybersecurity

|

I I

I cybersecurity information and entities |

Information ! QO establishment of trust and policy : Information
acquisition : agreement bet(\;veen exc(:ihangin% entities : use

3 requesting and responding wit

(OUt of scope*) : cybersecurity information : (OUt of scope*)

__________ [ 3 providing for the assurance of W s
cybersecurity information exchange

* Some specialized cybersecurity information exchange implementations may require
application specific frameworks specifying acquisition and use capabilities
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CYBEX ontology model
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Detailed view of the CYBEX ontology model

with techniques shown
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ITU-T Study Group 17 Question 4:
Adopting the Information Security Community’s Efforts

XXX is one of a class of ITU-T Recommendations that comes from
a large, existing, global development and user community that
has written and evolved an open specification that is made
available to the ITU-T for adoption with agreement that any
changes or updates to the specification will be done in a manner
that ensures full technical equivalency and compatibility will be
maintained, that discussions about changes and enhancements
will be done through the original user community processes, and
includes explicit reference to the corresponding specific version
maintained by the user community. Thus, at the time of initial
adoption of Rec. X.XXXX, a due diligence verification and
statement of equivalency will occur; and as changes are effected
among the user community, timely reflection of those changes
will  be incorporated in subsequent versions of the
Recommendation through continued collaboration.



Status of ITU-T Recommendations

Title ITU-T M ET =0
Status Determination

x.1500 Cybersecurity Information Exchange (CYBEX) Techniques Final Dec 2010
x.1520 Common Vulnerabilities and Exposures Final Dec 2010
x.1521 Common Vulnerability Scoring System Final Dec 2010
X.cwe Common Weakness Enumeration Draft Aug 2011
x.oval Open Vulnerability and Assessment Language Draft Aug 2011
x.cce Common Configuration Enumeration Draft Aug 2011
x.capec Common Attack Pattern Enumeration and Classification Draft Feb 2012
x.maec  Malware Attribute Enumeration and Classification Draft 2012
X.CWSS Common Weakness Scoring System Draft 2012
x.cee Common Event Expression Draft 2012
x.cpe Common Platform Enumeration Draft 2012
x.arf Asset Reporting Format Draft 2012
x.xccdf Extensible Configuration Checklist Description Format Draft 2012

Bob Martin, 23 February 2011



ISO/IEC —JTC1/SC 7, SC 22, and SC27



ISO/IEC JTC1 SC7 15026 Assurance Case

Set of structured assurance claims, I
supported by evidence and reasoning
(arguments), that demonstrates how
assurance needs have been satisfied.

— Shows compliance with assurance
objectives

— Provides an argument for the safety
and security of the product or service.

— Built, collected, and maintained
throughout the life cycle

— Derived from multiple sources

System, Software, or Work Product

Make the case for adeqluate guality/ assurance of the

Quality / Assurance Case

justify belief in

\ 4

Claims

supports
<—

Arguments

Evidence

is developed for

v \ 4

Quality / Assurance <>_ Quality / Assurance

Factor Subfactor

Sub-parts

A high level summary

Justification that product or service is
acceptably safe, secure, or
dependable

Rationale for claiming a specified
level of safety and security

Conformance with relevant standards
& regulatory requirements

The configuration baseline

Identified hazards and threats and
residual risk of each hazard / threat

Operational & support assumptions

Attributes

Clear

Consistent

Complete

Comprehensible

Defensible

Bounded

Addresses all life cycle stages

oo0oo00oo
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ISO/IEC JTC1 SC22 WG23, TR 24772,
Programming Language Vulnerabilities

The Problem:

* Any programming language has constructs that are
imperfectly defined, implementation dependent or
difficult to use correctly.

* As a result, software programs sometimes execute
differently than intended by the writer.

* |n some cases, these weaknesses can be exploited by
hostile parties, or can lead to failure in anticipated
environments.

— Can compromise safety, security, privacy,
dependability or other critical properties.

— A vulnerability in any program can be used as a
springboard to make additional attacks on other
programs.



ISO/IEC JTC1 SC22 WG23, TR 24772,
Programming Language Vulnerabilities

A catalog of 60+ issues that arise in coding when using any
language and how those issues may lead to security and
safety vulnerabilities.

Cross-referenced to CWE.

Each discussion includes...
— Description of the mechanism of failure

— Recommendations for programmers: How to avoid or mitigate
the problem.

— Recommendations for standardizers: How to improve
programming language specifications.

First edition published in late 2010.

Second edition will add annexes specific to particular
programming languages.



ISO/IEC JTC1 SC22 WG23 Participants

National Bodies « Language Standards Groups

— Canada — SC 22/WG 9

— Germany — SC 22/WG14

— ltaly — SC 22/WG 5, INCITS J3

— Japan (Fortran)

— France — SC 22/WG 4, INCITS J4
(Cobol)

— United Kingdom
— USA

Other Groups

— RT/SC Java

— MISRA C/C++

— CERT

— MDC (Mumps)
— ECMA (C#, C++CLI)



What Is CISQ?
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Presenting Dependability Cases

Provide direct evidence that a system
satisfies its dependability requirements

stated as about
Dependability Dependability Dependability
goal claims properties
arguesgt provides—l
Dependability Dependability
case evidence
| N
 Auditable comprises * Tests
« Complete * Proofs
« Sound » Analyses

THE GLOBAL STANOARD FOR SOFTWARE QUALITY /
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CISQ Standards Infrastructure

Architecture Modernization
Platform Task Force

Defined metrics
MG

o

Weaknesses & anti-
patterns

Software Assurance
Platform Task Force

THE GLOBAL STANDARD FOR SOFTWARE QUALITY : < A WwWw.it-cisg.org



Questions?

o

ramartin@mitre.org



