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Today Everything’s Connected

When this Other System gets subverted 

through an un-patched vulnerability, a 

mis-configuration, or an application 

weakness…

Your System is 

attackable…
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Solutions Also Emerged Over Time
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Why Should We Re-Architect 

Cybersecurity?

Proposition: The divergent and unique manner 

in which each of our enterprises have 

implemented their cybersecurity capabilities, we 

as a community can not easily leverage each 

others efforts and experiences in coming up with 

practical and widely applicable approaches to:

• Acquisition

• Training

• Software Security Engineering

• Software Assurance Analysis

• Secure Software Operations



© 2011 MITRE

Like Security - Networks Evolved

Each new solution had to integrate with the existing solutions       

-->>    every enterprise ends up learning as they go and has a 
“unique” tapestry of solutions with “local practices”
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But A More Supportable 
Solution Is Possible 
with Standardized 
Approaches and the 
application of 
Architecting Principles
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Architecting Security with Information 
Standards for COIs

Asset
Management

System
Development

Vulnerability
Management

Configuration
Management

Threat
Management

System
Certification

Intrusion
Detection Incident

Management

Change
Management

Identity
Management

Trust
Management

Central
Reporting



© 2011 MITRE

What Do The Informational Building Blocks 
for “Architecting Security” Look Like?

 Standard ways for enumerating “things we 
care about”

 Languages/Formats for encoding/carrying 
high fidelity content about the “things we care 
about”

 Repositories of this content for use in 
communities or individual organizations

 Adoption/branding and vetting programs to 
encourage adoption by tools and services



© 2011 MITRE

 Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), configuration issues (CCE), software packages 
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

 Languages/Formats

– Support the creation of machine-readable state assertions, assessment 
results, and messages

• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 
from standards-based assessments (ARF), event patterns (CEE), malware 
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS), 
weakness risk (CWSS), assessment findings (SAFES/SACM), information 
messages (CYBEX/IODEF)

 Knowledge Repositories

– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network

– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:
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CVE 1999 to 2000to 2011
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CVE is Widely Used & Available  ……
45,218 and climbing…
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CVE Vendor/Industry Engagement
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 Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), configuration issues (CCE), software packages 
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

 Languages/Formats

– Support the creation of machine-readable state assertions, assessment 
results, and messages

• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 
from standards-based assessments (ARF), event patterns (CEE), malware 
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS), 
weakness risk (CWSS), assessment findings (SAFES/SACM), information 
messages (CYBEX/IODEF)

 Knowledge Repositories

– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network

– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:

CVE

OVAL

NIST/DHS NVD
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NIST/DHS NVD

CVE

OVAL

The Building Blocks Are:

Vulnerability

Alerts

Knowledge Repository
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 Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE), 
malware (CME), attack patterns (CAPEC), weaknesses in 
code/design/architecture (CWE)

 Languages/Formats

– Support the creation of machine-readable state assertions, assessment 
results, and messages

• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 
from standards-based assessments (ARF), event patterns (CEE), malware 
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS), 
weakness risk (CWSS), assessment findings (SAFES/SACM), information 
messages (CYBEX/IODEF)

 Knowledge Repositories

– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), code 
assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network

– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:

CVE

XCCDF & OVAL

NIST Checklists, CIS Benchmarks, NSA 
Configuration Guides, DISA STIGS

CCE CPE

NIST/DHS NVD
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NIST Checklists, CIS Benchmarks, NSA 
Configuration Guides, DISA STIGS

CVE

XCCDF & OVAL

CCE CPE

NIST/DHS NVD

The Building Blocks Are:

Configuration

Guidance

Knowledge Repository
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Remembering the Acronyms

• CPE (Platforms)What IT systems do I have in my enterprise?

• CVE (Vulnerabilities)What vulnerabilities do I need to worry about?

• CVSS (Scoring System)What vulnerabilities do I need to worry about 
RIGHT NOW?

• CCE (Configurations)How can I configure my systems more 
securely?

• XCCDF (Configuration Checklists)How do I define a policy of secure 
configurations?

• OVAL (Assessment Language)How can I be sure my systems conform to 
policy?

• OCIL (Interactive Language)How can I be sure the operation of my systems 
conforms to policy?

• CWE (Weaknesses)What weaknesses in my software could be 
exploited?

• CAPEC (Attack Patterns)What attacks can exploit which weaknesses?

• CEE (Events)What should be logged, and how?

• ARF (Results)How can I aggregate assessment results?

• MAEC (Malware Attributes)How can we recognize malware?
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• CPE (Platforms)What IT systems do I have in my enterprise?

• CVE (Vulnerabilities)What vulnerabilities do I need to worry about?

• CVSS (Scoring System)What vulnerabilities do I need to worry about 
RIGHT NOW?

• CCE (Configurations)How can I configure my systems more 
securely?

• XCCDF (Configuration Checklists)How do I define a policy of secure 
configurations?

• OVAL (Assessment Language)How can I be sure my systems conform to 
policy?

• OCIL (Interactive Language)How can I be sure the operation of my systems 
conforms to policy?

• CWE (Weaknesses)What weaknesses in my software could be 
exploited?

• CAPEC (Attack Patterns)What attacks can exploit which weaknesses?

• CEE (Events)What should be logged, and how?

• ARF (Results)How can I aggregate assessment results?

• MAEC (Malware Attributes)How can we recognize malware?

Standardization Efforts leveraged by the
Security Content Automation Protocol (SCAP)
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Centralized Reporting
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 Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), configuration issues (CCE), software packages 
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

 Languages/Formats

– Support the creation of machine-readable state assertions, assessment 
results, and messages

• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 
from standards-based assessments (ARF), event patterns (CEE), malware 
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS), 
weakness risk (CWSS), assessment findings (SAFES/SACM), information 
messages (CYBEX/IODEF)

 Knowledge Repositories

– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network

– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:

CAPEC

XCCDF & OVAL

DoD DIACAP & eMASS

CWE
CPE

CCE

ARF
MAEC CVSS CCSS

CWSS SAFES/SACM
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CAPEC

XCCDF & OVAL

DoD DIACAP & eMASS

CWE
CPE

CCE

ARF
MAEC CVSS CCSS

CWSS SAFES/SACM

The Building Blocks Are:

e-MASS

Knowledge Repository
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Enterprise IT
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 Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance

• Vulnerabilities (CVE), configuration issues (CCE), software packages 
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

 Languages/Formats

– Support the creation of machine-readable state assertions, assessment 
results, and messages

• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 
from standards-based assessments (ARF), event patterns (CEE), malware 
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS), 
weakness risk (CWSS), assessment findings (SAFES/SACM), information 
messages (CYBEX/IODEF)

 Knowledge Repositories

– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network

– Methods for assessing compliance to languages, formats, and enumerations

The Building Blocks Are:

CVE

OVAL

NIST/DHS NVD

CPE
CWE

CAPEC

CEE



© 2011 MITRE

NIST/DHS NVD

CVE

OVAL

CWE
CPE CAPEC

CEE

The Building Blocks Are:

Threat

Alerts

Knowledge Repository
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Enterprise IT Asset Management
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 Software Assurance Automation Protocol (SwAAP)

– For measuring & enumerating software 
weaknesses and the assurance cases.  

Common Weakness Enumeration (CWE), 

Common Attack Pattern Enumeration & Classification (CAPEC), 

Malware Attribute Enumeration & Characterization (MAEC), 

Common Weakness Scoring System (CWSS), 

OMG Structured Assurance Case Metamodel (OMG SACM), 

Software Assurance Findings Expression Schema (SAFES), 

NIST SAMATE’s “Food Label”, 

OMG Structured Metrics Metamodel (OMG SMM), 

ISO “Assurance Case” 15026 (ISO 15026), 

OMG Knowledge Discovery Metamodel (OMG KDM), 

OMG Abstract Syntax Tree Metamodel (OMG ASTM)

• plus SCAP to capture “accredited” system CPEs and CCE settings?

• OVAL checks for capturing “finger print” of software applications to 

address supply-chain risk measurement?
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