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Today Everything’s Connected
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through an un-patched vulnerability, a ,-M},#?,‘ o/
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The Software Supply Chain
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http://www.cnss.gov/instructions.html

Cyber Threats Emerged Over Time

“stealth”/advanced scanning techniques

widespread attacks using NNTP to distribute attack
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Solutions Also Emerged Over Time

email prﬁ%agation of malicious code

DDoS attacks

“stealth”/advanced scanning techniques e

widespread attacks using NNTP to distripute attack

. :
— bma%’(u:ryptlon.
i(”PrJaﬁTﬂ tailom NETWITNESS

widespread attacks on DNS
infrastructure

Cisco SYSTEMS Odebian

executable code attack agamst t&ers)dh

automated widespread

GUlintruder tools ~ attacks S ‘ (a
&%0 microsystems
network mgmt. diagnostic L
Klockwork || ¢ |
itfers INTERNET
sn! | [PECURITY
ORAC LG: SYSTEMS
e - JeT
EES5SE. F-SECURE
hijacking sessions e 4

bac e 5 oC. )

disabling audits

Internet social AﬂcAiee
engineering attacks Proven Sefurity”
Ipassword -
cracking OPH DS
Microsoft
packet spoofing |__automated
probes/scans
exploiting known ]
vulnerabilities burglaries
password
guessing

& 9
jﬁs ' ileﬂ%

/

séf‘f)q{@ﬁcated
commﬁf} qqﬁf

4 e..em SofgheThc oo
Nessus | %) Sophistication
angope. | P (ENZIC

#iffuse
RK SELGIMPTI TY .
( ,)55 -fO (LR ‘_,S

/\ “——home-users targeted
! distributed at\ERA
c:::;mde-sqgggrﬁiarpﬁq-__asp:
f” Ui akindows-based remote

controllabl@a@;\(g%

— S Y EY

’& SOFTWARE

Panda techniques to analyze cmﬁﬁzr
S’ yulnerabilities without so
denial-of-

Cco.
BIGFIX
service attacks

Q,Configure

SOURCE e

OVE

authentium

OUNCE LA
@ watcHfire

A ThreatGuard

& Secure Software

widespread

STAT),_

SECURITY THREAT AVOIOANCE | TEOINOLOGY

1980’°s

1990’°s

2000’s 2010’s



Why Should We Re-Architect
Cybersecurity?

Proposition: The divergent and unique manner
In which each of our enterprises have
Implemented their cybersecurity capabilities, we
as a community can not easily leverage each
others efforts and experiences in coming up with
practical and widely applicable approaches to:

« Acquisition

* Training

« Software Security Engineering

« Software Assurance Analysis

« Secure Software Operations

©2011 MITRE



Like Security - Networks Evolved

Each new solution had to integrate with the existing solutions

-->> every enterprise ends up learning as they go and has a
“unique” tapestry of solutions with “local practices”

©2011 MITRE




But A More Supportable
Solution Is Possible
with Standardized
Approaches and the
application of
Architecting Principles
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Architecting Security with Information
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What Do The Informational Building Blocks
for “Architecting Security” Look Like?

o Standard ways for enumerating “things we
care about”

e Languages/Formats for encoding/carrying
high fidelity content about the “things we care
about”

o Repositories of this content for use In
communities or individual organizations

o Adoption/branding and vetting programs to
encourage adoption by tools and services

©2011 MITRE



The Building Blocks Are:

e Enumerations

- Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance

- Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
e Languages/Formats

- Support the creation of machine-readable state assertions, assessment
results, and messages

Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS),
weakness risk (CWSS), assessment findings (SAFES/SACM), information
messages (CYBEX/IODEF)

o Knowledge Repositories
- Packages of assertions supporting a specific application

- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
- Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

©2011 MITRE
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The Building Blocks Are:

e Enumerations

- Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance

- Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
e Languages/Formats

- Support the creation of machine-readable state assertions, assessment
results, and messages

Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS),
weakness risk (CWSS), assessment findings (SAFES/SACM), information
messages (CYBEX/IODEF)

o Knowledge Repositories
- Packages of assertions supporting a specific application

- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
- Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

©2011 MITRE



The Building Blocks Are:
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The Building Blocks Are:

e Enumerations

- Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance

- Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE),
malware (CME), attack patterns (CAPEC), weaknesses in
code/design/architecture (CWE)

e Languages/Formats

- Support the creation of machine-readable state assertions, assessment
results, and messages

Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS),
weakness risk (CWSS), assessment findings (SAFES/SACM), information
messages (CYBEX/IODEF)

o Knowledge Repositories
- Packages of assertions supporting a specific application

- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), code
assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
—- Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

©2011 MITRE



The Building Blocks Are- _______
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Remembering the Acronyms

What IT systems do | have in my enterprise?

What vulnerabilities do | need to worry about?

What vulnerabilities do | need to worry about
RIGHT NOW?

How can | configure my systems more
securely?

How do | define a policy of secure
configurations?

How can | be sure my systems conform to
policy?

How can | be sure the operation of my systems
conforms to policy?

What weaknesses in my software could be
exploited?

What attacks can exploit which weaknesses?

What should be logged, and how?

How can | aggregate assessment results?

How can we recognize malware?

e CPE (Platforms)

CVE (Vulnerabilities)

CVSS (Scoring System)

CCE (Configurations)

XCCDF (Configuration Checklists)
OVAL (Assessment Language)
OCIL (Interactive Language)
CWE (Weaknesses)

CAPEC (Attack Patterns)

CEE (Events)

ARF (Results)

MAEC (Malware Attributes)

©2011 MITRE



Standardization Efforts leveraged by the
Security Content Automation Protocol

WLERPEEE LD EW LRSI o CPE (Platforms)

What vulnerabilities do | need to worry about? CVE (Vulnerabilities)

What vulnerabilities do | need to worry about .
e CVSS (Scoring System)

How can | configure my systems more
securely?

How do | define a policy of secure . . .
configurations? XCCDF (Configuration Checklists)

CCE (Configurations)

How can | be sure my systems conform to
policy?

OVAL (Assessment Language)

How can | be sure the operation of my systems
conforms to policy?

What weaknesses in my software could be
exploited? CWE (Weaknesses)

OCIL (Interactive Language)

(WL ENEL =TSR S LTIV T ARG o CAPEC (Attack Patterns)
What should be logged, and how? o CEE (Events)

How can | aggregate assessment results? e ARF (Results)

How can we recognize malware? e MAEC (Malware Attributes)

©2011 MITRE
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The Building Blocks Are:

e Enumerations
- Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance

- Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
e Languages/Formats

- Support the creation of machine-readable state assertions, assessment
results, and messages

Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS),
weakness risk (CWSS), assessment findings (SAFES/SACM), information
messages (CYBEX/IODEF)

o Knowledge Repositories
- Packages of assertions supporting a specific application

- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
- Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

©2011 MITRE



The Building Blocks Are:

e-MASS J

Knowledge Repository
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Knowledge Repositories
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SBVR/MAEC/\K W/AL/XCCDF/
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The Building Blocks Are:

e Enumerations
- Catalog the fundamental entities in IA, Cyber Security, and Software
Assurance
- Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
e Languages/Formats
- Support the creation of machine-readable state assertions, assessment
results, and messages

Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (ARF), event patterns (CEE), malware
patterns (MAEC), risk of a vulnerability (CVSS), config risk (CCSS),
weakness risk (CWSS), assessment findings (SAFES/SACM), information
messages (CYBEX/IODEF)

o Knowledge Repositories
- Packages of assertions supporting a specific application

- Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
- Interpret IA, Cyber Security, and SwA content in context of enterprise network
- Methods for assessing compliance to languages, formats, and enumerations

©2011 MITRE



The Building Blocks Are:
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Knowledge Repositories

Operations Security Management Processes
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SCAP 1.1 uses the following specifications:

B Extensible Configuration Checklist Description Format (XCCDF) 1.1.4, a language for authoring
security checklists/benchmarks and for reporting results of checklist evaluation [QUIOS]

B Open Vulnerability and Assessment Language (OVAL) 5.6, a language for representing system
configuration information, assessing machine state, and reporting assessment results

B Open Checklist Interactive Language (OCIL) 2.0, a language for representing security checks that

requires human feedback

B Common Platform Enumeration (CPE) 2.2, a nomenclature and dictionary of hardware, operating

systems, and applications [BUT09]

B Common Configuration Enumeration (CCE) 5, a nomenclature anq
configurations

B Common Vulnerabilities and Exposures (CVE), a nomenclature an
software flaws’

B Common Vulnerability Scoring System (CVSS) 2.0, an open speci
severity of software flaw vulnerabilities [MELO7].

Special Publication 500-126
NIST Revien | DRAFD
ional In:

The Technical Specification
for the Security Content
Automation Protocol (SCAP):
SCAP Version 1.1 (DRAFT)

Recommendations of the National Institute
of Standards and Technology

Stephen Quinn
David Waltermire
Christopher Johnson
Karen Scarfone
John Banghart
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4 e Software Assurance Automation Protocol (SWAAP)

CWE

CAPEC

—  MAEC

CWssS

“Food Label”

OMG SMM

1SO 15026

OMG KDM

OMG ASTM

- For measuring & enumerating software
weaknesses and the assurance cases.

Common Weakness Enumeration (CWE),

Common Attack Pattern Enumeration & Classification (CAPEC),
Malware Attribute Enumeration & Characterization (MAEC),
Common Weakness Scoring System (CWSS),

OMG Structured Assurance Case Metamodel (OMG SACM),
Software Assurance Findings Expression Schema (SAFES),
NIST SAMATE's “Food Label”,

OMG Structured Metrics Metamodel (OMG SMM),

ISO “Assurance Case” 15026 (1SO 15026),

OMG Knowledge Discovery Metamodel (OMG KDM),

OMG Abstract Syntax Tree Metamodel (OMG ASTM)

» plus SCAP to capture “accredited” system CPEs and CCE settings?
« OVAL checks for capturing “finger print” of software applications to
address supply-chain risk measurement?
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Making Security Measurable
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Google
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MITRE, in coflaboration with
govemnment, industry, and
academic stakehoiders, is
improving the measurability of
security through enumerating
basaline security data,
providing standardized
languages as means for
accurately communicating the
information, and encouraging
the sharing of the information
with users by developing
repositories.

The other activities and
initiatives listed here have
similar concepts or compatible
approaches to MITRE's.
Together all of these efforts are
helping to make security more
measurable by defining the
concepts that need to be
measured, providing for high
fidelity communications about
the measurements, and
providing for sharing of the
measurements and the
definitions of what to measure

Home | About | Current Collection | Incubator | Evenis & Paticpation | Feedback Recuesied
Measurable security pertains at a minimum to the following areas:
® Vidnerability Management ® Asset Security Assessment ® Configuration Guidance = Maware Resporse ® Threat Analysis
® Intrusion Detection " Asset Management ® Patch Management ® Incident Management
Enumerations Languages Repositories
&5 Common Vulnerabilities and sures (CVE®) - common m Open Vuinerabiity and Assessment Langusge (OVAL®) - standard OVAL Repository - y OVAL
, vunerabdity dentifiers for ] Y d issuss e rShetsy C Y. and Patch D
Common Weakness Enumeration (CWE ™) - list of software Common Event Expression (CEE ™) - standardizes the way National Vulnerability Database (NVD) - U.S. vumamnyamsebesedmt\f

weakness types

CAPEC Common Attack Pattern Enumeration and Classification (CAPEC™)
- list of common attack pattemns

C Common Configuration Enumeration (CCE ™
C € configuration identifiers

‘.'CPE Common Piatform Enumeration (CPE ™) - common piatform

- commen secunty

CWE/SANS Top 25 - consensus kst of the 25 most dangerous programming errors

<EE

Maiware Attribute Enumeration and Characterization (MAEC™) -
MEC for aftribute-based matware

puter events are logged, and g

that integrates al publicly avaiable

NIST Security Content Automation Protocol (SCAP) - secunty content for

Benchmark Devel -
automatable security gudance

for creating

OVAL Interprater - free tool for collecting information for testing, carrying out OVAL
Definiticns, and presenting resuits of the tests

Benchmark Edtor™ - free tool !hat enhances and simplifies creation and editing of

Center for Intemnet Security (CIS) Consensus Secunity Metrics Definitions - set of
standard metrics and data definiticns that can be used across organizations to
collect and analyze data on security process performance and cutcomes

written in XCCDF and OVAL

Recommendstion Tracker™ - free tool that facilitates the development of automated
security benchmarks

Twenty Most Important Controls and Metrics for Eflective Cyber Defense and Emns.me Configuration Checklist DQM Format (XCCOF) - spamon
Contnuous FISMA Complance - twenty key actions or secunty “controis” that for uniform
Wsmmmlommmmgamkm Xp:

Open Checilist Interactive Language (OCIL) - standardized language for
SANS Top Twenty - SANS/FBI consensus kst of the Twenty Most Critical Internet expressing and evaluating non-automated security checks

Security Vulnerabilities that uses CVE-IDs 1o identify the issues
OWASP Top Ten - ten most critical Web applcation security flaws

WASC Web Security Threat Classdication - list of Web security threats

Commen Vuinerabiity Scoring System (CVSS) - open standard that conveys
wvulnerability severity and helps determine urgency and priority of response

technical control activites, checking, and
security measurement

Red Hat Repository - OVAL Patch Defintions commesponding to Red Hat Eata
security adwisones

Novell Repository - OVAL Definitions for SUSE Linux Enterprise compliance
checking

Debian Repository - OVAL Definitions corresponding to Debian security advisones
National Checklist Program Repository - U.S. government repository of publicly

‘avalable security checidsta/benchmarks

Cemmnmm%_m {CIS) Benchmarks -
with FISMA, the ISO standard, GLB, SOx.

accepted for
HIPAA, and FIRPA. and other regulatory req for security

best-practice security

DISA Security Technical Implementation Guides {STIGS) - U.S. Defense
Information Systems. Mem.ya (DISA) STIGS are configuration standards for DOD
abled devices and systems

Common Frameworks for Vuinerabdity Disclosure and Response (CVRF) - standard
format for reporting and sharing vulnerability information among multipie

La for Assessment Results [PLARR) -
requesting IT asset assessment results from tocls, databases, wcmerpmuets

Assessment Results Format (ARF) - open language for exchanging per-device
assessment results data between assessment 100is, assel databases, and other
products that manage asset information

Assessment Summary Results (ASR) - for
assessment results data

Federal Deskiop Core Configuration (FDCC) - OMB-mandated security
configuration for Microsoft Windows Vista and XP cperating system software

United States Government Configuration Sasaline (USGCB - security configuration
baselines for IT proeducts deployed across federal

View the current collection of organizations, activities, and initiatives.
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