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Measurement Overview
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Why Measurement

Drivers
• Need to demonstrate the value 

of SwA
• Decreasing funding and 

increasing accountability for it
• Calls for quantifiable ROI 
• Need for data to support 

decisions

Benefits
• Supports business case for assurance
• Provides quantifiable information to support decision 

making and accountability
• Quantifies SwA improvements
• Helps demonstrate regulatory compliance
• Helps demonstrate value to executives
• Motivates stakeholder to change behavior

Response
• Developing Practical measurement Framework for Software Assurance that

– Is harmonized with common system and software and security measurement methodologies
– Provides an approach for quantifying achievement of SwA goals and objectives within the 

context of individual projects, programs, or enterprises
– Provides a framework for the organizations to integrate SwA measurement in their overall 

measurement efforts in a cost-effective and a seamless manner
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Measurement Framework Summary

This document does This document does not
• Create a new stand-alone 

measurement approach for 
SwA

• Provide a single text book for 
SwA measurement that can be 
used without referencing other 
methods

• List ALL possible SwA 
measures that could be ever 
needed by a project or 
organization

• Explain how to integrate SwA measurement into 
existing measurement approaches

• Provide a common framework for addressing SwA 
measurement regardless of what measurement 
approach is used

• Explain a basic process for measurement 
common to referenced measurement 
methodologies

• Provide example goals/information needs and 
measures for four primary SwA stakeholder 
groups

• Contain measures based on common 
enumerations to get to tangible software-related 
things to measure
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Base Methodologies

• ISO/IEC 15939, Practical Software and System Measurement (PSM)

• CMMI Measurement and Analysis Process Area

• CMMI Goal, Question, Indicator, Measure (GQIM)

• NIST SP 800-55 Rev1, Performance Measurement Guide for 
Information Security

• ISO/IEC 27004, Information Security Management Measurement
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Measurement Process

Create/
Update

Measures

• Refresh measures to ensure they are still relevant to the project, program, or organization
• Train measurement staff

• State goals
• Identify data 

sources and 
elements

• Analyze how 
goals and data 
elements relate

• Create a series 
of measures

• Gather data 
from available 
data sources

• Document
/store data in 
an appropriate 
repository

• Analyze 
collected data

• Compile and 
aggregate into 
measures

• Interpret data
• Identify 

causes of 
findings

• Document 
measures in 
appropriate 
reporting 
formats

• Report 
measures to 
stakeholders

Continuous Improvement

Collect
Data

Store
Data

Analyze 
and

Compile
Data

Report
Measures

Use Measures

• Support 
decisions

• Allocate 
resources

• Prioritize 
improvements

• Communicate 
to executives 
and external 
stakeholders



Measurement Framework at a Glance
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Developing Measures

Reduce the 
number of 

vulnerabilities

How many of our 
defects contribute 

to security 
vulnerabilities?

Defects that are 
vulnerabilities 
identified in 

requirements, 
design, and test 

reviews 

Goal

QuestionMeasure

Indicated by a decrease in 
defects that are vulnerabilities 

found later in the lifecycle



What is Measurable



Enumerations
– Common Vulnerabilities and Exposures (CVE)
– Common Configuration Enumeration (CCE)
– Common Weakness Enumeration (CWE)
– Common Attack Pattern Enumeration and Classification (CAPEC)

Prioritization “Languages”
– Common Vulnerability Scoring System (CVSS) 
– Common Configuration Scoring System (CCSS) 
– Common Weakness Scoring System (CWSS)

is a list of identifiers (CVE-IDs) for publicly 
known vulnerabilities. 

is a list of identifiers (CCE-IDs) for security related configuration controls for OS platforms and 
mainstream applications. 

is a enumerated list (CWE-IDs) of the architecture, design, and implementation weaknesses that 
can lead to exploitable problems in software. 

is a enumerated list (CAPEC-IDs) of the patterns of attacks used by adversaries to go after IT 
systems. 

is a standard structured set of measures to convey vulnerability severity in order to help 
determine urgency and prioritize response.

will be a standard structured set of measures to convey the severity of software security 
configuration issues in order to help determine urgency and prioritize response.

will be a standard structured set of measures to convey weakness severity in order to help 
determine urgency and prioritize response.
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Data Sources for SwA Measurement



Common Vulnerabilities and Exposures (CVE)

• enables fast, accurate correlation of vulnerability 
information across the security industry  

• Key tenets
– one identifier for one vulnerability 
– dictionary of standardized 

descriptions for vulnerabilities and exposures
– publicly accessible for review or download from the Internet
– international scope
– industry participation in open forum (editorial board)
– compatibility program for 

products & services (~300) Foundation of NIST 
NVDCollectionNote: the CVE compatibility program is 

transitioning to an adoption/validation 
approach as a NIST/MITRE partnership



Difficult to Integrate Information on 
Vulnerabilities and Exposures

Vulnerability
Scanners

Incident Response
& Reporting

Vulnerability Web
Sites & Databases

Software Vendor
Patches

Intrusion Detection
Systems

Security
Advisories

Priority
Lists

Research ?????

?????

?????

?????

?????

?????????? ?????

?????

?????

?????
?????

?????

?????

?????

?????

?????
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?????
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?????



CVE is Widely Used &Available  ……
32,595 and climbing…

Czech
Danish Dutch Estonian

Finnish French German Greek Hebrew

Hungarian Icelandic Indonesian

Italian Japanese

Korean Latvian Lithuanian Norwegian Polish

Portuguese Romanian Russian Serbian Slovak
Slovenian

Spanish Swedish Turkish

Bulgarian
Catalan

Chinese Croatian

Arabic



CCE Entries Defined

CCE-W2K-178
Definition: The "restrict guest access to application log" policy should be set correctly. 
Technical Mechanism (1 or more):
(1) HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\EventLog\Application\RestrictGuestAccess
(2) defined by Group Policy 
Parameters (1 or more): (1) enabled/disabled

Standardized Identifier -Similar to existing CVE and CME 
– Final version may have no descriptive info embedded (e.g. 

W2K)

Definition - Describes the affect on system…
– …But does not assert a recommendation

Technical Mechanisms - Describes mechanisms used to 
achieve the intended affect

Parameter – Describes range of logical values

Standardized Identifier -Similar to existing CVE and CME 
– Final version may have no descriptive info embedded (e.g. 

W2K)

Definition - Describes the affect on system…
– …But does not assert a recommendation

Technical Mechanisms - Describes mechanisms used to 
achieve the intended affect

Parameter – Describes range of logical values

Standardized Identifier -Similar to existing CVE and CME 
– Final version may have no descriptive info embedded (e.g. 

W2K)

Definition - Describes the affect on system…
– …But does not assert a recommendation

Technical Mechanisms - Describes mechanisms used to 
achieve the intended affect

Parameter – Describes range of logical values

Standardized Identifier -Similar to existing CVE and CME 
– Final version may have no descriptive info embedded (e.g. 

W2K)

Definition - Describes the affect on system…
– …But does not assert a recommendation

Technical Mechanisms - Describes mechanisms used to 
achieve the intended affect

Parameter – Describes range of logical values



CCE Use in Configuration Guidance

• Written guidance for system configurations
• Primary User: Guide authors
• Actions:

– Must balance human readability against technical precision
– Consumers: Administrators, Configuration Management 

vendors, Configuration Audit vendors

NSA Solaris Guide 1.6 Configure SSH 
touch /etc/issue
cd /etc/ssh 
/etc/init/d/sshd stop
if [ ! –f /etc/hostname6.* ]; then

nawk ‘ /#ListenAddress 0\.0\.0\.0/ { sub(/^#/,”” }; \
/ListenAddress ::/ {$1 = “#ListenAddress” }; \

{ print  }’ sshd_config > sshd_config.new
mv sshd_config.new sshd_config
fi
nawk ‘/#Banner/ { sub(/^#/,””); $2 = “/etc/issue” }; \

/#IgnoreUserKnownHosts/ { sub(/^#/, “”); $2 = “yes” }; \
…

CIS Solaris Bencmark (XCCDF) 
Configure SSH 

CIS-54: SSH uses protocol 2 only? 
OVAL-DEF-ID: 78334

CIS-55: SSH daemon restricts root login? 
OVAL-DEF-ID:99383

CIS-56: SSH client has the proper global 
protocol configuration? 

OVAL-DEF-ID:49488
CIS-57: SSH daemon maximum authorization 
tries is properly configure? 

OVAL-DEF-ID: 28274
…

NSA Solaris Guide (XCCDF) 
Configure SSH 

NSA-CC: SSH protocol 2
OVAL-DEF-ID: 28274

NSA-CD: SSH rhosts
OVAL-DEF-ID: 18474

NSA-CE: SSH root login
OVAL-DEF-ID: 29883

NSA-CF: SSH client configuration
OVAL-DEF-ID: 74736

…

NSA Solaris Guide (XCCDF) 
Configure SSH 

CCE-Sol9-384: SSH protocol 2
OVAL-DEF-ID: 28274

CCE-Sol9-26: SSH rhosts
OVAL-DEF-ID: 18474

CCE-Sol9-178: SSH root login
OVAL-DEF-ID: 29883

CCE-Sol9-179: SSH client configuration
OVAL-DEF-ID: 74736

…

CIS Solaris Bencmark (XCCDF) 
Configure SSH 

CCE-Sol9-384: SSH uses protocol 2 only? 
OVAL-DEF-ID: 78334

CCE-Sol9-178: SSH daemon restricts root 
login? 

OVAL-DEF-ID:99383
CCE-Sol9-179: SSH client has the proper 
global protocol configuration? 

OVAL-DEF-ID:49488
CCE-Sol9-238: SSH daemon maximum 
authorization tries is properly configure? 

OVAL-DEF-ID: 28274
…



Testing
System 
Configuration

Deployment 
System 
Configuration

• Proactive approach to vulnerability or system management
• Primary User: IT administration
• Actions:

– Design: Defined to meet operational & security 
requirements

– Testing: Pre-deployment testing of configurations
– Deployment: Distribution and maintenance of configurations

Design 

CCE-W2K-47

CCE-W2K-63

CCE-W2K-39

CCE-W2K-4

CCE-W2K-47

CCE-W2K-63

CCE-W2K-39

CCE-W2K-4

CCE Use in Configuration Management



CCE Use in Configuration Audit

• Testing against “known-goods” (checklists)…
– not against “known-bads” (vulnerability lists)

• Primary User: Security Audit group
• Actions:

– Use audit tools to test compliance to external best practices
• E.g. CIS Benchmarks, NSA Guides, DISA Stigs, NIST 

Checklists
– Find checks in audit tools corresponding to requirements

NSA Configuration Issues
…
NSA-0: Accounts not locking out 
after 3 unsuccessful logon 
attempts
NSA-P: Autorun is enabled
NSA-Q:  Bad logon count not 
reset after 15 minutes
NSA-R: Last username is 
displayed in login dialog
…

COTS Configuration Checks
…
◘ PolicyLockoutThreshold
◘ RegVal93 
◘ PolicyLockoutObservationWindow
◘ RegVal99; RegVal118 
…

?

NSA Configuration Issues
…
NSA-0: Accounts not locking out 
after 3 unsuccessful logon 
attempts (CCE-W2K-3)
NSA-P: Autorun is enabled
(CCE-W2K-205)
NSA-Q:  Bad logon count not 
reset after 15 minutes 
(CCE-W2K-1)
NSA-R: Last username is 
displayed in login dialog
(CCE-W2K-212)
…

COTS Configuration Checks
…
◘ PolicyLockoutThreshold

(CCE-W2K-3)
◘ RegVal93 (CCE-W2K-205)
◘ PolicyLockoutObservationWindow

(CCE-W2K-1)
◘ RegVal99; RegVal118 

(CCE-W2K-212)
…



CCE Use in Situational Awareness 

• Comprehensive view of IT security posture
• Primary User: CISOs, CIOs, Compliance Officers
• Actions:

– Integration:  Combine results from multiple auditing tools
• E.g. Citadel, DISA Gold Disk, BindView, Symantec, CIS 

Scoring Tool 
– Reporting:  Roll-up and drill down for audit data

Check A.1
Check A.2
Check A.3
Check A.4

Check B.1
Check B.2
Check B.3
Check B.4
Check B.5

Tool A 

Tool B 

CCE-W2K-1
CCE-W2K-2
CCE-W2K-3
CCE-W2K-4
CCE-W2K-5
CCE-W2K-6

CCE ID 

Integration 

Vulnerability 

Patch

Configuration

Identity Access

Info Access

Dashboard
Org Unit

Functional Type

OS Platform

Config Type

View by… 

Reporting 



CCE Use in Compliance / C&A 

• Primary User: CISOs, CIOs, Compliance Officers
• Actions:

– Demonstrate compliance to high-level requirements
• E.g. ISO 17799, DoD Directive 8500.2, NIST sp800-53

– Demonstrate proper utilization of technical best-practices
• E.g. CIS Benchmarks, DISA Stigs, NSA Guides, Microsoft 

Guides
– Must “connect the dots” between requirements and technical 

controls (configuration settings)
• Example RTM from NIST

sp 800-53 Requirements Configuration Controls

No standardized way 
to reference 
configuration controls

CCE-W2K-35

CCE-W2K-246, CCE-W2K-99

CCE-W2K-169

CCE-W2K-243, CCE-W2K-135, CCE-W2K-187

CCE provides 
common language



Common Weakness Enumeration (CWE)

• dictionary of weaknesses
– weaknesses that can lead to exploitable vulnerabilities (i.e. CVEs)
– the things we don’t want in our code, design, or architecture
– web site with XML of content, sources of content, and process used 

• structured views
– currently provide multiple hierarchical views into all of the CWE 

dictionary content as well as sub-setting views and slices
– evolving to support dynamic views

• open community process
– to facilitate common terms/

concepts/facts and understanding
– allows for vendors, developers, 

system owners and acquirers 
to understand tool
capabilities/coverage and priorities

– utilize community expertise
– formal compatibility and 

effectiveness program (~30)

Foundation for 
otherDHS, NSA, OSD, 
NIST, OWASP, SANS, 

SEI, and OMG 
SwAEfforts

9/9/08



CWE-79 Failure to Sanitize Directives in a Web Page 
(aka 'Cross-site scripting' (XSS))

[cwe.mitre.org/data/definition/79.html]



CWE Compatibility & Effectiveness Program

17
28

cwe.mitre.org/compatible/

( launched Feb 2007)



Attack Patterns Overview

• Represent common approaches to attack
• Abstracted from actual exploits and attacks
• Gives you an attacker’s perspective you may not have on 

your own
• Excellent resource for many key activities 

– Abuse Case development
– Architecture attack resistance analysis
– Risk-based security testing
– Red team penetration testing

• Primarily attack-centric testing methods



What is CAPEC?

• Community effort targeted at:
– Standardizing the capture and description of attack patterns
– Collecting known attack patterns into an integrated 

enumeration that can be consistently and effectively 
leveraged by the community

– Classifying attack patterns such that users can easily 
identify the subset of the entire enumeration that is 
appropriate for their context

• Future plans:
– New patterns
– Align patterns with other resources
– Formalize patterns to finer granularity to support test case 

generation and bridging with the malware and incident 
response communities



Context: 
• zzz

Preconditions:
• ssdfsf

Test Data:
• ASCII single quote character

Action Steps:
• Enter single quote character into each web form field on the registration page
• Submit the contents of the registration page

Post Conditions:
• Test case fails if SQL error is thrown
• Test case passes if page submission succeeds without any SQL errors

Leveraging attack patterns as test case templates

Attack patterns contain information that can significantly assist in defining contexts, 
preconditions, test data, action steps, post conditions and variation axes for security 
test cases

• Context Description, Examples-Instances, Related Weaknesses, Related Vulnerabilities, 
Relevant Security Requirements, Relevant Design Patterns, Relevant Security Patterns

• Attack Prerequisites, Attacker Skill or Knowledge Required, Resources Required

• Description

• Description, Method of Attack, Injection Vector, Payload, Activation Zone

• Description, Attack Motivation-Consequences, Payload Activation Impact



Very simplistic CAPEC test case example

Test Case 1: Single quote SQL injection of registration page web form fields
Test Case Goal: Ensure SQL syntax single quote character entered in registration page web form fields does not 
cause abnormal SQL behavior

Context: 
• This test case is part of a broader SQL injection syntax exploration suite of tests to probe various potential 

injection points for susceptibility to SQL injection. If this test case fails, it should be followed-up with test cases 
from the SQL injection experimentation test suite.

Preconditions:
• Access to system registration page exists
• Registration page web form field content are used by system in SQL queries of the system database upon 

page submission
• User has the ability to enter free-form text into registration page web form fields

Test Data:
• ASCII single quote character

Action Steps:
• Enter single quote character into each web form field on the registration page
• Submit the contents of the registration page

Post Conditions:
• Test case fails if SQL error is thrown
• Test case passes if page submission succeeds without any SQL errors



SQL Injection– capec.mitre.org/data/definitions/66.html



Common Vulnerability Scoring System

Core aspects 
of the problem

Changes 
over time

Reflects your own 
organizations 
priorities

• NVD provides CVSS 
scores for all CVE 
identifiers

• Payment Card Industry 
(PCI) using CVSS to 
determine compliance

• Formal validation 
program (~10)

www.first.org/cvss/



Common Configuration Scoring System

csrc.nist.gov/publications/drafts/nistir-7502/Draft-NISTIR-7502.pdf

• Based on the same metric groupings as 
CVSS…base, temporal, and environment



Common Configuration Scoring System



Common Weakness Scoring System

• Will use a metric / component approach similar to CVSS but…
• The temporal component will take into account things like level of public 

awareness of the weakness, level of public knowledge about the 
weakness, availability of tools that scan for the weakness, availability of 
tools that attack the weakness, level of observed attacks on the weakness 
in the wild, etc.

• For example, buffer overflows and SQL injection might get higher 
scores because they're currently very well-known, whereas "SQL 
column truncation" is brand-new and thus less likely to be exploited by 
a general attacker.

• The environment component will need to reflect the application to 
application variation due to what the application’s function is and how 
accessible its attack surface is and any questions about exploitability.

• The base component of CWSS, unlike CVSS’s third-party analysis of 
public vulnerabilities a la NVD, can use a more granular approach that 
reflects the fact that each developer knows their code inside and out and 
can make use of a more detailed scoring calculation for the base score.  

cwe.mitre.org/cwss/



Measure Development Exercise
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What We Will Do

• Leverage the Framework to develop several 
measures that 
– Are included in the document
– Use enumerations 
– Can be adopted in today’s environment
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Items To Specify

• Goal/Information Need
• Entities
• Attributes
• Measures
• Formulas
• Frequency
• Responsible persons
• Visualization
• Interpretation
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Example 1

Measures Information Need Benefit

• Number of relevant attack patterns 
covered by executed test cases

• Density of test cases identified and 
executed per relevant attack pattern

• Ascertain that 
testing is conducted 
against all relevant 
attack patterns

• To ensure that testing has been 
conducted against all attacks 
relevant to the system, including 
all relevant steps, techniques, 
and varieties 
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Example 2

Measures Information Need Benefit

• Number and percent of applicable defects 
(weaknesses  - known CWEs and 
vulnerabilities – known CVEs) remediated 
before the system is operational  of total 
universe of applicable defects that could 
have been introduced throughout 
development

• Understanding of 
SwA that the system 
provides

• Understand the level of risk and 
potential liability generated by 
acquired/integrated product
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Example 3

Measures Information Need Benefit

• Number and percent of known 
vulnerabilities (CVEs) discovered post-
implementation that could have been 
remediated before implementation by 
impact of exploitation

• Number and percent of relevant high 
impact vulnerabilities (CVEs) present in 
the system

• Percent exploitable CVEs that were 
mitigated through various types of 
mitigating strategies, such as patches and 
service packs and mitigating controls 

• Identify 
vulnerabilities 
exploitation of which 
would have an 
unacceptable 
impact on 
organization’s 
mission

• Ascertain that all 
appropriate 
mitigating strategies 
have been 
collectively applied

• Better ability to prioritize 
resources for fixing 
vulnerabilities

• Focus vulnerability mitigation to 
exploitable vulnerabilities vs. all 
vulnerabilities regardless of their 
applicability

• Provides insight into cost and 
impact of SDLC implementation 
on business and mission 
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Measure 1

Goal/Information Need

Entity

Attributes

Base Measures

Formula

Derived Measures

Formula

Indicator

Decision Criteria

Interpretation
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Measure 2

Goal/Information Need

Entity

Attributes

Base Measures

Formula

Derived Measures

Formula

Indicator

Decision Criteria

Interpretation
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Measure 3

Goal/Information Need

Entity

Attributes

Base Measures

Formula

Derived Measures

Formula

Indicator

Decision Criteria

Interpretation



Conclusion
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What Did We Learn

• Was this easy to do?
• What was difficult?
• Why was it difficult?
• What can you take from here and use?
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What Can You Do?

• Take a look at the resources available at
– Developing Practical Framework for Software Assurance and Information 

Security Measurement (https://buildsecurityin.us-
cert.gov/swa/downloads/SwA_Measurement.pdf)

– Populating a web site of software assurance measurement resources 
(https://buildsecurityin.us-cert.gov/swa/measact.html)

– Making Security Measurable (http://makingsecuritymeasurable.mitre.org) to learn 
how to utilize the standards-based information in commercially available security 
measurement & management tools.

• Become a part of the collaborative solutions, share lessons learned and 
jointly work obstacles

– Pilot the measures

– Come back and tell us about your experience

https://buildsecurityin.us-cert.gov/swa/downloads/SwA_Measurement.pdf
https://buildsecurityin.us-cert.gov/swa/downloads/SwA_Measurement.pdf
https://buildsecurityin.us-cert.gov/swa/measact.html
http://makingsecuritymeasurable.mitre.org
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Contact Info

• Nadya Bartol, CISSP, ISSPCS
Co-Chair DHS SwA Measurement Working Group
bartol_nadya@bah.com

• Bob Martin
ramartin@mitre.org
http://measurablesecurity.mitre.org/

mailto:bartol_nadya@bah.com
mailto:ramartin@mitre.org
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