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A Definition of SCAP
SCAP is a suite of vulnerability management standards that together 
enable standardization and automation of vulnerability management, 
measurement, and technical policy compliance checking (soon 
remediation) along with enhanced product and database integration 
capabilities with machine readable reporting.
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SCAP is about Communication and Measurement
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Security Content Automation Protocol (SCAP)
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Integrating IT and IT Security Through SCAP
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eXtensible Checklist Configuration 
D i ti  F t (XCCDF)Description Format (XCCDF)

Definition:  XCCDF is an XML-based language for 
representing security checklists, benchmarks, and 
related documents in a machine-readable form. An 
XCCDF document represents a structured collection of 
security configuration rules for one or more applications security configuration rules for one or more applications 
and/or systems.
Specification: http://nvd nist gov/xccdf cfmSpecification: http://nvd.nist.gov/xccdf.cfm
Schema Location: http://nvd.nist.gov/xccdf.cfm



Common Vulnerability Scoring 
S t  (CVSS)System (CVSS)

Definition: CVSS is a scoring system that provides an 
open framework for determining the impact of 
information technology vulnerabilities and a format for 
communicating vulnerability characteristics.
S ifi tiSpecification:
http://csrc.nist.gov/publications/nistir/ir7435/NISTIR-
7435 pdf7435.pdf
SCAP CVSS Base Scores: http://nvd.nist.gov



SCAP Validation Program
Provides product conformance testing for Security Content 
Automation Protocol (SCAP) and the SCAP component 
t d dstandards

National Voluntary Laboratory Accreditation Program
Independent testing laboratoriesIndependent testing laboratories
Reports validated by NIST

http://nvd.nist.gov/validation.cfm (Validation Program)http://nvd.nist.gov/validation.cfm (Validation Program)
http://nvd.nist.gov/scapproducts.cfm (Validated Products)



SCAP Validation Capabilities
Currently being validated Currently on list, not yet being validated
FDCC Scanner Intrusion Detection and Prevention Systems (IDPS)*FDCC Scanner Intrusion Detection and Prevention Systems (IDPS)
Authenticated Vulnerability and Patch Scanner Patch Remediation*
Authenticated Configuration Scanner Malware Tool*
U th ti t d V l bilit  S A t S *Unauthenticated Vulnerability Scanner Asset Scanner*
Mis-configuration Remediation
Vulnerability Database
Mis-configuration Database

SCAP Component Standards
Common Vulnerabilities and Exposures (CVE) http://cve.mitre.orgCommon Vulnerabilities and Exposures (CVE) http://cve.mitre.org
Common Configuration Enumeration (CCE) http://cce.mitre.org
Common Platform Enumeration (CPE)* http://cpe.mitre.org
C  V l bilit  S i  S t  (CVSS) htt // fi t / /i d ht lCommon Vulnerability Scoring System (CVSS) http://www.first.org/cvss/index.html
eXtensible Configuration Checklist Document 
Format (XCCDF)

http://nvd.nist.gov/xccdf.cfm

O  V l bilit  A t L  (OVAL) htt // l itOpen Vulnerability Assessment Language (OVAL) http://oval.mitre.org

* Not currently available for validation



19 SCAP Validated Products from 13 Vendors

SCAP Validation Program was started February 2008



National Vulnerability Database
NVD is the U.S. government repository of public 
computer vulnerability information. 
It is designed to be based on and support vulnerability 
management standards (especially SCAP)
It receives 69 million hits per year
Used by Payment Card Industry, Federal Desktop Core 
Configuration, DHS, GSA Smartbuy, and security 
products



National Checklist Program Hosted at National 
Vulnerability Database WebsiteVulnerability Database Website



Questions?

Peter Mell
NVD Program Manager
SCAP Validation Program Manager
301-975-5572
mell@nist.gov

SCAP Validation Tools: http://nvd nist gov/scapproducts cfmSCAP Validation Tools: http://nvd.nist.gov/scapproducts.cfm
SCAP Validation Homepage: http://nvd.nist.gov/validation.cfm


