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Cyber Threats Emerged Over Time

“stealth”/advanced scanning techniques
widespread attacks using NNTP to distribute attack

widespread attacks on DNS infrastructure

automated widespread attacks

email propagation of malicious code

automated probes/scans

executable code attacks (against browsers) —

GUI intruder tools

network mgmt. diagnostics

sniffers —

hijacking sessions
back doors

disabling audits

Internet social
engineering attacks

packet spoofing

burglaries

password
cracking
exploiting known
vulnerabilities
password
guessing

1980’s

1990’s

DDoS attacks
— binary encryption

increase in tailored worms

sophisticated
command & control

Attack
Sophistication

diffuse spyware

anti-forensic techniques
home users targeted

distributed attack tools

increase in wide-scale Trojan horse distribution
Windows-based remote

widespread
denial-of-service
attacks

automated
probes/scans

2000's

controllable Trojans (Back Orifice)
www attacks

techniques to analyze code for
vulnerabilities without source code

2010’s



Solutions Also Emerged Over Time
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Like Security - Networks Evolved

Each new solution had to integrate with the

existing solutions -->> every enterprise ends up
with a “unigue” tapestry of solutions



But A More Supportable
Solution Is Possible with

Standards and
Architecture Principles
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Architecting Security
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What Do The Building Blocks for
“Architecting Security” Look Like?

Standard ways for enumerating “things we
care about”

Languages/Formats for encoding/carrying
high fidelity content about the “things we care
about”

Repositories of this content for use In
communities or individual organizations

Adoption/branding and vetting programs to
encourage adoption by tools and services



The Building Blocks Are:

e Enumerations

— Catalog the fundamental entities in 1A, Cyber Security, and Software
Assurance

* Vulnerabilities (CVE), configuration issues (CCE), software packages
(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture
(CWE)
« Languages/Formats

— Support the creation of machine-readable state assertions, assessment
results, and messages

e Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (CRF), software security patterns
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS),
information messages (CAIF & *DEF)

 Knowledge Repositories
— Packages of assertions supporting a specific application

* Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory ((NEVIHESNNXD),
code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools
— Interpret IA, Cyber Security, and SwA content in context of enterprise network
— Methods for assessing compliance to languages, formats, and enumerations



The Building Blocks Are:

OVAL

NIST/DHS NVD

Vulnerability
Alerts

Knowledge Repository



Knowledge Repositories
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The Building Blocks Are:

 Enumerations
— Catalog the fundamental entities in 1A, Cyber Security, and Software
Assurance
* Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE),
malware (CME), attack patterns (CAPEC), weaknesses in
code/design/architecture (CWE)
« Languages/Formats
— Support the creation of machine-readable state assertions, assessment
results, and messages
e Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (CRF), software security patterns
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a
vulnerability (CVSS), config risk (CCSS), weakness risk (CWSYS),
information messages (CAIF & *DEF)
 Knowledge Repositories
— Packages of assertions supporting a specific application
* Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (N\NE TG leedkissss CTESHawhimnaakiss NNEDA
Qonfigpuuredioom @ ctess , BN SMES), asset inventory (NSIVIDHS NXD), code
assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools
— Interpret IA, Cyber Security, and SwA content in context of enterprise network
— Methods for assessing compliance to languages, formats, and enumerations



The Building Blocks Are:

‘3, EXECUTIVE OFFICE OF THE BRESIDENT
! w
. ? ’Jf DF al Cyber Security Division/US-CERT

1al \/ulmar-ablhty Database

1lnerability manageme o Pity measdarement, and compliance checking

National Checklist Program

@ http: //nvd. nist.gov/ncp.cfm?repository O GEH B~ Google

\4 &/ NIST

EXECUTIVE OFFICE ©F THE PRESIDENT
OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON. DT 20503

At Details on the National Checklist Program (NCP) are available here.
?'h' e NCP contains 150 checklists cavering 146 products
August 11, 2008 :‘:?(ﬁ:g (try = :r::i:(::“pcm uct name) Sertd)
M-08-22 i
FROM: Karen
The checklists ane listed by the main product category of the IT product, e.g. firewall, 105,
Admin MEMORANDUM FOR THE CHIEF INFORMATION OFFICERS aperating system, web zerver, e
Office . ('_
FROM: nS.EL‘ans’f_‘%é;ﬁ?,{_L:/%/p-h_/] The checklists are listad by the manufacturer of the IT product.
Paul A Administrator B The nama of tha orpanization and suthors that producs tha checklist.
Admin| E-Government and Information Technology ks
SUBJECT:  Guidance on the Federal Desktop Core Configuration (FDICC) R P R e e e e D ) E e SR eI
SURIECT: Ensuri] op E sm-'n:ﬁmmmmmmwrmm To-be umed with SCAP
In March 2007, OMB Memorandum M-07-11 anncunced the “Implementation of Commaonly e e e e e e e
Accepted Se,cu.my Configurations for Windows Operating Systems directing agencies with

Windows XP ' deployed andfor plan to upgrade to the Vista aperatmg system to adopt the
Federal Desktop Core Configuration (FDCC) security configurations developed by the National
Institute of Standards and Technolegy (NIST). the Department of Defense (Do) and the
Department of Homeland Security (DHS).

Recent Updates (includes updates from the last 6 months)

The symbol @ denotes newly added checkists

pation Content - DISA Windows 2000 Security Chesklist % L
SCAP Configguration Content - Red Het Enterprise Linux

On June 20, 2008, NIST published the updated Federal Deskiop Core Configuration Major . o
SCAP Configuration Contant - Solsris 10

Wersion 1.0 sertings release. Relative to the previous version of FDCC which was originally o L e e e e T e
posted in July 2007, 40 settings have changed. Changes were derived from public comment SCAP OVAL Patches - Red Hat Entarpriss Linux

during the April and May 2008 public comment periods, analysis of the March 31, 2008, Agency
FDCC reports and subject matter expertise. FDCC Major Version 1.0 settings are available at
hetpedovd nist govifdec/download_fdec ofm.

Federal Desktop Core Configuration Major Version 1.0

FDCC Major Version 1.0 is based on Microsoft Windews XP Service Pack (SF) 2 and Microsoft
Windows Vista 5P 1. Although Security Content Automation Protocol (SCAP) Content has
been engineered so that it will also operate on Windows XP 5P3, near-term Windows XP patch
checking will be oriented toward Windows X SP2. Itis understood that many managed
environments throughout the Federal povernment implement service packs shortly after their
release. While near-term Windows XP checking is based on Windows XPYSP2, we do not

ser.ungs, see: hitpaie

b) The s  installg anticipate any significant measurement issues for Windows XP/SF3. NIST is currently working
software shall not al with IT product vendors to develop additional SCAP Content based on the FDCC settings for
mﬂf@m“- The :u aother platforms and applications.

Service for installati
silently install and w To coincide with the release of FDOC Major Version 1.0, new SCAF Content has also been
made available. This SCAP Content is inclusive of the 40 FDCC settings changes_ At this time,
¢) Applications design the FOCC is comprised of settings located at hitp:/ffdcc.nist.gov that can be checked using the
without elevated sys| updated SCAP Content and SCAP-validated tools with FDCC Scanning capability as specified

on the NIST website at http:/'nvd nist.goviscapproducts.cim. Net all FDCC settings can be
checked using automated scanning tools. NIST is coordinating the refinement of SCAP Content

Guiaance

oval.mitre.org

Knowledge Repository
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The Building Blocks Are:

e Enumerations

— Catalog the fundamental entities in 1A, Cyber Security, and Software
Assurance

* Vulnerabilities (CVE), configuration issues (CCE), software packages
(@, attack patterns (L), weaknesses in code/design/architecture

(CME)

« Languages/Formats

— Support the creation of machine-readable state assertions, assessment
results, and messages

e Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results
from standards-based assessments (@HP, software security patterns
(SEBXAR), event patterns (CEE), malware patterns (NAEED), risk of a

vulnerability (@X&H, config risk (QCSS, weakness risk (OWSES,
information messages (CAIF & *DEF)

 Knowledge Repositories
— Packages of assertions supporting a specific application

* Vulnerability advisories & alerts, (US-CERT Advisories/IAVAS),
configuration assessment (NIST Checklists, CIS Benchmarks, NSA

Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD),
code assessment & certification (NIST SAMATE, D MANCHP & eNNSDH

Tools
— Interpret IA, Cyber Security, and SwA content in context of enterprise network
— Methods for assessing compliance to languages, formats, and enumerations



The Building Blocks Are:

CCE
CAPEC

XCCDF & OVAL
CRF
MAEC
CCSS CWSS

DoD DIACAP & eMASS

e-MASS

Knowledge Repository



Knowledge Repositories

Attack Pattern Security Weakness Malware Asset Vulnerability Configuration
Knowledge Knowledge Knowledge Knowledge Knowledge Knowledge
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CVE/CWE/ CVE/CWE/ CVE/CWE/
CVSS/CRF/ CVSS/CRF/ CVSS/CRF/.

CCE/
Ccss/

OVAL/CRF/ CCE/CCSS/ CCE/CCSS/ CCE/OVAL/CCSS/
CRF/CWSS/ OVAL/CWSS/ XCCDF/CPE/
XCCDF/CPE
OVAL/CPE/ XCCDF/CPE/ CAPEC/CWSS/
XCCDF CAPEC/MAEC MAEC/CEE
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CWE/CAPEC/
SBVR/CWSS/
MAEC/OVAL/
XCCDF/CCE/
CPE/CRF
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Mitigating Risk Exposures Responding to Security Threats

Asset Configuration Vulnerability Threat Incident
Definition Guidance Alert Alert Report

CVE/CWE/CVSS/ CAIF/IDMEF/IODEF/CVE/CWE/
CPE/CWSS/ OVAL/CPE/MAEC/CCSS/CWSS/
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XCCDF CAPEC/MAEC MAEC/CEE
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Knowledge Repositories

Asset Configuration Vulnerability Threat Incident
Definition Guidance Alert Alert Report
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Knowledge Repositories
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Knowledge Repositories
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Knowledge Repositories

Asset
Definition

Configuration

Vulnerability
Guidance

Alert

CPE/OVAL

XCCDF/OVAL/
CCE/CCSS

CVE/CWE/OVAL/
CVSS/CWSS

Threat
Alert

CPE/CWSS/
CAPEC/MAEC

CVE/CWE/CVSS/

Incident
Report

CAIF/IDMEF/IODEF/CVE/CWE/
OVAL/CPE/MAEC/CCSS/CWSS/
CEE/CRF

OVAL/XCCDF/
CCE/CCSS/
CPE/CRF

System &
Software
Assurance
Guidance/
Requirements

CWE/CAPEC/
SBVR/CWSS/
MAEC

CWE/CAPEC/
SBVR/CWSS/
MAEC/OVAL/

XCCDF/CCE/

CPE/CRF

Development &
Sustainment
Security
Management
Processes

CCE/

CVE/CWE/

Cccss/ CVSS/CRF/

OVAL/CRF/ CCE/CCSsS/

XCCDF/CPE CRF/ICWSS/
OVAL/CPE/
XCCDF

CVE/CWE/
CVSS/CRF/

CVE/CWE;
CVSS/CRF/.

CCE/OVALICCSS
CCE/CCSS/ /

OVAL/CWSS/ XCCDF/CPE/
XCCDF/CPE/ CAPEC/CWSS/
CAPEC/MAEC MAEC/CEE

Operations Secun% Management Processes

CPE/CAPEC/MAEC/CWSS/CEE/CRF

INTERNET i —
Router Web Application Database
Servers Servers 1 Systems
DMZ = =
_ re—m1_T1IH I I o e
1 1 | 1 I
DNS Mail Web Desktop Desktop Desktop Desktop
Server Server Servers Systems Systems Systems Systems
erational Enterprise Networks
XCCDF
e £/ CWE/CVSS/CCE/CCSS/IOVAL/XCCDF/ E/CWE/CVSS/CCE/CCSS/OVAL/XCCDF/

PE/CAPEC/MAEC/CWSS/CEE/CRF

Enterprise IT
Change Management

Centralized Reporting

Enterprise IT Asset Management



Knowledge Repositories
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Making Security Measurable

-

MITRE, in collaboration with
government, industry, and
academic stakeholders, is
improving the measurability of
security through enumerating
baseline security data,
providing standardized
languages as means for
accurately communicating the
information, and encouraging
the sharing of the information
with users by developing
repositories.

The other activities and
initiatives listed here have
similar concepts or compatible
approaches to MITRE's.
Together all of these efforts are
helping to make security more
measurable by defining the
concepts that need to be
measured, providing for high
fidelity communications about
the measurements, and
providing for sharing of the
measurements and the
definitions of what to measure.

- -
1on of Inform.

Measurable security pertains at a minimum to the following areas:

® Vulnerahility Management
1 Intrusion Detection

Enumerations

Common Vulnerabilities and Ex
(CVE®) - ility i

EVE &

C\J\_% Common Weakness Enumeration (CWE™) -
VA, - list of software weakness types

CAPEC Common Attack Pattern Enumeration and
“ Classification (CAPEC™] - list of common

attack pattems
e~ Common Cor jon Eny (CCE™) -
C €- ] ity conf ion identifiers
.‘.:CP Common Platform En. ({CPE™) -

common platform identifiers

SANS Top Twenty - SANS/FBI consensus list of the Twenty
Maost Critical Intermet Security Vulnerabilities that uses CVE-
1Ds to identify the issues

OWASP Top Ten - ten most critical Web application security
flaws

WASC Web Security Threat Classification - list of Web

security threats

® Asset Secunty Assessment
§ Asset Management

O B e E
® Paich Management

Languages

Open Vulnerability and
(OVALE) - slanda'd for delermlnlng
1 bili ion issues

Language

KC'R‘F\ Cclnmonl Result Format (CRF™) -

standardized assessment result format for
ing i based on names

andnam‘ngschemes’
1 (CEE™) -

ECEE - eventsare

described, Iogged and exchanged

Evenl E;

OVAL Interpreter - free tool for collecting information for
testing, camying out OVAL Definitions, and presenting results
of the tests

Benchmark Editor™ - free tool that enhances and simplifies
creation and editing of benchmark documents written in
XCCOF and OVAL

Extensible Configuration Checklist Description Format
(XCCDF) - specification language for uniform expression of
security checklists, benchmarks, and other configuration
guidance

Cornmon Vulnerabiiity Scorng Svstem {CYSS) - open
standard that conveys vulnerability severity and helps
determine urgency and priority of response

Common Announcement Interchange Format (CAIF) - XML-
based format created to store and exchange security
its ina lized way

OMG Semantics of Business \:‘oo::al:u.l\aryI and Buslnnss
Rules (SEVR) - for i

vocabularies and rules among uuwmzmmns and software
tools

! o
anon 5

Home | CurentColiecion | Feedback Requesied

® Malware Response ® Threat Analysis
8§ Incident Management
m OVAL Repos ory communﬂymveloped
OVAL V v,

RePOSITORY

and Patch Dehnmons

National Vulnerability Datab (NVD) - U.S. vulnerability
dal.ahase bmad on C'U'E that |meg|ams all publicly available

vulr

NIST Security Content Automation Protocol (SCAP) -
secl.l'lty content for au‘tu'nalng technical mnlrd compliance
king, and

Red Hat Repository - OVAL Patch Definitions comespending
to Red Hat Emata security advisories

Cenlerfor Internet Securl_h; (CISI Senchmarks best-practice

li with FISMA,
the I1SO standard, GLB SOx, HIPM and FIRPA, and other
regulatory reguirements for mformatlon security

DISA Security Technical impiementation Guides {ETIGS) -
U.S. Defense Information Systems Agency’s (DISA) STIGS
are configuration standards for DOD |r|formallon assurance
and information and

View the current collection of organizations, activities, and initiatives.
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