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Like Security - Networks Evolved

Each new solution had to integrate with theEach new solution had to integrate with the 
existing solutions -->> every enterprise ends up 

with a “unique” tapestry of solutions



But A More Supportable 
Solution Is Possible with 
St d d dStandards and 
Architecture Principles
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What Do The Building Blocks for  
“Architecting Security” Look Like?

• Standard ways for enumerating “things we 
b ”care about”

• Languages/Formats for encoding/carrying 
hi h fid lit t t b t th “thihigh fidelity content about the “things we care 
about”

• Repositories of this content for use in• Repositories of this content for use in 
communities or individual organizations

• Adoption/branding and vetting programs toAdoption/branding and vetting programs to 
encourage adoption by tools and services



• Enumerations

The Building Blocks Are:
• Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE) attack patterns (CAPEC) weaknesses in code/design/architecture
CVE

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results and messagesresults, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS) config risk (CCSS) weakness risk (CWSS)

OVAL

vulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts (US CERT Advisories/IAVAs)• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

NIST/DHS NVD

Tools
– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations



The Building Blocks Are:
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• Enumerations

The Building Blocks Are:
• Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance
• Vulnerabilities (CVE), misconfigurations (CCE), software packages (CPE), 

malware (CME) attack patterns (CAPEC) weaknesses in
CVE CCE CPE

malware (CME), attack patterns (CAPEC), weaknesses in 
code/design/architecture (CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results and messagesresults, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS) config risk (CCSS) weakness risk (CWSS)

XCCDF & OVAL

vulnerability (CVSS) , config risk (CCSS), weakness risk (CWSS), 
information messages (CAIF & *DEF)

• Knowledge Repositories
– Packages of assertions supporting a specific application

• Vulnerability advisories & alerts (US CERT Advisories/IAVAs)• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), code 
assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)

Tools

NIST Checklists, CIS Benchmarks, NSA 
Configuration Guides, DISA STIGS NIST/DHS NVD

Tools
– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations
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• Enumerations

The Building Blocks Are:
• Enumerations 

– Catalog the fundamental entities in IA, Cyber Security, and Software 
Assurance
• Vulnerabilities (CVE), configuration issues (CCE), software packages 

(CPE) attack patterns (CAPEC) weaknesses in code/design/architectureCAPECCPE
CCE

(CPE), attack patterns (CAPEC), weaknesses in code/design/architecture 
(CWE)

• Languages/Formats
– Support the creation of machine-readable state assertions, assessment 

results and messages

CAPEC
CWE
CPE

results, and messages
• Configuration/vulnerability/patch/asset patterns (XCCDF & OVAL), results 

from standards-based assessments (CRF), software security patterns 
(SBVR), event patterns (CEE), malware patterns (MAEC), risk of a 
vulnerability (CVSS) config risk (CCSS) weakness risk (CWSS)

XCCDF & OVAL

SBVR
CRF

MAEC
CVSS CCSS CWSSvulnerability (CVSS), config risk (CCSS), weakness risk (CWSS), 

information messages (CAIF & *DEF)
• Knowledge Repositories

– Packages of assertions supporting a specific application
• Vulnerability advisories & alerts (US CERT Advisories/IAVAs)

CVSS CCSS CWSS

• Vulnerability advisories & alerts, (US-CERT Advisories/IAVAs), 
configuration assessment (NIST Checklists, CIS Benchmarks, NSA   
Configuration Guides, DISA STIGS), asset inventory (NIST/DHS NVD), 

code assessment & certification (NIST SAMATE, DoD DIACAP & eMASS)
Tools

DoD DIACAP & eMASS
Tools

– Interpret IA, Cyber Security, and SwA content in context of enterprise network
– Methods for assessing compliance to languages, formats, and enumerations
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