
Software Assurance in Acquisition: Mitigating Risks to the Enterprise 


Increasingly, software is executed and maintained by someone other than the acquirer and provided as a service to them.  Application service providers host the servers that support the applications in a data center and provide different levels of service, including security-related services.  Users remotely access the software. Suppliers should also ask software development questions for the appropriate software type to augment the questions below.

	#
	Questions
	Evidence
	Priority

(1-5)
	Score

(1-4)

	Service Confidentiality Policies 

	1
	What are your customer confidentiality policies? How are they enforced?
	
	1
	1

	2
	What are your customer privacy policies? How are they enforced?
	
	1
	2

	3
	What are the policies and procedures used to protect sensitive information from unauthorized access?  How are the policies enforced?
	
	1
	3

	4
	What are the set of controls to ensure separation of data and security information between different customers that are physically located in the same data center? On the same host server?
	
	1
	4

	Operating Environment for Services

	5
	Who configures and deploys the servers? Are the configuration procedures available for review, including documentation for all registry settings?
	
	2
	

	6
	What are your policies and procedures for hardening servers? 
	
	2
	

	7
	What are your data backup policies and procedures? How frequently are your backup procedures verified?
	
	2
	

	8
	What are the procedures for evaluating any vendor security alerts and installing patches and Service Packs?
	
	3
	

	9
	How are vendor patches and Services Packs applied?
	
	3
	

	10
	Is testing done after changes are made to servers? What are your rollback procedures in the event of problems resulting from installing a patch or Service Pack?
	
	2
	

	11
	What are the agents or scripts executing on servers of hosted applications? Are there procedures for reviewing the security of these scripts or agents?
	
	2
	

	12
	What are the procedures and policies used to approve, grant, monitor and revoke access to the servers? Are audit logs maintained?
	
	2
	

	13
	What are your procedures and policies for handling and   destroying sensitive data on electronic and printed media?
	
	2
	

	14
	Do you have a formal disaster recovery plan? What actions will be taken to recover from a disaster? Are warm or hot backups available?
	
	2
	

	15
	What are the procedures used to approve, grant, monitor, and revoke file permissions for production data and executable code?
	
	2
	

	16
	Is two-factor authentication used for administrative control of all security devices and critical information systems?
	
	2
	

	Security Service Available

	17
	What are the types of information security services you provide?
	
	3
	

	18
	How are virus prevention, detection, correction, and updates handled for the products?
	
	2
	

	19
	What type of firewalls (or application gateways) do you use? How are they monitored/managed?
	
	1
	

	20
	What type of Intrusion Detection System/Intrusion Protection Systems (IDS/IPS) do you use? How are they monitored/managed?
	
	1
	

	21
	Is your system and network architecture based on a high availability design that includes redundant firewalls, routers, switches and IDS, and load balanced or clustered servers? 
	
	2
	

	Security Monitoring

	22
	Do you perform regular reviews of system and network logs for security issues?
	
	2
	

	23
	Do you have an automated security event management system?
	
	3
	

	24
	What are your procedures for intrusion detection, incident response, and incident investigation/escalation?
	
	1
	

	25
	Will you provide on-site support 24x7 to resolve security incidents?
	
	2
	

	26
	Do you provide write-once technology for storing audit trails and security logs?
	
	3
	

	27
	How do you control physical and electronic access to the log files?  Are log files consolidated to single servers?
	
	3
	

	28
	Do you provide security performance measures to the customer at regular intervals?
	
	2
	

	Assurance Claims and Evidence

	29
	Has functional security testing been performed on the services? 
	
	1
	

	30
	Do you perform penetration testing of the service?  If yes, how frequently are penetration tests performed? Are the tests performed by internal resources or by a third party?
	
	2
	

	31
	Do you provide automated vulnerability testing of the service?  If yes, how frequently are the tests performed? Are the tests performed by internal resources or by a third party?
	
	2
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