Preliminary Program Agenda as of January 17, 2013
Software Assurance (SwA) Spring Forum 2013
Theme: Software Supply Chain Risk Management (Sw-SCRM)

5-7 March, 2013 at

National Institute of Standards and Technology (NIST),
100 Bureau Drive, Gaithersburg, MD 20899

5 March (Tuesday)

6 March (Wednesday)

7 March (Thursday)

Opening — Joe Jarzombek, DHS

Welcome speaker — Charles Romine,

Opening — Joe Jarzombek, DHS

Keynote speaker —DHS Senior Official

Opening —Joe Jarzombek, DHS

Keynote speaker — Edna Conway, CISCO

Ken Hong Fong, IDA (invited)
Static Analysis Tool Exposition (SATE)
Paul Black, NIST

Education Panel
Peggy Maxson, DHS
Karen Leuschner , NSA (invited)

(-]
8 | Director, ITL, NIST (invited) (invited)
J§> Panel on ICT Supply Chain Exploitation
FISMA Enabled SCRM Kevin Dillon, DHS Securing the Supply Chain
Ron Ross, NIST Ken Crowther, MITRE Marcus Sachs, Verizon
John Boyens, NIST
10:30 AM Break 10:30 AM Break 10:30 AM Break
We Can’t Blindly Reap the Benefits of a | How International Standards Efforts Ensuring Your Development Processes
Globalized ICT Supply Chain Help Address Challenges in Today’s Meet Today’s Cyber Challenge
Don Davidson, DoD Global Market Place Michele Moss , Booz Allen Hamilton
= | John Boyens, NIST Nadya Bartol, UTC (invited) Josh Corman, Akamai (invited)
Jg’ Sandy Boyson, UMD (invited) Jed Pickel, Microsoft ( Mary Beth Chrissis, SEI (invited)
lan Bryant, TSI, UK (invited) Andy Murren, D&T
Eric Winterton, Booz Allen Hamilton (invited) | Vehbi Tasar, (1sc)®
Andras Szakal, The Open Group
12:30 Lunch 12:30 Lunch 12:30 Lunch
SCRM Perspective on 3" Party International Perspectives on SCRM Open Source and the Software Supply
Software Assessment lan Bryant, TSI, UK (Invited) Chain: A Look at Risks vs. Rewards
E Marc Jones, CAST Wayne Jackson, Sonatype
S | Devon Bryan, ADP Software ID Tags Support SCRM Managing Risk in the Software Supply
= | Jeff Voas, NIST — Mobile Apps Steve Klos, TagVault Chain through Software Code Governance
GSA (invited) John Richardson, Symantec Gordon Uchenick, Coverity
Kevin Green, DHS SWAMP (invited) Doug White, NIST
3:00 PM Break 3:00 PM Break 3:00 PM Break
Advancing SCRM with Standardized Building a Body of Knowledge for ICT Scaling SWA -- Beyond Static and Dynamic
Inspection Technology Supply Chain Risk Management” Analysis with Contrastleff Williams,
o Roger Stewart, Stewart-Priven Group Nancy Mead, SEI AspectSecurity
& | Testing Panel Dan Shoemaker, UD-M Open Source SCRM Panel
g John Keane, DoD Dennis Phelan, SRA David Wheeler, IDA

Dan Risacher, DoD (invited)
Jeff Williams, AspectSecurity
Wayne Jackson, Sonatype

5:00 PM Wrap-Up

5:00 PM Wrap-Up

5:00 PM Wrap-Up

Our theme is Software Supply Chain Risk Management (Sw-SCRM): Regardless of intent, software can
become tainted by malware, exploitable weaknesses and vulnerabilities. Whether software becomes
compromised by ignorance, negligence, or malfeasance, the end result of tainted products can be dire for
those who inherit the residual risk exposure. Just as with food and pharmaceuticals, software can be
corrupted in ways that put users, organizations, and missions at risk. Thus each participant in the supply
chain requires an appreciation of controls and processes that should be in the potential paths software
can take before it is acquired and put into use. The presenters at the March 2013 SwA Forum will explore
progress, research, and challenges in addressing Sw-SCRM.




